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= ASYNCHRONOUS DATA REPLICATION within a System enables asynchronous file and folder copy from

one storage system to another.
 With asynchronous replication a point-in-time — snapshot copy of data on the source is made and copied to the target
storage system.
« For maximum flexibility, you can run a data replication task in two directions: one system can be both the source and the
destination at the same time, allowing cross data backups on several systems. Replication can be used in disaster
recovery or for disk-to-disk backup.
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REPLICATION BETWEEN TWO RAID ARRAYS WITHIN ONE SYSTEM

= Recommended Resources

« Key Hardware
v" x86 compatible
v RAID Controller 1
v RAID Controller 2
v HDD's
v" Network Interface Cards

* Software
v" Open-E DSS (recommended) or Open-E NAS-R3

= Benefits
« Data redundancy over RAID Array
* Local data availability
* Low cost solution

= Disadvantages
* In case of complete system failure, data will be lost or inaccessible
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* Data is written and read from Array 1
» Data is periodically replicated to Array 2
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* In case of raid array error or disk drive error on the Raid Array 1, the
server will send an e-mail notification to the administrator and/or users
* The administrator then switches from Array 1 to Array 2
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« After switching, replicated data is available on Array 2
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TO SET UP DATA REPLICATION, PERFORM THE FOLLOWING STEPS:

1. Hardware configuration

2. Configure the destination node
3. Configure the source node

4. Create Schedule replication

5. Checking status data replication
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1. Hardware Configuration

Hardware Requirements

To run the data replication of Open-E DSS (or NAS R-3), a minimum of two RAID Systems are required on one system.

Logical volumes working in slave mode must have snapshots created and enabled. An example configuration is shown
below:

Data Server (DSS)
Address 1P:192.168.0.220

RAID Array 1

Primary

Volume Groups (vg00) g ﬂ Volume Groups (vg01)
Snapshot

NAS volume (Iv0000) . —Mﬁ@ ‘ NAS volume (Iv01000)
‘9 Shares: Copy of Data
A

RAID Array 2
Secondary

Shares: Data

Data Replication

Lomoooos
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Data Server

Raid Array 2 2. Configure the destination node
Address IP:192.168.0.220

DSS DATA STORAGE SERVER open-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

NAS settings T NAS resources T iSCSI target manager T FC target manager ]

= volume manager
g

Under the ,CONFIGURATION” o & voigows [ [
tab, select ,volume manager”

rescan |

Unit manager ]

Size (GB) Serial number Status

I Unit MDO 465,77 A& available

Volume Groups (vg01) g M Unit S001 233.76 YE3EPANE available
é’ Vol. replication ‘
? = - Action: new wvolume group ;l
/ ] [ vgo1 |
apply | b

Add the selected physical units r— ]
(Unit S001) to create a new :
volume group (in this case, _

vg01) and click apply button. = T

Vv Unit Serial number Status &l




Setting up Asynchronous Data Replication within a System open-¢

Data Server

Raid Array 2 2. Configure the destination node
Address 1P:192.168.0.220
DSS DATA STORAGE SERVER open-e
CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings I NAS resources T iSCS| target manager T FC target manager ]
Volume Groups (vg01) ) & vol QFOQDS ‘ T volume group: vgo1 '|'

7901 Yolume manager ] .
NAS volume (v0100) S gl vetme | Tre onep. nep.  mi,  Docsze s

(bytes)  (GB)

Iv0100 L) M/ 40.00 [ X/
Size
{GB)

Select the appropriate volume T — 400 [X]

System volumes

group (vq01) from the list on Reserved far shapshots 0.00
the left and create a new NAS Reserved for system .00
volume of the required size. Reserved for replication 0.00
This logical volume Iv0100 will o & Vol. replication | Free 186.72
be the destination of the sction, —— T &

replication process.

™ Use volume replication

I~ worm

I
After assigning an appropriate [D:lD 188,72
amount of space for the NAS - = = - I
volume, click the apply button ey

Event Wiewer:
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Data Server : . .
) 2. Configure the destination node
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
CONFIGURATION | MAINTENANCE I STATUS T HELP ]
NAS settings | NAS resources T iSCSI target manager T FC target manager ]
Under the ,CONFIGURATION” NDMP data server ] &
tab, select ,NAS settings” [T Enable NDMP dats server
menu. =
apply J

Data replication agent ]
Data Replication ¥ Enable Data replication Agent
oy
Check the Enable Data ARG cetin |
replication agent box, and .
C||Ck the apply button [T Use quarantine =l

Event Wigwar:
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Data Server : . .
) 2. Configure the destination node
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER open-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP l

Under the CONFIGURATION” [\mlume manager T NAS set‘tings QAS resources | iSCSI target manager T FC target manager ]

tab, select ,NAS resources” ? & shares | Create new share ] E
menu. ame: [ Copy of Data |
Comment: | |
/ & Default path: [ /lvoooo/copy of Data x|

i Users /
? 'A — g ' Specified path: [t |

/ o

o ﬂ Groups ‘ ACL {Access control list) ]

Shares: Copy of Data ‘3

A aYa a0 A areq : z
|_o 1. users Browser | Users & Groups | Access Permissions |
0 s : appes _
Selection: |
0 e e de of the D i
0O ole e X3 nDle 3 ‘ Filter:| | ol ‘ L
Event Wiewer:
dl€d VO € Nainead
ObV OT U as Dee
a =0
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Data Server : . .
) 2. Configure the destination node
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
After creating the new shared CONFIGURATION | mainTENancE | sTatus | HELP |
VO|Ume, Conﬂgure |t [ volume manager T NAS settings I NAS resources | iSCSI target manager T FC target manager ]
Click on the share name, o @ shares | T e e )
Check the box Use data 3 1. Gopy of Data _. f
replication within Data Data replication agent settings ]
replication agent settings =¥ Use data replication
funCtion _ : Login name: | |
. ' Q A users ‘ Fassword: | |
Click on the apply button. Confirm password: | |
Allow access IP: | |
|‘. apply .
Q m Groups ‘
Data Replication TS NDMP data server access ]
Info
’ 0 MNDMP data server is off! ‘
Event Wiewer:
NOTE:

It is strongly recommended to protect the replication protocol with a user name and password, along with a list of allowed IP address. This
will prevent local network users from accessing this share. The user name and password must be the same as on the destination

de.
o The configuration of the destination node is now complete.
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Data Server
Raid Array 1

Under the ,CONFIGURATION”
tab, select ,volume manager”

Volume Groups (vg00) !

Add the selected physical units
(Unit MDO) to create a new

volume group (in this case,
vg00) and click apply button.

Address IP:192.168.0.220

open-e

3. Configure the source node

DATA STORAGE SERVER

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

gpen-e

4\mlume manager | NAS settings T NAS resources I iSCSI target manager T FC target manager ]

° ﬁj Vol. groups I

Unit manager

Lo wgD1

Serial number

Size (GB)

zl? Unit MDD 465,77 N/

Status

available

Unit S001 233.76 YE3I6RANE

in use, vgo1

/

Action: | new volume group ;l
V' Jeloly |
Q/é-ﬂ Vol. replication [ -

[' apply

Drive identifier

Serial number

|| Unit S000 GRY 1GP7W

Status

Event Wiewer:
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Data Server

Raid Array 1 3. Configure the source node
Address IP:192.168.0.220
DSS DATA STORAGE SERVER gpen-e
RO e e
° £~ vol. groups [ T Volume group: vgoo T
z; :S'gf Volume manager l -1
NAS volume (Iv0000) ‘ Blocksize  Size

Logical Yolume Type Snap. Rep. Init. (bytes)  (GB)

Ivo0o0 = N/ 40,00 @

System volumes

Size

Select the appropriate volume e
group (vg00) from the list on Reserved Pool +.00 [X]
the left and create a new NAS Ess R feTaansinn 0.00
volume of the required size. Gk i

This logical volume will be the Reserved for replication o0
source of the replication e Free e
process Action: ‘)"new N&S wolume [i_;]

T Use volume replication

[T WoRM

After assigning an appropriate
amount of space for the NAS
volume, click the apply button

Event Wiewer:
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3. Configure the source node

Data Server
Raid Array 1 DSS DATA STORAGE SERVER gpen-e
Address 1P:192.168.0.220 CONFIGURATION | mainTENaNcE | sTatus | HELP |

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Q ﬁ/ Vol. groups [ T Volume group: vgoo0 T

L ¢ vgoo 7
Z Yolume manager ]

To run the replication process,

Blocksize  Size

you must first define a new e N e e N
snapshot to be taken of the Iv0000 « we 4000 [X]
volume to be replicated. =n2po0os s v oo )
Snapshot size should be large b e R
enough to accommodate the Eoseruad penl 400X
changes you anticipate, 10% to Roserved for snapshots it
15% of the logical volume is :: : "pl““t :ZZ
sometimes recommend.

) g vol. replication \ 416,72

ree
Action;\ |new snapshot [i]
SnapShOt 4@ Assign to volume: |Just create snapshot volume [i]

After assigning an appropriate
amount of space for the new
snapshot, click the apply
button.

Event Wiewer:
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[

Data Server
Raid Array 1

NAS volume
(Iv0000)

. —»4@ Snapshot

Assign the snap00000 to the
logical volume to be replicated

(in this example, Iv0000), click
the apply button.

Address IP:192.168.0.220

3. Configure the source node

open-e

SETUP CONFIGURATION

4
) ﬁ vol. groups

L vgoo

Qéﬁ vol. replication [

\

Event Wiewer:

DSS DATA STORAGE SERVER gpen-e
MAINTENANCE T STATUS T HELP ]
volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]
[ T volume group: vgoo T
= |
Free 416.72
Aetion: new NAS valume [i]
[T Use volume replication
™ worm
1
4
o 416,72
ace =
apply

2 snap00000 [ voooa
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Data Server .
B i 3. Configure the source node
Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
Under the ”CONFIGURATION” CONFIGURATION MAINTENANCE T STATUS T HELP ]
tab, select ,NAS resources” [ volume manager | NASWT iSCSI target manager | FC target manager |
menu. o & gohares | .
7(30[3\; slibeta Create new share ]
MName: )Data |
Commen/ [ |
Shares: Data & /‘mmth: [ Alvoooo/Data =1
A users C specified path: [7 |
—
[ |
volumes (Shares) will appear o M croups |
on the left side of the DSS TEE ACL (Access control lst ]
console. In the example, a Browser Users & Groups | Access Pemissions
shared volume named Selection: | ,
Data has been created. ESRHEVISER
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Data Server

B i 3. Configure the source node
Address IP:192.168.0.220

logout DSS DATA STORAGE SERVER open-e

[ SETUP T CONFIGURATION | MAINTENANCE I STATUS T HELP w
[

shutdown I connections Tsnapshot backup restore T antivirus T miscell T ftware updat ]

Data Replication

! ! g ald repllcatﬁ Create new data replication task ]

/ Task name: | |
. Source share: [ <choose share= Bd|
After the share to be replicated Snapshot: | =l
has been configured, go to the BESHFRIGAR : _||
Destination share: =
,MAINTENANCE” tab and Destination agent login: | |
Se|eCt ,,baCkup” tO ChOOSG the Destination agent password: | |
Data I‘elication. M Log replication errors
M Use ACL
[T Don't delete files
apply |
Data replication tasks ]
Info
’ 0 Mo tasks have been found. ‘ -

Event Wiewer:

Data Storage Server, all rights reserved
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Data Server .
B i 3. Configure the source node
Address IP:192.168.0.220

Select the source share to be i DATA JTORACE SERVER pen-e
rep”cated Under Create new [ SETUP T CONFIGURATION TWT STATUS T HELP }

data replication task function, [‘shudown | connecsions |“snapshot | vackup | restore | antvires | miscetancous | sofoware wpate |

enter a name for the task and o &P Data replication_| W] create new data repication task ]
select the source share to be % P epitnbi

|

replicated. At this point, a ——3 Source share: [Dats H

Snapshot; snap0000a =]

SrllapShOt Oflthe source Slhare 2 Destinaion IP: [192.168.0.220 |
will automatically be assigned. [ estnaton share [Copy or bats HE

|

|

% Destination agent login: |

Destination agent password: |

In the Destination IP field, P Log replication errors
enter the IP address of the W UseAcL
destination server (in this  portt delete fles
example, 192.168.0.220) and
the user name/password (if
applicable) for the destination. Data replication tasks ]
Next, configure the Destination ‘ e ‘
Share field by clicking on the o tske have peen foune

button. In this example, the
Copy of Data share appears.
Click on the apply button.

Event Wiewer:
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Data Server .
B i 3. Configure the source node
Address IP:192.168.0.220

logout DSS DATA STORAGE SERVER gpen-e

[ SETUP T CONFIGURATION I MAINTENANCE | STATUS T HELP ]
[shutdown T connections T snapshot | backup | restore T antivirus T miscell T ftware updat ]

® d! Data replication ‘ M Data replication task: Replication_D01 T

V / Data replication task ] =
After the DSS WEB console, Atiribule
Destination IP: 192,168.0.220
has been reloaded, the new e — -~
task should appear Snapshot: snap0000D
Destination share: Copy of Data
Log replication errors: Y¥es
Use ACL: Yes
Don't delete files: Mo
Obtain additional information Create schedule for data replication task ] |
about a selected replication o ' '
‘ elect time: [ nterval ]
task by accessing the Data THtarval [Tomin. tmo porod
replication task function s
apply =

Event Wiewer:

The configuration of the Source Node (storage server) is now complete.

pA
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Data Server . . .
) 4. Configure Schedule replication

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

[ SETUP T CONFIGURATION | MAINTENANCE I STATUS T HELP W
[shutdown T connections Tsnapshot | backup restore I antivirus T miscell T ftware updat ]

Usmg the Create schedule for ° & pata replication ‘ T Data replication task: Replication_D01 T
data replication task function, Cs Replication Do1 R
set the desired replication Create schedule for data replication task ]
schedules or explicitly start, Comment: | |
stop and delete data replication Dizes B Linterval =
. Interval: [[10 min. time period -1
tasks, as desired.
[. apply |
Schedule for data replication task ]
Info
’ 0 Mo schedules found. ‘
Remove data replication task ]
remove | —

Event Viewer:
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Data Server . . .
B i 5. Checking status data replication

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

[ SETUP T CONFIGURATION I MAINTENANCE I STATUS T HELP ]
[shutdown T connections T shapshot | backup | restore T antivirus T miscell T ftware updat ] I

° a Data replication \ M Log replication errors
M Use ACL

[T Don't delete files

L& Replication_DO1

( apply |

In Data replication tasks
function set the desired data —F]  oata repiication tasks |

replication to start, stop and Start time Action
delete tasks > ~| Replication_bo1 2009-03-09 23:14:24 [ |[ ® ][]

Destinaion IP: 192,168.0.220

Source share: Data

Snapshot: snap0000o

Destination share: Copy of Data

Destination agent login:

Log replication errars: YES

Use aCL: Wes

Don't delete files: no

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server . . .
R e Sy 4 5. Checking status data replication
Address |P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

[ SETUP T CONFIGURATION T MAINTENANCE STATUS HELP
[ network T logical volume T connections T system T hardware tasks S.M.ART.
?

To obtain detailed information

about the progress of data _ — — .
replication taSkS, Under the o Tasks [ I Tasks: Data Replication T

acku . g =
,,STATUS” tab, SeleCt ,,taSkS” Egestoi from backup Running tasks ]

Data Replication
menu.

Antivirus
Yolume Replication
Shapshots [E] Replication_D01 Data replication 2008-09-26 23:17:17

start time

Next click Data Replication
tasks and select the Tasks

Tasks log
Status  Action
2008-09-26 i i
\ la 531738 Replication_D0O1 Data replication OK Started
2008-09-26 i o S
-
5315116 Replication_D0O1 Data replication oK Finished
Files overal: 2
Files transfered: 1
Preparing time: 0.05 sec
Sent: 260,75 MB
Transfer: 14.90 MB/s
2008-09-26 o i : s
03141 46 Replication_D0O1 Data replication OK Started <

Event Wiewer:

The configuration of the source and destination nodes for asynchronous data replication is now complete.
24
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