A Step-by-Step Guide to
Asynchronous Volume Replication

(Block Based) over a LAN fSy@f(Stg%%%
with Open-E® DSS™

DSS ver. 5.00 up60 February 12, 2009 April 2009
-]



Asynchronous Volume Replication over a LAN open-e

Source/Destination | Data Transfer Volume Type

Synchronous
w/ System
LAN
WAN
File based
NAS
FC

(2]

= ©

2 3

o 3

= ~ o
o ) -
S, S 2
o m ic

Asynchronous Volume Replication over a LAN T/ \/// % % %

= Volume Replication is a process of coping a source logical volume to a destination system.
* Volume replication provides maximal availability in case one of the systems or units fails.



Asynchronous Volume Replication over a LAN open-e

REPLICATION BETWEEN TWO SYSTEMS WITHIN ONE LAN

= Recommended Resources

 Key Hardware (two systems)
v' x86 compatible,
v RAID Controller,
v HDD's,
v" Network Interface Cards.
* Software
v" Open-E DSS (recommended) or Open-E iSCSI-R3, 2 units.

= Benefits
 Data Redundancy over a LAN,
« Enables continuous data access.

= Disadvantages
* High cost of solution,
« Natural disasters can destroy local systems.
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* Data is written and read to System 1
» Data is continiously replicated to System 2

RAID System 1
Primary RAID System 2
Secondary
Write Data
_____________________________ [
--------- D B Db ol o DDl

Read Data
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RAID System 1
Primary

* In case of raid array error or disk drive error on the System 1, the server
will send an e-mail notification to the administrator,

* In the case of a failure of system 1, users will be notified,

+ Administrator then switches users to the System 2.

RAID System 2
Secondary




Asynchronous Volume Replication over a LAN open-e

* After switching, replicated volume is available on System 2

RAID System 1
Primary RAID System 2

Secondary

Write Data

Read Data
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TO SET UP VOLUME REPLICATION, PERFORM THE FOLLOWING STEPS:

1. Hardware configuration

2. Configure the destination node
3. Configure the source node

4. Create the replication task

5. Checking status volume replication
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Hardware Requirements

To run the Volume replication of Open-E DSS (or iSCSI-R3), 1. Hardware Configuration
a minimum of two systems are required. Both servers are

working in the Local Area Network. An example

configuration is shown below:

Data Server (DSS1) Data Server (DSS2)
Source node Destination node
Address IP:192.168.0.220 Address IP:192.168.0.240
open-é
RAID System 1 RAID System 2
Primary §F Secondary
Volume Groups (vg00)

ﬂ ﬂ Volume Groups (vg00)

iSCSI volume (Iv0000)
iSCSI volume (Iv0000) é g ““““““““““ ﬁ: ------------------- > é g
_ iSCSI targets
iSCSI targets Volume Replication
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gpen-e

Data Server (DSS2) 2. Configure the Destination Node

s gy Destination node
"""" = Address IP:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

;\mlume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ] I
L ﬁj Vol. groups ‘ Unit rescan ] =

rescan
Unit manager ]

Size (GB) Serial number Status
Volume Groups (ngO) v Unit S000 230.08 N/A available
- Action: | new volume group ;l

? 9 Vol. replication i Name/&/gﬂﬂ |
=l

/ —
Add the selected physical units /

(Unit MDO) to create a new Drive identfier ]
VO|Ume gl’OUp (ln thIS CaSG, Serial number Status
vg00) and click apply button. r Unit S000 /A

Event Wiewer:

Under the ,CONFIGURATION”
tab, select ,volume manager”.

Cata Storage Server, all rights reserved
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4
Data Server (DSS2)
Destination node : . .
Address IP:192.168.0.240 2. Conflgure the Destination Node
DSS DATA STORAGE SERVER gpen-e
CONFIGURATION MAINTENANCE T STATUS T HELP ]

o volume manager NAS settings NAS resources iSCSI target manager FC target manager
Select the appropriate volume - i el ! seemansger | FC onye monager |

group (vq00) from the list on ‘lP & vol SIEPE | T Volume group: vg00
the left and create a new iSCSI > Volume manager
volume of the required size.

—e

System volumes

This logical volume will be the Reserved Pool +.00 (X

destination Of the replication Reserved for shapshots 0,00

pl’OCGSS Reserved for system 1.00
\ Reserved for replication 0.00
= \% 225.03
iSCSI volume (Iv0000) 4 8 ——
Action: |new ISCSI volume [i]
Q éﬁ Vol. replication \ Options: |Just create volume (_QJ

V' Use volume replication

Next check the box to Use

volume replication ¢ Fie 1o

¥ Initialize
& Block 1/0
=
_ . o 225,03
Aﬁer aSSlgnIng an approprlate EE] add: GBE  (+0.12 GB for replication)
amount of space for the iSCSI > awy |

volume, click the apply button

Event Wiewer:

Data Storage Server. all rights reserved
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gpen-e

Data Server (DSS2)
Destination node

. P4
iSCSI volume (Iv0000) 4 B

The destination iISCSI Volume

Block I/O is now configured.

Address [P:192.168.0.240

2. Configure the Destination Node

DATA STORAGE SERVER

SETUP CONFIGURATION

MAINTENANCE T STATUS T HELP ]

gpen-e

volume manager | NAS settings T NAS resources I iSCSI target manager T FC target manager ]

|

0 ﬁ} vol. groups

Le vgoo

/

Qéﬁ Vol. replication }

Event Wiewer:

I Volume group: vg00

Yolume manager

Blocksize
{bytes)
RS

Size

Init. (GB)

Logical Yolume

Type Snap. Rep.
Iv0000D

System volumes

10.00 @

Reserved Pool 4.00 @
Reserved for snapshots 0.00
Reserved for system 1.00
Reserved for replication 0.13
Free 214.91

e tiomh: new MAS volume [_QJ
[T Use volume replication
I worm

|
|
u] 2 Arel]:
G0 s =

apply J

Data Storage Server. all rights reserved
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Data Server (DSS2) 2. Configure the Destination Node

Destination node
Address 1P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ] I
= "
Q ﬁ Vol. groups ‘ Yolume replication mode ]

Now, select the Vol.
replication and check box

T : Lo vga0 : . — .

under Destination and click the Lagical Volume e
apply button Ivo000 done — r

[ oy |

Volume Replication ﬁ . _
! ? Mirror server IP ]
dd : 1630,
b4 9 Vol. replication l LZ;N: b ||_192 LodJie )

Next, under Mirror Server IP / ooy

function, enter the IP address of :
the source node. In our ’.

Create new volume replication task ]

0 Info

Mo volumes with replication functionality found or all volumes have a task
assigned already.

example, this would be
192.168.0.220 click the apply
bUttOn Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS2)
Destination node
Address 1P:192.168.0.240

2. Configure the Destination Node

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resourcegiSCSI target manager | FC target manager
Under the ,CONFIGURATION” 29 taros

tab, select ,iSCSI target

" Create new target ]
manager’.
M Target Default Mame

p—

Mame: [iogn.2009-04:dss2 targetd |
/ Alias: [ targeto |
iSCSI targets 9

apply |

CHAP user target access l

o eadleé ne alrge Q ‘a? CHAP users I [T Enable CHAP user access authentication
on ente e fo A
d apply |
A arqe desired A
dllle 11eld dlld e O

Event Wiewer:
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Data Server (DSS2) 2. Configure the Destination Node

Destination node
Address 1P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resources T iSCSI target manager | FC target manager

Q 2“ Targets ‘ I Target: iqn.2009-04:dss2.target0 T

Select target0 within the FRECRS Target volume manager -
Targets field. e

There are logical volumes selected as mirror destination. There is no
direct access to mirror destination volume. In order to access such
volume, you can stop mirror task and switch destination mode to source
mode or create a snapshot on the destination volume and assign the
snapshot to a new target.

iSCSI targets 9 volume SCSI ID LUN RO WB  Action
& oo B rr @
0 Iz‘f CHAP users ‘ —

CHAP user target access ]
TO aSSIQn a V0|ume to the [T Enable CHAP user access authentication

target, click the button E3
located under Action

Target IP access ]

Deny access: | |

Allow access: [ | -

Event Wiewer:

Data Storage Server, All rights reserved

The configuration of the Destination Node (storage server) is now complete.
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gpen-e

Data Server (DSS1) 3. Configure the Source Node

ol gy Source node
"""" Loy Address IP:192.168.0.220

DSs DATA STORAGE SERVER open-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Under the CONFIGURATION ® ﬁj Vol. groups } Unit rescan ] -1
tab, select volume manager ' e

Unit manager ]

Volume Groups (vg00) v
-
Action: new volurme group ;l
© éﬁ vol. replication Mame: [ vaoo |
/I

Add the selected physical units e ]
(Unit MDO) to create a new
volume group (in this case,
vg00) and click apply button.

Size (GB) Serial number Status

Unit MDO 455,77 N2 available

4 Unit Serial number Status

- Unit S000 IRY 1GP7W

Event Viewer:

Data Storage Server, All rights reserved
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Nata Qamiar (IMQQA\
dla oCivel (Uov 1)

Source node 3. Configure the Source Node
Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
CONFIGURATION MAINTENANCE T STATUS T HELP ]

|| volume manager | NAS settings | NAS resources | iSCSI target manager | FC target manager |

Select the appropriate volume o & vol.groups | ! Volume oroup: va00 !
group (vg00) from the list on S+ v ' '
the left and create a new iSCSI
volume of the required size.

VYolume manager

System volumes

This logical volume will be the Reserved Pool «.00 [x]
destination of the replication kesenied for sropshots 0.00
Reserved for system 1.00

process.

Reserved for replication 0.00
\ Free 460,72
iSCSI volume (Iv0000) 7
LT new ISCSI valume &J

0 g vol. replication ‘ Options: |Just create volume [gj
NeXt CheCk the bOX tO USG 4‘?]7 Use volume replication
volume replication
 File 1/0
¥ Initialize
& Black Lio
gl
After assigning an appropriate 0 460,72
amount of space for the iSCSI R e GB  (+0.12 Gb for replication)
—>  ay

volume, click the apply button

Event Wiewer:
NOTE: Data Storage Server, All rights reserved
The source and destination volumes must be of identical size. Remember to enable Volume Replication
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gpen-e

Data Server (DSS1)
Source node

R 3. Configure the Source Node
"""" : Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE I STATUS T HELP W

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]
7
Q ﬁ Vol. groups [ T Volume group: vgoo0 T

e vgoo — 7
4 ? Volume manager I

Blocksize  Size
(bytes)  (GB)

. P4
iSCSI volume (Iv0000) 4 B

Logical Yolume Type Snap. Rep. Init.

Iv000o0

System volumes

Reserved Pool 4.00 E|
Reserved for snapshots 0.00
. . . Reserved for system 1.00
The destination iSCSI Volume = T -
Block I/O is now configured. . P
o éﬁ vol. replication ’
T new MNAS volume [_ﬂ

" Use volume replication

450,59

(i apply '

Event Viewer:

Data Storage Server, all rights reserved
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Data Server (DSS1)
Source node
Address IP:192.168.0.220

3. Configure the Source Node

DSS DATA STORAGE SERVER agpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resources$iSCSI target manager | FC target manager
Under the ,CONFIGURATION” T g

tab, select ,iSCSI target
manager”. P4

—

Create new target ]

M Target Default Mame

/ Mame: | ign.2009-04:dss targetd |
Alias: [ targeto |
iSCSI targets 9

apply |

s Create new tarae CHAP user target access ]
" CHAP users ‘
on enter a name fo o ? 'z? : [T Enable CHAP user access authentication
a > ge . qe eq a [ p—— J
dlle lield 0 PP O

Event Wiewer:
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Data Server (DSS1)
Source node
Address IP:192.168.0.220

3. Configure the Source Node

DSs DATA STORAGE SERVER open-e
Select tareto within the CONFIGURATION MAINTENANCE T STATUS T HELP ]
Tarets fleld { volume manager T NAS settings T NAS resources T iSCSI target manager | FC target manager
Q E;“ Targets ‘ T Target: iqn.2009-04:dss.targeto T
kit Target volume manhager ] s

ISCSI targets 9 Yolume SCSIID LUMN WB Action

=] woooo ] r___C 3

—
TO aSS|g|“| da VOiume to the CHAP user target access ]
target, C“Ck the button ° Ii? CHAP users ‘ I Enable CHAP user access authentication

located under Action

Target IP access ]

Deny access: | |

allow access: | |

Event Wiewer:

Data Storage Server. all rights reserved
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Data Server (DSS1)
Source node
Address IP:192.168.0.220

3. Configure the Source Node

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ] I

Q ﬁj Vol. groups \ Volume replication mode ] =
Now, select the Vol. Lo vgao '
re Iication and Cl’E( bOX ¢ Logical Yolume Source Destination Clear metadata
—L , lvoo0o ‘d_u%_)p 1 [1
under Source and click the
,apply” button [ oy |
Mirror server IP ]
Volume Replication IP address: 192.168.0.240

WA

[ éﬁ Vol. replication ‘

Next, under Mirror Server IP / Create new volums replication task ]

function, enter the IP address of ’ o ‘

the destination node. In our Mirror Server IP is nat set.
example, this would be
192.168.0.240 click the apply Replication tasks manager |
button ’ e ‘

Mo tasks have been found.

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS1) 4. Creating replication task

Source node
Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e |

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

L) volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]
Q ﬁ Vol. groups ‘ IF address: | 192,168.0.240 d
Eomain WAN: r

Enter the task name in field _ awy |
Task name next,

click on the ' button \ Create new volume replication task ]

NTaSk narme: [ Replication_o1

Source volume: [lvoooo

Destination volume: [lvoooo
éf Vol, replication ‘
® _ /E/Bandwidth for SyncSource (MB): | 40

In the Destination volume field / Asynchronous protocol: g

select the appropriate volume e
(in this example, Iv0000). Next /

CheCk the Asyn(:hronous Replication tasks manager ]

protocol box and click create ’ e ‘
to Conflrm Mo tasks have been found.

0

|| |

L]

Event Wiewer:

The configuration of the Source Node (storage server) is now complete.
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Data Server (DSS1) . S
Source node 4. Creating replication task

Address [P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSl target manager T FC target manager ]

7 ¥ FY
0 & vol. groups ‘ IF address: [ 192.168.0.240 I |
WAN: O
Lo wgon

: apply J

Create new volume replication task ]

After the DSS console has @ o

Mo volumes with replication functionality found or all volumes have a task
assigned already.
reloaded, you cap gtart, stop or AT
delete the task within the

L& Replication_01

. . Replication tasks manager ]
Replication task manager
funCt|on Name Start time Action
E] Replication_01 nfa E] [:] @
Source volume: lv0ooo
Destination volume: lvOooo
Destination IP: 192.168.0.240
Protocal type: Asynchronous

Event Viewer:

Data Storage Server. All rights reserved
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Data Server (DSS1)
Source node
Address IP:192.168.0.220

4. Creating replication task

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Q ﬁ/ Vol. groups [ T Volume replication task: Replication_01 T
AlSO, you can Start! Stop or Lo wgoo . n Replication tasks manager ] -
delete the task within the
Replication Task Manager home Semime _Acon
function by CIICkIIng on the Replication_01 2009-04-10 01:06:57 LJEJ&J
. . . . Source volume: lvoooo
name replication (in this case, Destination volume: 1voooo
. . Destination IF‘I: 192.168.0.240
RE'IcatIOH 01) Protocol type: Asynchronous
o & vol. replication [ Create schedule for volume replication task ]
Replication_01 ComraRt:
[ Monday [T saturday
[ Tuesday [T Sunday
[T wednesday
[T Thursday Start [oo =] :[o0 =]
7 Friday Stop :

& Every week

' Every even week

© Every odd week -
Event Wiewer:

Data Storage Server, All rights reserved

NOTE:
Once the replication process has started, the replication direction cannot be changed.
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gpen-e

Data Server (DSS1)
Source node

i 4. Creating replication task
""" Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e '

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Q él Vol. groups ‘ T Volume replication task: Replication_01 T
In the “Create schedule for o ¥gao [+] Replication_o1 2003-04-10 01:06:57 [ »|[m ][] =
volume replication task’ S e 1¥0000
. Destination IP: 192,168.0.240
function, enter a comment for Protacol type: asynchronous
the new schedule and select for
a” days of the Week_ In th|s ) Create schedule for volume replication task ]
example choose Every week _ Comment: [EveryDayatram
and select time for the start task o & vol. replication | Sl S
L Replication_01 ¥ wednesda
(7 am) and stop (3 pm). Next, : B Thiretay . |
click the apply button. Bikaday o oo =]
& Every week
© Every even week
© Every odd week
apply |

Event Wiewer:

Data Storage Server. all rights reserved
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Data Server (DSS1)
Source node

oy 5. Checking volume replication status
» = j Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

[ SETUP T CONFIGURATION T MAINTENANCE STATUS HELP
[ network I logical volume I connections T system T hardwar tasks S.M.AR.T.
— 3

: Tasks Tasks: Volume Replication T

Under the ,STATUS” tab, select

Jtasks” and select Volume

Replication to display

information on existing volume

o Backup
o Restore from backup
o Data Replication
o antivirus
Yolume Replication
Snapshots

Running tasks

Name

Start time

E| Replication_01

Yolume replication

2009-04-10 01:06: 57

replication tasks

Tasks log

Time Name

[E| 2009-04-10
01:07:06

Status  Action

Replication_01 Yalume replication OK Started

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS1) 5. Checking volume replication status

Source node
Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e |

[ SETUP T CONFIGURATION T MAINTENANCE STATUS HELP
[ network T logical volume T connections T system T hardware | tasks | S.MAR.T.

Q : dsKSs : dsks: volume Replication
B rask ? Tasks: Volume Replicati
Backup - -
Restore from backup Running tasks ]
Data Replication
Antivirus e
yolume Replication Start time
Snapshots /ab| Replication_01 volume replication 2009-04-10 01:06:57
C . . . Protocal type: Asynchronous
w Connection: SyncSource
||Ck on J bUtton Wlth taSk Total size to replicate: 2549 MB
4 f Remain to replicate: 2454 MB
name (in this case i 56316 kB/s (32500 kB/s)
- T P -~ T f Time laft: 0:00:36
Replication_U1) to display Salrcefintos
. . . Logical volume: lv000o
detailed information on the i CenEbE
H H Logical volume: lv00oo
Current repllcatlon taSk Consistency: Inconsistent
IP address: 192.168.0.240
e .. ] =

Event Wiewer:

Data Storage Server, all rights reserved




Setting up Synchronous Volume Replication over a LAN 0pé/i-é

Data Server (DSS1) 5. Checking volume replication status

Source node
Address IP:192.168.0.220

The, fpleon Bag Sien DSS DATA STORAGE SERVER open-e
consistency  status of the

deStInatIOI’l Volume Th|S W|” State [ SETUP T CONFIGURATION T MAINTENANCE W

Inconsistent immediately upon [ network | logical volume | connections TAWSth | hardware | tasks | S.M.ART. ;
starting a new replication. o0 Tasks | T_ Tasks: Volume Replication ]
This will switch to Consistent o . | ,
once reaching the state that both Data Replication Bionaacacks )
volumes are in sync. Destination RS REIEEHEs e = R

volume has useful data onIy when RReRebel [E] Replication_01 Yaolume replication 2009-04-10 01:06:57
replication task reaches D LT

Consistent state. G

Asynchronous replication does not Bl e SR

guarantee exact mirror of the data e Sreicent

especially with slow uplink, but data 10 address: 1921660240

remains consistent.

It could be that some of the most Tasks log

recent files are missing on S
destination volume. The amount of —— - z

the not replicated data depends on
the uplink speed and the amount of
the new data on the source
volume.

Data Storage Server, All rights reserved

Volume Replication, between source and destination nodes, is now complete



Thank You!

open-e
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