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Before you get started

Congratulations on purchasing Open-E iSCSI, the ideal solution for network-based
storage management. This manual will assist you as you install and configure the
hardware.

In order to quickly reach the desired configuration, please read the following pages
thoroughly. The time invested is well spent - after all, you have purchased this solution
for your invaluable data.

1.1

1.2

Content of this package

Before you begin installing Open-E iSCSI ENTERPRISE, make sure that the package
contains the following items:

Open-E flash module

Power adapter

Quick Start brochure

A CD containing the manual (this document), brochures, images and additional
information material.

Source CD.

If something is missing, please contact your dealer.

System requirements

x86-compatible PC

CPU 1 GHz or faster

at least 512 MB main memory
Hardware RAID Controller

IDE port

One or several suitable hard drives
Network Interface Card (NIC)

Open-E iSCSI contains its own operating system, no additional software is required.

® note In order to generate maximum performance, we recommend using a network
card with 1 Gb or more, as well as a processor with at least 2.4 GHz. If
several computers are accessing the iISCSI system, we recommend 1024 MB
main memaory or more.
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1.3 Supported clients

Microsoft Windows (all versions)
Linux

Unix

Mac OS 8.0, 9.0 and MAC OS X

1.4 Supported network protocols

o TCP/IP
e SNMP

1.5 Required tools

Grounding strap or mat in order to avoid electrostatic discharge (ESD)
Tools for opening the computer's enclosure (typically, a screwdriver)

1.6 Safety precautions

1.6.1 Personal safety

@ caution High voltages may occur inside computer equipment. Before removing
the enclosure, please turn off the power switch and disconnect the
power cords.

1.6.2 Safety for your data

If you are not using new hard drives for operating Open-E iSCSI, please backup all
important data prior to installation. Adding a hard drive to Open-E iSCSI goes hand
in hand with complete formatting of the hard drive, which can possibly delete
existing data.

1.6.3 ESD precautions

In order to avoid damage to your computer or to Open-E iSCSI, please ensure you
are grounded before opening the PC or the ESD package that contains Open-E
ISCSI. Using grounding straps or mats is the best way to ensure this safety. If you
don't have grounding equipment handy, please make sure you are grounded before
working with Open-E iSCSI, for instance, by touching a heater.

» Avoid unnecessary touching of the components inside the PC
¢ Please touch Open-E iSCSI only on the edges

BEFORE YOU GET STARTED SMB chS;(;HSEl



2.1

2.2

2.3

Features

What is iISCSI ?

ISCSI (internet SCSI) is a protocol that encapsulates SCSI (Small Computer System
Interface) commands and data in TCP/IP packets for linking storage devices with
servers over common IP infrastructures. By using iSCSI, you can supply high
performance SANs (Storage Area Networks) using standard IP networks like LAN,
MAN, WAN or the Internet.

iISCSI solutions are based on a separate operating system and often also on a special
hardware. Typically, this operating system allows operating iSCSI technology.

iISCSI solutions allow users to add additional disk devices to existing networks quickly,
easily, and cost-efficiently.

iISCSI is a client-server architecture. Clients of an iSCSI interface are called "initiators".
Initiators issue iISCSI "commands" to request services from components, logical units,
of a server known as a "target". The "device server" on the logical unit accepts iISCSI
commands and processes them.

Description of the functions

Open-E iSCSI is one of the easiest ways of implementing an iSCSI technology in your
network. Through its simple architecture; it is a flash memory with an IDE interface and
Open-E iSCSi as its operating system, Open-E iSCSI can be used with all x86 PCs
containing an IDE controller. Older computers may also be used.

To begin working with Open-E iSCSI, all you need to do is to assign an IP address to
the iISCSI Target, either automatically through an existing DHCP server or by assigning
it manually. All other settings are handled via a web front-end, which can be easily
accessed through the IP address of Open-E iSCSI using the encrypted https protocol.

Open-E iSCSI allows users of client stations to delegate disk devices and aggregation
and form iSCSI Targets and their local mounting from any site in the network.

Why Open-E iSCSI?

Often, storage in network environments is expanded the following way: File servers
have to be shut down in order to install additional drives. In the next step, they need to
be reconfigured. It is tedious work data often has to be copied manually onto larger
drives, consuming a lot of time and money.

With Open-E iSCSI, you can:
Consolidated storage and backups for multiple servers,
Improve data availability and efficiency,

ISCS|
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2.4

Lower cost by centralizing storage management,
ISCSI simplifies the installation and on-going management of a SAN versus Fibre
Channel.

With Open-E iSCSI, you can add storage to your existing network quickly, easily, and
most important cost-efficiently. Expensive hardware is no longer necessary. Take any
computer, a new rack server or an old desktop PC and exchange the system drive for
the Open-E iSCSI flash module. To store data Open-E iISCSI SMB uses IDE (ATA),
SATA or SCSI hard drives and hardware RAID controllers.

Within a few minutes, you will have up to several hundred gigabytes available on your
network without much effort or any downtime.

RAID types

This manual is not intended to replace your RAID controller manual. But we want to
provide you with an overview of common RAID types so that you can make an
informed decision on which type to choose. Depending on whom you ask, RAID
means either Redundant Array of Independent Disks or Redundant Array of
Inexpensive Disks. Both are correct. In essence, you combine the capacity, speed and
security of several disks into one.

RAID 0 forms one large hard disk by concatenating stripes from each member drive.
Stripe size is configurable roughly between 64 KB and 1 MB. The result is a lightning-
fast RAID, but with no added security. One failing drive may ruin the entire RAID.

RAID 1 mirrors hard drives. By writing identical data onto more than one drive, security
is enhanced. A completely defective drive does not cause any loss of data. The
drawback is reduced performance and capacity.

RAID 5 combines data striping from RAID 0 with parity checking, therefore combining
speed and improved security. The loss of one drive is tolerable.

RAID 10 is a combination of RAID 1 and 0, hence the name. Data is written in a striped
and mirrored configuration, providing high performance and robust security.
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3.1

Hardware installation
Getting ready

Switch off the computer, remove the power supply, and open the PC's enclosure. In
tower cases, the side parts often can be removed individually (on the backside of the
enclosure you just need to remove a few screws). Many machines have U- or O
shaped covers that have to be pulled off (either towards the front or the back). Should
you need any assistance, please contact your dealer.

Now localize the IDE connectors on your motherboard:

3.2

Every motherboard has at least two such ports. To install Open-E iSCSI, you have to

use the first (primary) port.

Often, the labeling on the IDE connectors may be tiny, but it is always there, on each
and every board. Preferably look for “IDE 0” If this connector does not exist, the first
port is called “IDE 1” (with the second connector being 2).

Installing Open-E iSCSI

If necessary, remove the flat band cable that connects your hard drive with the
controller. Open-E iSCSI should now be carefully inserted into the connector. As IDE
ports can have a notch on one side, you can only insert the connector at the preset

position.

ISCSI
Open-E



In the package you will find an adapter cable, which provides Open-E iSCSI with
power. The little white plug corresponds with the matching connector on Open-E
iISCSI. As a final step, the adapter has to be connected to the white power-supply plug
(see photo):

That should conclude the installation! Before putting the enclosure on your computer
again, do not forget to connect your hard drives to the IDE second connector, SATA
connector or to the SATA port on the RAID controller.

10
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11
Configuration

4.1 The basic configuration of the iISCSI computer

Connect your keyboard and a monitor to the iISCSI computer. You will only need those
devices for the basic configuration or extended maintenance configuration.

® note You may have to change the function “Halt On: All Errors” in your PC's BIOS,
so that the system starts even without the keyboard. The correct configuration
is “Halt On: All But Keyboard.”

4.2 First-time operation of Open-E iSCSI

Now start your system.

Loading 99%

After booting graphical screen is complete, Open-E iSCSI will provide you with
information on the current software version and the network settings:

Welcome to Open-E iSCSI (Press F1 for Help)

Open-E iSCS1 SMB
Version: 1.60.1E00000000.1722
Release date: 2006-03-28
S/N: 1357186427

Network settings:
interface 1: ethO ip: 192.168.0.220/255.255.255.0

Https settings:
port
allow from

If the network has a DHCP server, Open-E iSCSI should gain access to the IP settings
automatically. If that is the case, you can proceed at 3.5. If your network does not

covreumaTon _______________ SMBEs



4.3

have a DHCP server, Open-E iSCSI will start with the default settings: IP address
192.168.0.220 and subnet mask 255.255.255.0.

You can change these values again by typing in the following key combination: left
CTRL, left ALT and N. You can select a different IP address now. All other available
functions on of the console will appear after pressing F1 key (see below).

After a connection has been established, all settings can also be changed remotely
via the web browser. If your network requires it, the address of the standard gateway
and the broadcast address can be changed.

You can use below key sequences (C-means “Left Ctrl’,A-“Left AlIt’):
— to edit static IP addresses
to restore default factory administrator settings
to restore default factory IP configuration
to run console tools
to display extended tools
to run CLI Management tool for ICP Vortex
to display hardware and drivers info
display all network interface
refresh console info
shutdown the system

TOOOOOO O

® note For additional information, please read the chapter “Functions of the console
display.”

Logging into Open-E iSCSI SMB

You can establish a connection to Open-E iSCSI from every network computer. To
establish this connection, use a browser (e.g. Microsoft Internet Explorer) and enter
the IP address or the name of the computer hosting the Open-E iISCSI server into the
URL entry line: https://192.168.0.220.

® note For security reasons, Open-E iSCSI uses the encrypted SSL protocol (https).

You will now be asked for verification of the encryption certification. Since Open-E
iISCSI does not allow for creating shares on the Internet but only on the Intranet, there
is no need for global certification by an authorized body. You can accept the
certificate for the session only, but also for all future use.

Now you have to accept the license in order to use the Open-E software and you can
choose the language you want to use.

12
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E‘ruu hawve to accept following licence in order to use this software.
| Please read carefully and press agree button.

gpen-@ | | e
Open-E Software License agreement

| IMPCRTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS
| LICEMSE AGREEMEMT CAREFULLY BEFORE USING THE SOFTWARE,
| OPEM-E GMBH AND/OR ITS SUBSIDIARIES ("OPEN-E") IS WILLING TO
| LICEMZE THE SOFTWARE TQ vOU AS THE INDIVIDUAL, THE COMPANT,
| OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE SOFTWARE
| (REFEREMCED BELOW AS "YOU OR YOUR") OMLY ©ON THE COMDITION
| THAT YOU ACCEPT ALL OF THE TERMS OF THIZ LICENSE AGREEMENT.
| THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND
| OPEM-E. BY OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING
- | OM THE "AGREE" OR "YES" BUTTON OR OTHERWISE INDICATING
English ¥ | | ASSENT ELECTRONICALLY, OR LOADING THE SOFTWARE, ¥OU AGREE
| TO THE TERMS AND COMDITIONS OF THIS AGREEMENT, IF YOU DO NOT
| AGREE TD THESE TERMS AND CONDITIONS, CLICK OM THE "I DO NOT
| AGREE", "NOQ" BUTTOM, OR OTHERWISE INDICATE REFUSAL, MAKE NO
| FURTHER USE OF THE SOFTWARE, AND RETURM THE FULL PRODUCT
| WITH PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS
| ACQUIRED WITHIN NINETY (30) DAYS OF PURCHASE, AND TOUR MONEY
| WILL BE REFUNDED,

| THE TERMS OF THIS SOFTWARE LICENSE AGREEMENT, DO NOT APPLY

| T THE FREE SOFTWARE PROGRAMS DISTRIBUTED WITH OPEMN-E

| SOFTWARE, INSTEAD, THOSE PROGRAMS ARE COVWERED BY OTHER

| LICEMSES, INCLUDING THE GNU GEMERAL PUBLIC LICENSE. A COPY OF
| THE GPL ALONG WITH THE OTHER AFFLICABLE FREE SOFTWARE

| LICEMSES, CAMN BE FOUND HERE .

A A

® note Page with the software agreement and available language option will be
shown after first launching Open-E iSCSI. Later you can change the language
using Language Settings, which are located in server through Setup.

After accepting license agreement you can log into Open-E iSCSI Target using the
standard password “ancom” (this can be changed later). In order to start working, you
can now set all parameters.

r B

| Welcome to Open-E iSCSI SMB administration.

Password | | login

A |

® note Password checking is case-sensitive. If you cannot log into Open-E iSCSI,
please check the status of the Shift and Caps Lock keys.

13
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14

4.4 Create RAID Units

Use the RAID manager to build a disk array, when a hardware RAID controller is
installed in Open-E iSCSI. To create disk arrays utilize 3ware RAID manager (3DM or
3DM2) for RAID controllers series 7000/8000/9000. Use an ICP console for INTEL /
ICP Vortex RAID controllers. For any additional information refer to a RAID controller
user manual.

If the hardware RAID controller is not installed, you can use software RAID
implemented in Open-E iSCSI. To create software RAID units, select “RAID| FC” in the
menu and then “S/W RAID”. You will find a list of any available disk drives (units).

To create a disk array, please mark any selected unit(s) and choose the appropriate
RAID from the “destination”. Created RAID units appear as RAID 0, 1 and 5.

[ setup Imaintenance:( status

H/ BRALD B
[Funl:tiun: Create new S/W RAID unit ]
Oﬂc’f?'ﬁ’ Unit Size (GB) status
] Unit H4 115.04 available
[ S/W RAID |"J 1 Unit HB 115.04 available
m 5/ RAID units o

Destination: | Mew R&IDO w
Chunksize: M kE

After clicking “create” button, the status will change to “in use” with additional
information describing the kind of a disk array (e.g. MDO is RAID 0)

[ setup ) maintenanca | _starus

HA% RalD | BN S i

010@/] E (Function: Create new S5/W RAID unit ]

Unit Size (GB) Status
Unit H4 115,04 in use, Unit MOO
(s/w RaiD [2) Unit H6 11504 in use, Unit MDD

= SAW RAID units
@@ Unit MD0 . g
- create

4.5 Adding Disk Units

Please select “setup” = “target manager” and then “volumes” on the left page. After
selecting “volumes” you will find a list of all logical units. To add a new unit to the
iISCSI, please click “Add”. After the initializing procedure, the status of the unit will
change from the “Add” button into “in use, vgg0”.

oot



maintenanceI status L RAID I help j
[server][network][administratar] target manager

apé,ﬂ e (Function: | unit Manager [7]
Uinit Size (GB) Status

B Open-E ISCSI SMB T e e
=3 olumes 5 .
L.y targets ——

Please note that you can expand the storage capacity by adding new disk drives. In
the “Unit Manager” Function Open-E iSCSI will show both 'in use' and new units. In
order to add a new unit to the Volume Group (vg0), please simply click 'Add' after
which Open-E iSCSI page will be restarted (see below).

mmaintenancel status | RAID I

[SEruer][netWDrk][administrator]l WY target manasger

0p€ﬂ e (Function: | Unit Manager [?)
Unit Size (GB) Status

B Open-Ei5CSI SMB Unit MDD 74,62 in use, ¥go

=2 volumes | -

| l.gmvgo | Mo target volures in the system, To create new target
| volume use 'wal' tab in the menu on the left or click here.
- targets | _

4.6 Creating iSCSI targets volume

Next, by clicking on the branch “vg0” you can add disk volume to new “targets volume
(tgv)” and snapshot or increase size on existing tgv's and snapshot (you can't
decrease tgv size and snapshot). To set needed tgv size just use scrollbar, next to it

on the right side it shows the available size to use (see below).

15
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mmaintenance ) status I RAID ) help

(server ) netwark | administrator J(UPS | EERE iR GE A

apen-e 5
| (Function: | Units Assigned [7)
@ Open-EiSCSISME Unit Size (GB)
=@ volumes g
= ﬂ | Unit MDO 7462
= . ___________________________________________________________________J
~Igg targets
(Function: | iScSI Yolume Manager [7)
Logical Yolume Size (GB)
tgvO0OO0 20.00 =
tgvOo0O1 10.00
tgvOD2 10.00
Reserved for snapshot 7.50
Reserved for swap 0.o0o
Reserved for system 1.00
Free
|
5y

27.06

0
nu 0.00 GB add to | new izcsival, W

‘ logout ‘

Here you can also set the snapshots number, and add them to the particular ,targets
volume”

mmaintenanceI status I

(server | network | administrator J(UPS | EEleEs

l Violume vgO

opeﬁ.e [Funl:tiun: ] Mumber of snapshots |'?:]

Mumber of shapshots: 3w

B Cpen-E i5C51 5MB
=B valumes
. Lm@mwal

51 targets (Function: | Snapshot definition [2]
Name LU] TGY Status
Shnapool 3 unused |V unused
Shnap0oz 3 unused ¥ unused
Snap00z I unuzed v unused
|
‘ logout ‘

After creating ,tgv” and “snapshots” click on the branch ,targets” in Target Volume
Manager Function, where you add ,targets volumes” only in the premises of one vgo0.

16
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17

Here you can also change the name and secure access to “tgv” by giving user name
and password (password must consist from 12 to 16 characters if you use Microsoft
iISCSI Initiator).

maintenance I status I RAID I
[SEr\.rer][network)[adminiStratDr] target manager

Target; iqn.2006-04:iscsi.targetl

apeﬁ-e (Function: | Target Volume Manager [7] i
Yolume Size (GB) ! Action:

a Open-E iSCSI SME tgvooo 20.00
=@ volumes |
n wgo

fgvoo1 10,00

fgwooz 10.00 :
.

[Funl:tiun: ] CHAP User Target Access |'FJ

Enable CHAP user access authentication

Username: bohn

Password: |

Confirm password: |

[Fum:tiun: ] Target Rename |'FJ
Mew name: fian.2006-04:iscsi taroatl
[Function: Target Remove [7)
" remove !

A ' ==

4.7 Configuring end user workstation

For correct working of iISCSI technology on end-user computers, it is required to install
iISCSI Initiator software (if it is not provided with the operating system). In case of
Microsoft Windows 2000/XP/2003 systems, it can be optionally Microsoft iSCSI
Initiator (available to download from the web).

Correct software configuration depends on installing individual “target volumes” by
adding another disk letter in system (in Windows XP and 2003) or as subfolder the
same as with folders in UNIX system. All these functions are available via
“administrative tools”->disks management.

How to connect iSCSI in Windows 2000/XP/2003:

a. First, you have to install the iISCSI Initiator package. You must be logged in as
administrator to install the Microsoft iSCSI Software Initiator package,

oot
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. Next, launch iSCSI Initiator software,

. If you set passwords on iSCSI and Target Access, press on branch “Initiator Setting”
in “Initiator CHAP secret”, enter your passwords, and after entering each click “Save”
button (your passwords is “Target secret”),

. In branch: “Target Portals” click button “Add”, then enter your Open-E iSCSI IP
address,

. Next click “Advanced...” button, and mark “CHAP logon information”, next give User
name and Target secret and then click “O.K.” button,

In the branch “Available Targets” you will see name of available iSCSI targets e.g.
“ign.2005.05:iscsi.target0”,

. Click “Log On” button, and if you entered password, you have to do the same as in
point “e”, then press “O.K.” button, then the chosen target status will change for
“Connected”

. Next choose settings->control panel->administrative tools->computer management-
>disk management,

Now all available iISCSI TARGET drives will be displayed. In order to use them you
have to format them and mount to the system as a next disk letter..

® note Microsoft iSCSI Initiator ver. 1.06 does not support dynamic disk. Target
password must consist of minimum 12 and maximum 16 alphanumeric
characters. Please read Manual and Release Notes of Microsoft iSCSI
Initiator for more details, which you can also find on Microsoft website.
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Description of functions

5.1 Functions of the console display

While Open-E iSCSI can be fully administered remotely through a secure Web
interface, some of the functions you can access on the console. Open-E iSCSI
constantly displays following basic parameters:

e |P address
e Https settings

CTRL+ALT+n
If you press the left CTRL key + the left ALT key + n, you will be asked for the new IP
address and the subnet mask. The DHCP server will be shut down.

CTRL+ALT+p

If you press the left CTRL key + the left ALT key + p, the access restrictions are lifted
by entering the administrator password (in addition, there is a reset to the standard
https port 443).

CTRL+ALT+i

By pressing a combination of left CTRL key + left ALT key +i, you can reset the
original IP address (192.168.0.220) and the subnet settings (255.255.255.0). In this
process, the DHCP server support is turned on.

CTRL+ALT+t

By pressing a combination of left CTRL key, left ALT key and t, you can run Console
Tools. The menu will appear, with choice of following functions: Ping, DHCP Ping,
Hardware info, Memory info, Time configuration, DNS configuration, Language
settings, Modify driver option and Boot option.

CTRL+ALT+Xx
By pressing the left CTRL key, left ALT key and ¥, it will display extended tools.

CTRL+ALT+r
By pressing the left CTRL key, left ALT key and r, it will display CLI Management Tools
for ICP Vortex.

@® note This function appears in Help Console only when an ICP Vortex hardware
RAID controller is installed in the iSCSI system. In order to get additional
information read the user manual of ICP Vortex RAID controller manufacturer.

CTRL+ALT+h
By pressing the left CTRL key, left ALT key and h, it will display hardware and driver
information.

DESCRIPTION OF FUNCTIONS SMB |]SFC|SEI
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F1, F2 and F5

Function key F1 is available to display help information while F5 will reset the console
display to default. If you press F2 key all network interface will information will be
displayed.

Shutting down and restarting

With Ctrl + ALT + DEL the Open-E iSCSI host computer will be shut down and restart,
while CTRL + ALT + S shut it down. Please be careful with this option when users are
connected.

5.2 Functions of Open-E iSCSI via browser access

On the following pages, we will thoroughly describe every function of Open-E iSCSI.
The functions are divided by menu options, which are located at the top part of the
screen.

5.2.1 Setup

In this menu option, you fill find the following sub-functions: setup, network,
administrator, UPS and target manager.

maintenance [ status | ) | help )|
[seruer][network][administrator] target manager

gpen-e

a Open-E iISC5I 5MB

<@y wolumes
..ipg targets
Femote IP; 192,168.1.5
Server IP: 192.168.1.3
Server name: (=]
Uptime; 0 days 1 hour 34 min 56 sec

5.2.1.1 Server

This is a key component of the setup menu, as some of the most crucial
parameters are defined here.

Function ,,Server name*
Select a server name, which will be used to identify iISCSI target names.

Function “Clock settings”
Here you define an NTP server (Network Time Protocol) to synchronize your
Open-E iSCSI with a time server on the Internet.

DESCRIPTION OF FUNCTIONS SMB IC]SF(3|SE|
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® note Time and date display are static. What is shown are the time and date
at which the setup menu was accessed.

@ maintenance | status | RAID
RS network ][administrator}[target rmanager|

[Funl::tinn: | Server name | ?J i
apen_e Server name: Jiscsi
- (Function: | Clock settings (7]
NTP Servers : Intoo.fau.de

O continuous adjusting using MNTP

Time zone: | EuropesBerlin v|

(Function: | Settime [?)
® Manual
Mew tirme: 23:59:07
Mew date: 2005-02-10

O Use this PC time
O NTP server

(Function: | Language Settings [7]
Choose language:!
‘. logout _“

Function “Set time”
With this function, date and time can be entered manually. Alternatively, take the
route via an NTP server, which has to be defined in the previous function.

Function “Language Settings”
English and German are supported.

Network

In this place you can find functions helpful in management of nets parameters
Open-E iSCSI system.

Function “IP address”

If you want to select an address instead of being assigned an IP address
automatically via DHCP, you can do so here. During activation, you will lose your
connection to Open-E iSCSI and you will have to log in again.

In the URL entry line of your browser, please enter the new IP address. In
addition, please open the field “Network” (listed in the menu option “Setup”),
then check the new settings. If you do not get access, you need to operate
Open-E iSCSI in the console mode and set up the new IP address. In order to
access servers in another subnet, you need to enter the address of a router as
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@EETT) maintenance | status | RaiD |

network [administratur][target manager )

(Function: [ 1P address
open-e
Interface: etho ot

IP: 1892.168.1.3
Metrmask: 2552552550
Broadcast: 192.168.1.255
Gateway:

DMS:

O use dhcp

5.2.1.3 Administrator

In this section you may change parameters of administrator’s access, enabling

e-mail notification, downloading SLL Certificate for your browser and defining
power button action.

maintenancel status I RAID I

[Function: | Administrator password

apeﬁ-e Erter password: |
Confirm pass.; |

[Function: | Administrator access

Set port: 443

IP address: |

Lock console:

O without password

O with password |

& Unlock

(Function: | E-mail notification

Send errors

Destination e-mail: |si@iun.com

Send test message
Hide advanced <<

E-mail server: jonen-g.com

logout

“Gateway.” This will not be the case in smaller networks or in networks without an
Internet connection, however.

4
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Function “Administrator Password”

Using this function, you can change the password for Open-E iSCSI
administrator.

For security reasons, please make sure you change the standard password and
select a new one.

® note Password-checking is case-sensitive. For security reasons, the
password you enter will not be displayed. Please check the status of the
Shift and Caps Lock keys.

Function “Administrator Access”
Use this function to restrict access to the server administration.

Set port: you can change https port (default 443)

IP address: you can assign IP addresses (separated by a semicolon) that are
allowed to access the Open-E iISCSI Web administration. This field left blank
means no restriction.

Lock console without password: disables access to the console

Lock console with password: to get access to the console you need to type in a
password. Note that this password should be exactly 8 characters long and
include only 14 digits.

Unlock console: the unrestricted access to the console

® note Please exercise caution with this function when all computers in the
network have assigned IP addresses via DHCP: any current IP can be
replaced by a new one only after the lease ends. Please use Lock
console feature carefully in case of any erroneous IP address settings
you will not be able to reset default administrator access from the
console. To restore default settings you have to re-update software in
the Open-E iISCSI module or contact technical support.

Function “E-mail notification”
In case of significant events, critical errors, warnings, etc., system can send an
email to the administrator. Please enter administrator email address.

® note When SMTP server receiving mail, uses the monitoring function of IP
numbers, it compares IP number from SMTP server (for example open-
e.com) with IP number of a computer from which email was sent. This
email may be treated as “spam” and will not be accepted. To avoid the
above problem, use different SMTP server then the computer currently
uses. The best solution for a correct email distribution is to use your
local mail server.

Function “SSL Certificate Authority”

If you want to install Certificate Authority (CA) to your web browser, click on the
SSLCert.crt link. Download CA on Desktop, click on it and "Install Certificate".
Browser will show you a warning, that CA is not trusted and it is normal.
Following the instructions, you will install CA to your web server.
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® note If you want to delete or view CA go to: Tools->Internet Preferences->
Content->Certificates->Trusted Root Certification Authorities and

OPEN-E GMBH which should be there.

@S maintenance | status ) RAID )

open-e

[Function: | SSL Certificate Authority [7)
Download S50 Certificate for vour browser
SSLCert.crt

(Function: | use SNMP [2)
¥l Use SHMP

O Use SHMP v2
@ Use SNMP v3
Community:

Password:

Confirm Password:

Contact:
Location:
[Function: | Remote Access [2]
Remote access set
Allow IP; |
Set port: |o2222
Password: |
Confirm I
password:
[Function: | Power button settings [2)
Button achion: none %

A

logout i

Function “Use SNMP”

Simple Network Management Protocol (SNMP) is a protocol for monitoring a

network and computer equipment.

With SNMP you can get a lot of information:

ethernet traffic,

memory info,

usage of CPU,

system load,

running processes

uptime,

MAC addresses of network card.

System location and system contact are only for your information, for example
when you connect from SNMP client, you will see your location and name.

This function enables you change the access over the SNMP protocol in version

2 or 3.
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SNMP in version 3 has encrypted transmission and authentication by community,
login and password.

SNMP in version 2 does not have encrypted transmission and authentication is
only by community.

The community you are setting can be max up to 20 characters and password
min 8 characters.

Links to SNMP clients:
http://www.muonics.com
http://www.mg-soft.com
http://www.adventnet.com

® note For better security use only SNMP 3 version ! This version provides
login, password and encrypted transmission.

How to retrieve information from SNMP?

From Linux:
snmpwalk --> it is command-line tool from snmp-package.

You can get information by:

snmpwalk -v 3 -u public -I AuthNOPriv -A MD5 -A public123 adres ip
SysUpTime

-v3 --> use only 3 version

- U public --> community name

-AMD5 --> encrypted by MD5

-Apublic123  --> password

address IP --> |P of iSCSI server

SysUpTime --> OID with system uptime information

To use SNMP from command line you have to know OID's, for example:
ssCpu (processor load), mem (memory info), Location.

But it is not the best choice to retrieve info from command line. You have to
install SNMP client, so you can easily read any information you want.

From MS Windows you can use following Windows Clients: PRTG, MIB Browser
Professional, SNMP MIB Query Manager and INFTRAF.

® note If you can't retrieve information from SNMP client, you can check
iISCSI_ip/check_sys/index.html. There are SystemLoad, CPU, Memory,
Swap, Uptime.
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Function: Remote access

Using this function, you can administrate console tools remotely by ssh protocol
(secure shell). Default user is 'cli and you cannot change it, but password can be
change.

Allow IP: You can assign |P addresses (separated by a semicolon) that
are granted to iISCSI remote access. The field left blank means
no restriction.

Set port: Default port is 22222 for security reasons, because high ports
are invisible for port scanners. You can change it only from
range 1024-65535 except ports already used.

Password: Length of password is minimum 8 characters. Be sure to use
strong passwords.
Confirm pass.: Please retype your new password.

Password cannot contain:
characters:'" " ~ &$#[]V | *
spaces.

To connect to iISCSI from Linux/MacOSX systems use:
ssh -2 -p 22222 -| cli address_ip

option: -2 is a version of ssh protocol used for connection.
option: -p is a port for Remote Access.

option: -l is a user (In our product the user must be "cli").

option: address_ip is a address of server you want to connect to.

You will be ask for a password you entered on server for Remote Access.
To connect to server from Microsoft Windows, download free ssh client Putty

(www.putty.nl).

In Host Name (or IP address) field please enter IP address of the server

In Port field please enter the same port as in the server GUI (default 22222)

In Protocol please choose SSH

In Category: Connection -> Data -> Auto-login-username please enter: "cli"
In Terminal -> Keyboard -> The Function Keys and keypad please select
"VT100+"

Go back to Category Session, enter session name in field Saved Sessions and
click on "Save" button.

Then click on new saved session, click "Open" and enter the "password". (In
case you did not enter Auto-login-username, it will prompt for username, so
please enter: "cli")
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Function “Power button settings”

In this section you specify which action will be performed in case of power button
is pressed Options:

no action (none option),

restart computer (reboot option),

power off computer (halt option).

UPS

In the UPS Configuration function you can select a UPS device desired
(Uninterrupted Power Supply). For the connection of the UPS device to the
Open-E iSCSI, the serial port is most frequently used.

maintenancel status l RAID I

[server) netwark ) administrator |[EEN target manager)

opt?n.e (Function: | UPS configuration B
UPS mode: | sinale

w
UPS model: fRpackUPS Office USE v
Cable type: ush o
Port: ush w
Timeout: 15 o

In the settings you can select the UPS model, cable type, connection port and
the length of the time out. The time-out defines the time between a power failure
and the moment the system will shut down. UPS support in mode “Simple”
means that Open-E iSCSI is the only system attached to this UPS and that there
is no action necessary to do remote shutdown for other systems in the network.

Simple means, that Open-E NAS is the only system attached to this UPS and
that there is no action necessary to do remote shutdown for other systems in the
network.

Master means, that Open-E NAS is connected to the UPS and sends a signal
through the network to shutdown other systems in the network.

Slave means, that Open-E NAs is reacting on a "power down-signal' from an
UPS master.

® note During a power failure you cannot log into the Open-E iSCSI. Users,
who are connected to the Open-E iSCSI server during the UPS-time,
continue to have full access to all files on the iISCSI target.
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5.2.1.5 Target Manager

mmaintenanceI status I RAID I
[Seruer][network][administrator] target manager

open-e

(2] Open-E iSC51 SMB

- volumes
..gg targets
Remote IP: 192,168.1.5
Server IP: 192.168.1.3
Server name: iscsi
Uptime: 0 days 0 hours 31 min 7 sec

Function “Unit Manager”

After clicking on the branch “volumes” in the left part of page you will find a list of
all available units with entire disk size. In order to integrate available units into the
share volume (volume group), just use the “add” button, after which the unit will
combined into one volume group.

maintenanceI status I RAID I

[ server | netwaork | administrator target manager

(Function: | Unit Manager [7)
open-e
Unit Size (GB) Status

@ Open-Ei5CSI SMB Unit MDD F462 new |
=1 volumes
i targets | G
[Function: | Disks Localizer (2]
Unit Status Localize
Unit H4 |
Unit HG ]

Next, the page will be reloaded, and status field will show your units as “in use”
and with new group e.g. “vg0”. The Volume Group is the equivalent of a physical
disk from the system point of view. It is also possible to combine two (or more)
units into one Volume Group by choosing one of actually existing groups like
“vg0”, or by choosing “new” option, which will create new group “vg1” after
using “add” button.

Function: Disks Localizer
This function helps find disks in cage in your iSCSI server.
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If you connect hard drives to hardware RAID controller then you may not be able
to determine which unit is which disk using S.M.A.R.T. tool or hardware RAID
management tool (depends on manufacturer of RAID controller).

When you click on "start" button then appropriate disk will start reading and you
can determine which disk is it by watching "disk-activity LEDs". For proper
operation of this function there should be no other activity on hard drives.

® note Localization will stop automatically after one minute if you will not stop it
manually (by unsetting appropriate checkbox and hitting apply button).
Using this function during normal operation is highly not recommended
and will cause slowing down your server.

@S maintenance || status | RAID |
(seruer][network][administrator] target manager

opt?ﬂ e [Funl:tiun: | Unit Manager |'?]
Unit Size (GB) Status

B Open-EisCSI SME Unit MDO 74,62 in use, ¥go

=& volumes | -
[ @ vgo | Mo target volumes in the system. To create new target
| volume use 'vgO' tab in the menu on the left or click here.
Ly targets | N T S I T

® note When the added unit is integrated, it cannot be remove in Web
management. You need to use extended tools in console.

Function “Units Assigned”
Here listed units are assigned to current volume group.

Function “iSCSI Volume Manager”

Using this function you can create new iSCSI target volumes inside one Volume
Group. The iSCSI Volume is the equivalent of partitions, which are available for
client stations. You can increase capacity of existing Logical Volume.
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maintenanceI status I

[seruer)[network ][administrator] target manager
Volume vgO
(Function: | Units Assigned [7)
B Open-E i5C5T SMB Unit Size (GB)
= wolumes i
= ﬂ | Unit MDO 74.62
] % _______________________________________________________J
B targets
(Function: | iSCSI Yolume Manager (7]
Logical Yolume Size (GB)
tgv0DO 20.00 =
tgvOD1 10,00
tgv0D2 10.00
Reserved for snapshot 7.50
Reserved for swap 0.00
Reserved for system 1.00
Free
|
|
0 27.06
nu 0.00 GB add to newizcsival, W
‘ logout _‘

Depending on needed capacity administrator can add more capacity to
particular Logical Volume. Using iSCSI Volume Manager Function you can add
disk space to new LV and “snapshot” or increase size on existing iSCSI Volume
and snapshot (you can’t decrease the size). To set needed iSCSI Volume size
use scrollbar on the right side, it shows size available for use. In order to set the
precise iSCSI Logical Volume size use left or right keyboard cursor key.

This function can be also used to reserve disk space for “swap”.

The SWAP is additional disk space used by the system to temporally release
some amount of used RAM memory. So you can reserve some shared disk
space for the system SWAP memory. We have added a lot of new features in
our latest release that consume additional memory, so in some cases e.g.
512MB of RAM would not be enough and some processes like SWAP would not
function without additional RAM.

Function “Number of snapshots”
Here you can define number of snapshots for the server.

® note Please take into account that changing the amount of snapshots will
automatically reset all the settings in function Snapshot definition.
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open.e (Function: | Number of snapshots
Murmber of snapshots: 3

@& ©Open-EiSCSI SMB
= volumes

@ vgo

51y targets (Function: | snapshot definition
MName L] TGY Status
Snapool 3w unuzed W unused
Snapinz B unused W unused
Snapon3 B w unuzed v unused

o

Function “Snapshot definition”

This feature takes so-called snapshots of the file system. The Snapshot function
of Open-E iSCSI enables the system administrator to freeze the data content of
the targets volume at a period of time, this function is transparent to the user.
From this moment on, the users work on a virtual data volume, all changes to the
volume are stored in a different partition. The storage of all changes is
independent of the file-system Open-E iISCSi uses on block-level. Only when the
snapshot is deleted / removed the changes are permanently transferred to the
actual data volume. Through a separate share, which is only available for the
administrator, a complete backup of the dataset can be done. With the snapshot
technology even a database can be backed up while the users are working on it.
Snapshots can be activated / deactivated manually in the Maintenance -
Snapshot.

The button remove all can by useful for removing all snapshots at one time.

Function “Create new target”

In this function you can create new targets, which will be seen in client stations
as logical disks. You can change the name of any target.

After creating new target (see below) there will be created a new branch:
“target0”
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maintenance || status | RalD |

[ server | netwaork ][admmlstrator]m target manager

[Funl:tlun ] Create new target | ?] i
0p€ﬁ-€ I Target Default Name
Mame: |-.::' 2006-04: 1201 faiget? |
@ Open-£ i5CSI SMB
E-E volumes -
- L@@ wgl
- u targets (Function: | iSCSI Access Password [2)
..... - targetd { =
----- @l snapshots ¥l Enable CHAP user access authentication
| Username: | |
Password: | |
Confirm password: | |
| i
‘_ - logout _‘

Function “iSCSI Access Password”

By using this function you can set the access password to your Open-E iSCSI.
Later on client stations, in order to get access to iISCSI you have to pass them as
a secret (software initiator). Software iSCSI Initiator using e.g. protocol CHAP,
authorized access. CHAP (Challenge Handshake Authentication Protocol) is a
protocol that is used to authenticate every connection and is based upon every
password or secret sharing. CHAP requires the initiator to have both a username
and secret entered in order to operate. The CHAP username is typically passed
to the target and the target will lookup the secret for that username in its private
table.

® note The Microsoft iSCSI software initiator requires using password from 12
to 16 alphanumerical characters.

Function “Target Volume Manager”

By using this function you can add available target volumes in premises of one
target. In case of defining more than one target — free volumes will be available in
actually edited volume. Analogically as with SCSI devices, it is possible to define
LUN address device.

Function “CHAP User Target Access”

This option allows to restrict access to the iISCSI Target by enforcing CHAP User
name and password authentication. Only clients that provide the CHAP User
name and password will be able to login.

® note Additionally you can set password required to establish connection of
iISCSI Initiator to iISCSI Target Server.
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maintenance I status I RAID I
{server][network][administrator] target manager

r Target; ign.2006-04:iscsi.targetl
apen-e (Function: | Target Yolume Manager (7] ﬁ
| Volume Size (GB) i
@ Open-E iSCSI SMB tgv000 20,00 [0 +]
=& valumes |
il tgvan1 10,00 [~

togvooz2 10.00

(Function: | CHAP User Target Access [2)

Enable CHAP user access authentication

Username: fiohn

Password: |

Canfirm passward: |

(Function: | Target Rename [2)
Mew name: Jian.2006-04:iscsi taroetl
(Function: | Target Remove [7]
' remove !

Tok =

Function “Target Rename”
This function provides a new target name.

Function “Target Remove”
Removing target removes all the volumes from the target.

® note Please note that the data stored on the volumes are not automatically
removed. You can assign the volumes to different targets and still see
the data. Please remove the data prior to removing target in order to
prevent leakage of sensitive or classified information.

Function “Snapshot Access Password”

By clicking on branch “snapshots” you can set password access to snapshots.
Similar to targets, snapshot can be seen as logical disk on client station.
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maintenanceI status |
[ server | netwark ][administrator] target manager

open-e |
[Func‘tion: |Snapshotsaccess password |'?]

B Cpen-EiSCSI SMB

Irv]

= volumes Enable CHAP user access authentication
=R Username: fokin
L Beids Password: |

@R targetd |
N =riapshats Confirm password: |

[Function: | Snapshot Rename [7)

Hew name: lsnanshots

‘_ . logout _‘

Function “Snapshot rename”
With this function you will provide a new name for the snapshot target.

Using snapshot with Open-E iSCSI

Usage snapshot facility heavily depends on the initiator of software support for
dynamic units* and the partition scheme which you use on the operating system
where you attach the targets. The most common error is if on the client side that
uses an LVM/LVM2 (Linux) scheme or Microsoft's Dynamic Disks which connect
to the snapshot and original volume from the same client malfunctions. This is
due to the fact that normally an LVM volume bares special metadata which is
used as the identify information and since a snapshot simply doubles those
metadata it can confuse your partitioning software (for example logical volume
manager sees two identical volumes).

In order to take proper advantage of Open-E iSCSI Target's snapshot technology
the volumes your Open-E iSCSI Target exports should be imported in your
operating system as Basic Volume (Windows) and you should not incorporate
them as logical volumes in LVM/LVM2 (on Linux) if you plan to use snapshots
and access them from the same machine at the same time.

If you plan to take snapshots and import them alongside the original volume -
access them from the same client. Below is instruction how to import a target in a
Microsoft basic volume:

Create target volumes (tgv),
Create a target in Open-E iSCSI,
Add chosen volumes to the target.

In MS iSCSI Initiator add Open-E iSCSI Target as an iSCSI portal in the MS iSCSI
Initiator console,

Log onto the target,
Open the computer management,
Select the disk management,
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. Add the volumes as basic disks,

On Open-E iSCSI Target create snapshots: setup - target manager and
reserve desired space for snapshots (reserve about 5 - 20% of total space for the
snapshots). Determine number of snapshots, assigned to the volumes and
distribute the reserved space as needed. To activate a snapshot go Maintenance
- Snapshot.

Follow the steps e-h to log and attach the snapshot target.
*) Currently iSCSI Microsoft Initiator ver1.06 does not support dynamic volumes.

@® hint The best solution to use snapshots without decreasing Open-E iSCSI
performance is to assign separate RAID. This RAID will be optimized for
a writing speed (e.g. few disks in RAID 0 only for snapshots). Follow the
steps below:

Add RAID chosen for data as NEW (Vg0) in the menu WebGui: setup-> target
manager-> Volumes,

Create one or more Tgv's. At this point, there is no free space reserved for
snapshots,

Add the second RAID to existing Vg0, intended for snapshots, (RAID previously
configured as RAID 0),

. Now only reserve all available space for snapshots.
. The above procedure will greatly decrease the overload of a disk intended for

data and will cut down the performance drop off in Open-E iSCSI with a
snapshot turned on.

5.2.2 Maintenance

This page accessed with the Maintenance tab contains settings and functions
pertaining to general management operations.

5.2.2.1

Shutdown

Function "System Shutdown*
When using this function, you can shut down the Open-E iSCSI.

® note The Open-E iSCSI can only be turned on again manually.

Function “Schedule for shutdown*
Here you can set more specific information like the time and day of a week for
the shutdown.

Function “System Restart”
This function is self-explanatory: It allows restarting the system.
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EEOEE LR s apshot [ miscellaneous | software update]
(Function: | System shutdown [7) ﬁ
Press the button to shutdown the system,
p 'shutdowr

(Function: | Schedule for shutdown [7)

1 Use schedule for shutdown

Maonday Saturday
Tugsday Sunday
Wednesday
Thursday
;| A0
Friday [Tl =
(Function: | System restart [7)

Press the button to restart the system,

(Function: | connections reset [7)
To reset the iSCSI connection, please press the reset
button !
‘ logout -‘

Function “System Restart”
This function is self-explanatory: It allows restarting the system.

Function “Connection reset”

It might be necessary to restart the iISCSI daemon to inform client about specific
setting changes, e.g. resize of the volumes.

@ caution All current connections with iSCSI initiators will be terminated
immediately. It may cause loss of unsaved data files.

® note If your client does not reestablish the connections automatically you will
have to do it manually from the clients.
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5.2.2.2 Snapshot

Here you can instantly create and remove snapshots. This can be useful if you
need to make considerable changes to your data while you do not know if these
changes are supposed to be permanent.

“maintenance status X RAID )

open-e

5.2.2.3 Miscellaneous

The next menu option is “miscellaneous” This function allows you to save
settings, to retrieve them, and to remove them. To use those functions you must
have had pen drive (USB Flash Memory) connected to USB port.

g | miscellansous |(software update)

[ Function: | snapshet ]
Name | %o Status TGY | Operation
active

Snap001] 33 | 16:49:01 2005-05-20 tgv000 1
l=age! 0.00%

remove

Shapd02] 33 unused togvO01 |

Shapd03l 33 unused tgwo0o2 |

Remove all snapshots

remove

otws_|__~a_ )

EEENES | coftware update

open-e

(Function: | Save settings [7]
Press the button to save current target settings
(Function: | Restore settings [7)
Press the button to retrive saved target settings,
| restore
(Function: | Remove settings [7]
Press the button to delete the target settings
" remove
logout

1

4
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5.2.2.4 Software Update

This function allows you to update the system software. There are two ways of
updating Open-E iSCSI software.

(shutdown | snapshat ) miscellaneous | ERRIEIR s ELE

[¥]

(Function: | System software update [7)

0 @ﬂ-e Please download updatefile or ISO-image-update
from the web:
WwWW.open-e.com

In case of IS0-image update please read Release
Motes for upgrade instructions.

file name size (MB)

Mo update file! Please upload some update files
*isof*.upd.
Free space for updates: 600 MBE of 600 MB =

| Lo
. __________________________________________________________________J

(Function: | Update downloader (2]

Press apply to check for new update,

‘ . logout _‘

During updating from share please follow this steps:
In resources menu create share "update" with default path.

a. .Copy update file into update folder.
a. .Press Update button.
b. .Confirm update when you will be asked.

® note Some updates need a system restart. In this case you will be informed
about needed restart in confirmation message.

During update from CD please follow this steps:
Write down the actual NAS server IP address and NAS server name. After having
updated NAS, please re-enter both.

a. Write down authorization settings. Before Updating, please save “User”,
“Groups”, “Shares” and

b. Under Menu: “Maintenance -> Resources Misc -> Save resources”.

Download and save NAS Server Logs: Menu status -> hardware in Function

Logs click on “Download”, then save on your local HDD.

d. The ISO-Files which include in update file must be burned on a CD with your
favorite Burning software. (For example: Nero Burning ROM - option: “Burn
Image”, etc.)

€. In order to re-flash the module, please install CD-ROM as Secondary-Master and
DOM (disk-on-module) as Primary-Master.
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® note USB CD-ROM can be used as well.

f.  Set the BIOS to boot from CD-ROM drive.

g. Boot from the ISO-CD and wait until prompt: “Update complete, Please Remove
CD and restart”

h. After re-fleshing, please reset the BIOS to boot from Primary-master HDD.
Updating the system may take about 10 minutes.

@caution Please remember that making an update is activity that cannot be
stopped in any way. We strongly recommend to update system
when UPS is connected.

Function: Update downloader

With this function you can check if there is new update available and download it.
In order to download a new update you need to be registered at www.open-
e.com. You also have to remember to setup correct DNS and Gateway address
in “setup” -> “network menu”.

5.2.3 Status

This function provides you with a quick overview of the most important system
parameters of your Open-E iSCSI. The corresponding sub-functions are network,
hardware and S M. AR.T.

5.2.3.1 Network

This function provides information on the IP address, Open-E iSCSI date and
time and iSCSI status connections.

[ setup [ maintenance [(IIECUCI  RAID |

AEEE | hardware )| S.M.4.R.T |
(Function: | 1P address info [2] E
opeﬂ-e Interface etho
Use dhcp: dhcp is off
IR 192.168.1.220
Metmask: 255.255.255.0
Broadcast: 192.168.1.255 5
Gateway:
[Function: iSCSI Target date & time (7]
Current: 2006-04-12 02,03:21
[Function: iSCSI Status [7]

Mo connections

=
‘ logout _‘
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5.2.3.2 Hardware

The “Hardware” option provides you with information on storage and network
controllers and the drivers (e.g. network driver and IDE driver). In addition, you

may also download the latest Open-E iSCSI log files, remove them and check
memory (RAM) usage.

[ setup Imaintenance RAID I

[Functiun: I| UPS status |'?J ﬁ
0p€ﬂ-€ Status: not available
[Funl:tiun: '| Controllers info |'?J

Metwork controllers

Intel Corporation 82573 Gigahit Ethernet Controller
(Copper) irey 032)

RAID/SCSI controllers
Integrated Technology Express, Inc, ITE 8211F Single

Channel UDMA 133 (ASUS 8211 (ITE ITB212 ATA RAID
Controller)) (rev 11)

Promise Technology, Inc, Ultracs

(Function: | Drivers info [2)

Network drivers:
Intel(R) PRO/1000 Metwork Driver
RAID/SCSI drivers:
SCSI low-level driver for Intel PIIS/ICH ATA controllers
Libirary module for AT devices
SCSI disk (sd) driver

(Function: | Logs

Press the button to start download log file,

| download

Press the button to remove all logs,

remowve
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[ setup Imaintenance
hardware

(Function: [ Logs viewer [7]
@ apache-ssl
E rﬂ axim E
i:ﬁ rarm
|Fﬂ status
) oo
(Function: | Memory (RAM) info [7)
@l Used mermary (MB): 109,45
{9 GSystem cache (MB): 202,47
@® Fhysical free memary (MB); 92,37
[S— [F—
Total system memory (MB): 494 .29 g
‘ logout i

5.2.3.3 S.M.A.R.T.

Through the S.M.A.R.T. system, modern hard disk drives incorporate a suite of
advanced diagnostics that monitor the internal operations of a drive and provide
an early warning for many types of potential problems. When a potential problem
is detected, the drive can be repaired or replaced before any data is lost or
damaged.

Here you can find a tree with hard drives for which you can view S.M.A.R.T.
information.

It is possible to view information about separate hard drives or a summary for all
drives in the system.

o Toview S.M.A.R.T. information for a hard drive - please click on appropriate drive
name.

e Toview summary please click on "all units"

[ setup Imaintenancem RAID I

[ network || hardware |
(Function: | S.M.A.R.T. units health status [2]
open-e |
Unit H4 PASSED
[ | ] Unit HE PASSED
S.M.A.R.T. 7] |
= all units :
@@ Unit H4
L@ Unit HB
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Function: S.M.A.R.T. unit’s health status

This function allows you to check S.M.A.R.T. status of hard disks. SM.AR.T.
(Self-Monitoring, Analysis, and Reporting Technology) is a monitoring system for
computer hard disks to detect and report on various indicators of reliability, in the
hope of anticipating failures.

To enable S.M.A.R.T. checks you need to use console tools and enable it in
"special options"

® note It will be possible to enable S.M.A.R.T. when all hard disks support it
and it is enabled in BIOS settings.

When S.M.A.R.T. is enabled you will see all detected hard drives with information
if specified drive has passed health checks. To view more information and/or do
more advanced test click on drive in drives tree on left side.

[ setup [ maintenance | QETITERN

B Unit H4
: . =
OPEH-E (Function: | S.M.A.R.T. info [7) [
Device Madel: SAMSUNG SPO411M
Serial Mumber: 5011110v402753
[sMaRT 7] | Firmware Version: Tw100-13
T ATE Version is: 7 =
‘f- : | ATA Standard is:  ATAMMTAPI-F T13 15320 revision O
LIt L
@@ Unit Ha HEALTH STATUS:  PASSED
| attribute name t v w s
Raw_Read_Error_Rate 051 100 100 ok
Spin_Up_Time 025 100 100 ok
Start_Stop Count aoo 100 100 ok
Reallocated Sector Ct 011 100 100 ok
Seek Error_Rate 051 100 100 ok
Seek_Time_Performance 015 100 100 0
Power_On_Hours aoon 100 100 a
Spin_Retry Count 051 100 100 [u]
Calibration_Retry Count ooo 100 100 ok
Power_Cycle_Count oo 100 100 ok =
Temperature_Celsius {u]u]u] 142 142 ok
Hardware ECC_Recovered 000 100 100 ok
Reallocated Event Count 000 100 100 ok
Current_Pending_Sector ooo 100 100 ok
Offline_Uncorrectable ooo 100 100 ok
UpmMa_CRC_Error_Caunt aoo 200 200 ok
Multi_Zone_Error_Rate 051 100 100 ok
Soft Read Error Rate 051 100 100 ok
"
lyiew errors...
(Function: | S.M.A.R.T.test [7)
Flease select type of test and press start button,
& short test
O long test
| start _ _ " results. ..
‘ logout _‘

Function: S.M.A.R.T. info

This function allows you to view S.M.A.R.T. parameters which this disk is able to
return.

In the upper part of this function you can see elementary parameters of hard
drive such as device model or serial number. Below there is a table with
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S.M.AR.T. attributes. In first column you will find an attribute name, in second -
minimum threshold value of this parameter, then current value, next worst value
and after the status.

® note If the value of this attribute ever exceeds the worst of this value then the
status will be "failed". If value of attribute is on the edge of the worst
value then the status can be "pre-failed". On some hard drives part of
the attributes can be displayed as "Unknown Attribute". This can
happen when the manufacturer of that hard drive have done some
modifications in S.M.A.R.T. and these changes are not yet supported by
our software.

Button "view errors" provide you ability to view S.M.A.R.T. log of that drive which

is generated automatically.

Function: S.M.A.R.T. test

This function allows you to perform short and long tests of the hard drive. You will
be informed about progress of the test. After the test finishes please click on
"results" button to view test log.

Performing a test is not recommended during normal (daily) usage of that hard
drive.

® note On some motherboards and controllers S.M.A.R.T. tests can not be
performed.

5.2.4 Raid

5.2.4.1 H/W Raid

(" sotup | maintanance | _status

0 eﬁ e (Function: | 3ware manager [7)
'0 Press "30M" button to open 30M Management Litility

(Function: | 3ware administrations [7)

Press "Reset" button to restore 3DM configuration to
factory default,

Please note that the RAID controller should be supported by the Open-E
software. If a 3ware controller is installed you can click on RAID in the menu and
the 3ware web base will start automatically.

DESCRIPTION OF FUNCTIONS SMB 'OSF(;HSEl



5.2.4.2

Function: 3ware manager
In case of controller 7000/8000 series is installed, you can choose 3ware RAID
manager 3DM or 3DM2. In case of 9000 series only 3DM2 is supported.

® note If you choose 3DM2 for controller 7000/8000, the scheduling tasks will
be not supported.

Function: “3ware administrations”
This function will reset the 3DM password to factory default. (Default 3DM/3DM2
password: 3ware)

S/W Raid
Here you will find functions with which you can create software RAID units.

Function: Create new S/W RAID unit

In this function you can create software RAIDs from free (not used) units. To
create an RAID select units in column Status, then from ListBox select what type
of RAID it will be. After setting all demanded parameters press Create button.

( setup ]’maintenancel status RAID

[Fum:tiun: Create new S/W RAID unit ]
Upc’ﬂ'é' Unit Size (GB) Status
¥l Unit H4 115.04 available
Unit H6 115.04 ilabl
([ s/w RAID [7) | L ni available
AN RAID UNit: —
© 5 Kk Destination: | Mew RAIDD ~|
Chunksize: | 64 W kB

(Function: | s/W RAID E-mail notification [2]

Send array events

Include resyncing/recovering progress

Include array status

‘ : logout _“

Available RAIDS:

RAID O: it is stripe array and requires [minimum] 2 units. In RAID 0 you can set
the Chunksize 4k - 256k. The destination size of the RAID Array will be
the sum of each drive size in array.

RAID 1: mirror array requires 2 units. Destination size will be equal:
(SINGLE)UNIT SIZE, where (SINGLE) UNIT_SIZE is the size of the
smallest unit in array.
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RAID 5: stripe + parity algorithm array (required [minimum] 3 units - with the
same capacity). You can choose from the ListBoxes: (layout)parity-
algorithm [left/right] [symmetric/asymmetric]. DESTINATION SIZE:
(NR_OF UNITS-1)*(SINGLE)UNIT SIZE, where (SINGLE) UNIT_SIZE is
the size of the smallest unit in array.

The (layout) parity-algorithm in RAID 5 is described below.
To remove RAID, if previously added to Volume Group please enter Console Tool
and first delete Volume Group of the RAID. Then the Remove button will be

enabled. Otherwise simply press Remove button.

® note You can add spare units to RAID1 and RAID5 arrays.

RAID 5 (layout) parity-algorithm

It is possible to set one of four algorithms of placement data blocks and parity
blocks in matrix. Our default option is left-symmetric, which is the best for large
reads. Other recommended value is left-asymmetric.

® note Software RAID 5 is not a good choice for writing a lot of very small files!

Left-Asymmetric Algorithm Left-Symmetric Algorithm
Unit Unit Unit Unit Unit Unit Unit Unit
SO S S2 S3 SO S1 S2 S3
0 1 2 Parity 0 1 2 Parity
3 4 Parity 5 4 5 Parity 3
6 Parity | 7 8 8 Parity 6 7
Parity 9 10 11 Parity 9 10 11
12 13 14 Parity 12 13 14 Parity
Right-Asymmetric Algorithm Right-Symmetric Algorithm
Unit Unit Unit Unit Unit Unit Unit Unit
SO S S2 S3 SO S1 S2 S3
Parity 0 1 2 Parity 0 1 2
3 Parity 4 5 5 Parity 3 4
6 7 Parity 8 7 8 Parity 6
9 10 11 Parity 9 10 11 Parity
Parity 12 13 14 Parity 12 13 14

Function: S/W RAID E-mail notification

To send notification by e-mail about events on software RAID arrays (e.g. rebuild
started, rebuild finished, span is active). To do this please check Send array
events.

DESCRIPTION OF FUNCTIONS SMB ISC|SE|



® note To be able to enable "Send array events"' you must enable "E-mail
notification" in setup = administrator.

e Ifyou check "Include resyncing/recovering progress" - you will be informed
about progress of resync/rebuild if it is currently running. An e-mail will be send
for every 20 % completed.

e Ifyou check "Include array status" - to every event will be added the status of
event-related array.

After choice Raid Levels and by clicking “apply” button appear in field “Status”
“in use” (see below)

[ setup Imaintenance I status

HAN RAID
OPEH e (Function: Create new S/W RAID unit ]
Unit Size (GB) Status
Unit H4 115.04 in use, Unit MDO
(s/w Ra1D [2) Unit HE 115.04 in use, Unit MDO
] S/ RAID units
3@ Unit MDO - - I

By clicking on the branch “MDO0” appears new page, with Functions Manager,
Info and Software RAID unit remove.

[ setup ]’maintenancel status
S/ RAID

e
| Unit MDD (RAIDO)

apeﬁ.e (Function: | manager ] [
Unit PR| F | R |ST Size (GB)
((s/w RAaID [7) | Unit H4 o o 115.04
' Unit H6 1 B 115.04
(Function: | Info [2)
attribute name walue
RAID LEVEL RAIDD
Creation Time Fri Feb 10 00:08:01 2006 =
Update Time Fri Feb 10 00:08:01 2006
Array Size 230.08 GB
Chunk Size [iT:1'¢
State clean
(Function: | Software RAID unit remove [2)
Press "Remove” button to remove software RAID unit
' remove
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Function: ,Manager”
In this function you can manage RAID array

Available operations:

RAID 0:
Construction of this RAID does not allowed to manage it anyway. Every unit must
not be Failed. If any would be the whole array would be destroyed.

RAID 1:

To set unit as a Faulty one mark proper checkbox (in the column F) and click on
Apply button.

To delete any unit form an array mark proper checkbox (in the column R) and
click on Remove button.

RAID 5:

To set unit as a Faulty one mark proper checkbox (in the column F) and click on
Apply button.

To delete any unit form an array mark proper checkbox (in the column R) and
click on Remove button.

RAIDs notation:

PR - priority in array,

F - faulty column,

R - hot remove,

ST - state of unit in array.

Limitations:

There is no possibility to set any unit as faulty if the matrix is degraded or during
resync/rebuild.

While using RAID 1 and RAID 5 there is possibility to set only one disk from
active as faulty. This regulation is not valid for Spare units in array.

® note Only one disk form Active in Array can be set as Faulty or Removed

Function: ,Info“
From this function you can obtain information like Creation Time, RAID Level,
Array and Device Size, Update Time and state

Function: ,Software RAID unit remove*
This function allows you to remove Software RAID unit (MDIx]).

® note This function is available only when no Logical Volume is created on
appropriate MD[x] and unit is not resyncing. If you want to remove
software RAID unit with Logical Volume please use console tools and
remove Logical Volume first.
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525 Help

When accessing Help - “Software License” you can read the license for software
included in Open-E iSCSI SMB.

setup _Imaintenance;[ status I RAID

software license [manual][registration][about Cpen-E iSCSI SME‘.]

Open-E Software License agreement

0'0€ﬁ.€ | IMPORTAMT: PLEASE READ THE TERMS AND CONDITIONS OF THIS

| LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE.

| OFEN-E GMBH AMDYOR ITS SUBSIDIARIES ("OFEN-E") IS WILLING TO
| LICEWSE THE SOFTWARE TO vOU &% THE INDIVIDUAL, THE COMPANTY,
| OF THE LEGAL ENTITY THAT WILL BE UTILIZING THE SCFTWARE
| (REFEREMCED BELOW AZ "vOU OR vOUR") ONLY ON THE CONDITICN
| THAT vOU ACCEPT ALL OF THE TERMS OF THIS LICEMSE AGREEMENT.
| THIS IS A LEGAL AND ENFORCEABLE COMTRACT BETWEEN YOU AND
| OPEMN-E. BY OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING
| ON THE "AGREE" OR "vEZ" BUTTON OR OTHERWIZE IMDICATING
| ASSENT ELECTROMICALLY, OR LOADING THE SOFTWARE, ¥OU AGREE
| TQ THE TERMSZ AND COMNDITIONS OF THIS AGREEMENT. IF vOU DO NOT
| AGREE TO THESE TERMS AND COMDITIONS, CLICK OM THE "I DO NOT
| AGREE", "NO" BUTTOM, OR OTHERWISE INDICATE REFUSAL, MAKE NO
| FURTHER USE OF THE SOFTWARE, AND RETURM THE FULL PRODUCT
| WITH PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS
| ACQUIRED WITHIM MIMETY {90) DATS OF PURCHASE, AND YOUR MOMET
| WILL BE REFUNDED.,

| THE TERMS OF THIS SOFTWARE LICENSE AGREEMENT, DO NOT APPLY

| TO THE FREE SOFTWARE PROGRAMS DISTRIBUTED WITH OPEM-E

| SOFTWARE. INSTEAD, THOSE PROGRAMS ARE COVERED BY OTHER

| LICEMSES, INCLUDING THE GMU GEMERAL PUBLIC LICENSE. & COPY OF
| THE GPL ALONG WITH THE OTHER APPLICABLE FREE SOFTWARE

| LICEWMZEZ, CAM BE FOUND HERE .

‘ logout _“

You can download a PDF version of this manual. In order to read the manual, you
need a PDF viewer such as the Acrobat Reader (http://www.adobe.com).

setup | maintenance | status | RAID LGN
M[registratinn)[about Dpen-E iSCSI SMB)

[Funl:tiun: ]Manual |'?]

UpC’ﬁ'C’ FE User Manual

By clicking on “Registration” in the “Help” menu you can register yourself at
http://www.open-e.com.

DESCRIPTION OF FUNCTIONS SMB 'OSF(;HSEl



[ setup

[_ran @IS

status

Imaintenance I

[software license|(manual | [EEEEEEE | about Open-E iSCSI SMB )

open-e

(2

Thank you for buying the Open-E ISCSI Target software.

Flease register at http: f fvwww.open-e.com

to receive the latest news and software updates,

[Function: | Register

“About Open-E iISCSI SMB” indicates which system version you are currently
working with. In addition you find contact information regarding Open-E iSCSI
Target; for instance how you can reach Open-E’s technical hotline if you should
have problems or questions.

( setup

| maintenance |  status | RAID
[software license|(manual|{registration |ERTa ] s se=R = et=a= I}
(Function: | System version [7)
Maodel: Open-E iSCSI SMB
Wersian: 1.60.IEQOOOOOOO.1722
Release date: 2008-03-28
S/M: 1357186427
(Function: | Service [7)
website: Www.open-e.com
Mail; support@open-e.com
Phone: +40(89)800777-16

You log out by closing the browser window.
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Troubleshooting Guide

Here is a list of common error messages and their meanings as well as corresponding
tips on how to resolve the underlying problem. If your error message is not listed here
please contact Open-E's support and service team (see section “help” above). Our
staff will help you find a solution.

Open-E iSCSI does not boot, keyboard LEDs are flashing

This problem arises when you installed Open-E iSCSI into the secondary IDE slot by
mistake. Open-E iSCSI is configured for and will only run in the primary IDE connector.
Shut down the computer, remove Open-E iSCSI from secondary and place it into
primary IDE slot. That should solve the problem.

Error: values are not valid
You have entered an invalid parameter. IP addresses have the form aaa.bbb.ccc.ddd:
All four parameters range between 0 and 255 and are always separated by periods.

Error: passwords do not match

Make sure that you type the same password in each entry field. For safety reasons,
the passwords are not displayed. Type slowly. Check the status of the Shift, Caps
Lock, Control, and Alt-keys.

Error: No pendrive detected

You instructed Open-E iSCSI to perform a systems update, but did not supply a valid
Open-E iSCSI update file. Download the latest Open-E iSCSI update file from the
www.open-e.com Web site. Next, copy the upgrade file into pendrive and connect
them to USB port. Please spell upgrade lower case. Finally, press update button.

Error: invalid administrator password
Administrator password cannot begin or end with a space. Spaces are not legitimate
characters at the beginning and end of a password. Maybe you inadvertently hit the
space bar during password entry. Reenter your password.

TROUBLESHOOTING GUIDE SMB 'OSSS'E'



Appendix A

Open-E Software License agreement

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. OPEN-E GMBH AND/OR
ITS SUBSIDIARIES ("OPEN-E") IS WILLING TO LICENSE THE SOFTWARE TO YOU AS
THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING
THE SOFTWARE (REFERENCED BELOW AS "YOU OR YOUR") ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT.
THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND OPEN-E. BY
OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING ON THE "AGREE" OR
"YES" BUTTON OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR
LOADING THE SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK
ON THE "I DO NOT AGREE", "NO" BUTTON, OR OTHERWISE INDICATE REFUSAL,
MAKE NO FURTHER USE OF THE SOFTWARE, AND RETURN THE FULL PRODUCT
WITH PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS ACQUIRED
WITHIN NINETY (90) DAYS OF PURCHASE, AND YOUR MONEY WILL BE REFUNDED.

The terms of this software license agreement, do not apply to the Free Software
Programs distributed with Open-E software. Instead, those programs are covered by
other licenses, including the GNU General Public License.

A copy of the GPL along with the other applicable Free Software Licenses, can be found
in Appendix B.

Ownership and Copyright

The Open-E software is non-exclusive licensed and sold to you for use only as
permitted by this License Agreement. Open-E GmbH reserves any rights not expressly
granted to you. Copying of the software is prohibited by law unless specifically
authorized in writing by Open-E GmbH. You may not use copy, modify, sell, lease,
sublease or otherwise transfer Open-E software in whole or in part.

Intellectual Property Rights

The Open-E software contains intellectual property rights, and in order to protect them,
you may not decompile, reverse engineer, disassemble or otherwise reduce the Open-E
software to a human perceivable form.

Termination

This license will be automatically terminated without notice from Open-E GmbH if you
fail to comply with any term or condition of this agreement. If you do not agree to be
bound by these terms and conditions, you may not use the Open-E or any of its
software components.
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Disclaimer of Warranties

Open-E software are licensed "as is" without warrantee of any kind. Open-E GmbH
hereby disclaims all warranties express and implied, relating to Open-E , the installation
utilities and the embedded software including, without limitation, any implied warrantee
of merchantability, fitness for a particular purpose or non-infringement.

Limitation of Liability

In no event will Open-E GmbH liability under this agreement exceed the price that you
paid for your Open-E software. Furthermore, in no event will Open-E GmbH be liable for
any lost profits, lost data, cost of procurement of substitute goods or services, or any
special consequential, incidental, indirect or punitive damages arising out of or under
this agreement.

The limitation of liability set forth in this paragraph will apply, whether or not Open-E
GmbH was advised of the possibility of the loss, liability or damages and
notwithstanding any failure of essential purpose of any limited remedy.

Waiver

No delay or failure of Open-E GmbH to exercise any right under neither this agreement
nor any partial exercise thereof shall be deemed to constitute a waiver or any rights
granted hereunder or under law.

Unlawful Provisions

If any provision of the agreement is held to be unenforceable for any reason, all other
provisions of this agreement shall nevertheless be deemed valid and enforceable to the
fullest extent possible.

Entire Agreement
This agreement constitutes the sole and exclusive agreement between the parties
concerning the subject matter hereof.

LIMITED WARRANTY

Open-E warrants that the media on which the software is distributed will be free from
defects for a period of ninety (90) days from the date of delivery of the software to you.
Your sole remedy in the event of a breach of this warranty is that Open-E will, at its
option, replace any defective media returned to Open-E within the warranty period, or
refund the money you paid for the software. Open-E does not warrant that the software
will meet your requirements, that operation of the software will be uninterrupted, or that
the software will be error-free.

Authorized Service
Only an authorized service representative can service Open-E software. Failure to
comply with this requirement will void the warranty.

Applicable Law
This agreement shall be governed by German law. You agree to jurisdiction and venue in
the courts located in Munich, Germany for all claims, disputes and litigation arising under or
related to this agreement.
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Appendix B

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your
freedom to share and change free software to make sure the software is free for all its
users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free
Software Foundation software is covered by the GNU Library General Public License
instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for this service if you wish), that you receive source
code or can get it if you want it, that you can change the software or use pieces of it in
new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you
these rights or to ask you to surrender the rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified
by someone else and passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses, in
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effect making the program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License Agreement applies to any software library or other program which
contains a notice placed by the copyright holder or other authorized party saying it
may be distributed under the terms of this Lesser General Public License (also called
"this License"). Each licensee is addressed as "you'".

A 'library" means a collection of software functions and/or data prepared so as to be
conveniently linked with application programs (which use some of those functions and
data) to form executables.

The "Library", below, refers to any such software library or work which has been
distributed under these terms. A "work based on the Library" means either the Library
or any derivative work under copyright law: that is to say, a work containing the Library
ora
portion of it, either verbatim or with modifications and/or translated straightforwardly
into another language. (Hereinafter, translation is included without limitation in the
term "modification".)

"Source code" for a work means the preferred form of the work for making
modifications to it. For a library, complete source code means all the source code for
all modules it contains, plus any associated interface definition files, plus the scripts
used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this
License; they are outside its scope. The act of running a program using the Library is
not restricted, and output from such a program is covered only if its contents
constitute a work based on the Library (independent of the use of the Library in a tool
for writing it). Whether that is true depends on what the Library does and what the
program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code
as you receive it, in any medium, provided that you conspicuously and appropriately
publish on each copy an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your
option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a
work based on the Library, and copy and distribute such modifications or work under
the terms of Section 1 above, provided that you also meet all of these conditions:
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a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you
changed the files and the date of any change.

C) You must cause the whole of the work to be licensed at no charge to all third parties
under the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed
when the facility is invoked, then you must make a good faith effort to ensure that, in
the event an application does not supply such function or table, the facility still
operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is
entirely well-defined independent of the application. Therefore, Subsection 2d
requires that any application-supplied function or table used by this function must be
optional: if the application does not supply it, the square root function must still
compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of
that work are not derived from the Library, and can be reasonably considered
independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work based on the
Library, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the
Library (or with a work based on the Library) on a volume of a storage or distribution
medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of
this License to a given copy of the Library. To do this, you must alter all the notices
that refer to this License, so that they refer to the ordinary GNU General Public
License, version 2, instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify that version
instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the
ordinary GNU General Public License applies to all subsequent copies and derivative
works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a
program that is not a library.
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You may copy and distribute the Library (or a portion or derivative of it, under
Section 2) in object code or executable form under the terms of Sections 1 and 2
above provided that you accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of Sections 1 and 2
above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place
satisfies the requirement to distribute the source code, even though third parties are
not compelled to copy the source along with the object code.

A program that contains no derivative of any portion of the Library, but is designed to
work with the Library by being compiled or linked with it, is called a "work that uses the
Library". Such a work, in isolation, is not a derivative work of the Library, and therefore
falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable
that is a derivative of the Library (because it contains portions of the Library), rather
than a "work that uses the library". The executable is therefore covered by this
License.

Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the
Library, the object code for the work may be a derivative work of the Library even
though the source code is not. Whether this is true is especially significant if the work
can be linked without the Library, or if the work is itself a library. The threshold for this
to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and
accessors, and small macros and small inline functions (ten lines or less in length),
then the use of the object file is unrestricted, regardless of whether it is legally a
derivative work. (Executables containing this object code plus portions of the Library
will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code
for the work under the terms of Section 6.

Any executables containing that work also fall under Section 6, whether or not they are
linked directly with the Library itself.

As an exception to the Sections above, you may also combine or link a "work that
uses the Library" with the Library to produce a work containing portions of the Library,
and distribute that work under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse engineering for
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it
and that the Library and its use are covered by this License. You must supply a copy
of this License. If the work during execution displays copyright notices, you must
include the copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one of these things:



a) Accompany the work with the complete corresponding machine-readable source
code for the Library including whatever changes were used in the work (which must
be distributed under Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that uses the Library", as
object code and/or source code, so that the user can modify the Library and then
relink to produce a modified executable containing the modified Library. (It is
understood that the user who changes the contents of definitions files in the Library
will not necessarily be able to recompile the application to use the modified
definitions).

b) Use a suitable shared library mechanism for linking with the Library. A suitable
mechanism is one that (1) uses at run time a copy of the library already present on
the user's computer system, rather than copying library functions into the executable,
and (2) will operate properly with a modified version of the library, if the user installs
one, as long as the modified version is interface-compatible with the version that the
work was made with.

c) Accompany the work with a written offer, valid for at least three years, to give the
same user the materials specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated
place, offer equivalent access to copy the above specified materials from the same
place.

e) Verify that the user has already received a copy of these materials or that you have
already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include
any data and utility programs needed for reproducing the executable from it.
However, as a special exception, the materials to be distributed need not include
anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other
proprietary libraries that do not normally accompany the operating system. Such a
contradiction means you cannot use both them and the Library together in an
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a
single library together with other library facilities not covered by this License, and
distribute such a combined library, provided that the separate distribution of the work
based on the Library and of the other library facilities is otherwise permitted, and
provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms
of the Sections above.
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b) Give prominent notice with the combined library of the fact that part of it is a work
based on the Library, and explaining where to find the accompanying uncombined
form of the same work.

8.  You may not copy, modify, sublicense, link with, or distribute the Library except as
expressly provided under this License. Any attempt otherwise to copy, modify,
sublicense, link with, or distribute the Library is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

9.  You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Library or its derivative
works. These actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Library (or any work based on the Library),
you indicate your acceptance of this License to do so, and all its terms and conditions
for copying, distributing or modifying the Library or works based on it.

10. .Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with
or modify the Library subject to these terms and conditions. You may not impose any
further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for
any other reason (not limited to patent issues), conditions are imposed on you
(whether by court order, agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this License and any
other pertinent obligations, then as a consequence you may not distribute the Library
at all. For example, if a patent license would not permit royalty-free redistribution of
the Library by all those who receive copies directly or indirectly through you, then the
only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply, and the section as a
whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other
property right claims or to contest validity of any such claims; this section has the sole
purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance
on consistent application of that system:; it is up to the author/donor to decide if he or
she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a
consequence of the rest of this License.

Saen
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12. If the distribution and/or use of the Library is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the
Library under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries
not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to
the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a
version number of this License which applies to it and "any later version", you have the
option of following the terms and conditions either of that version or of any later
version published by the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by the Free
Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose
distribution conditions are incompatible with these, write to the author to ask for
permission. For software which is copyrighted by the Free Software Foundation, write
to the Free Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
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END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the
public, we recommend making it free software that everyone can redistribute and
change. You can do so by permitting redistribution under these terms (or,
alternatively, under the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach
them to the start of each source file to most effectively convey the exclusion of
warranty; and each file should have at least the "copyright" line and a pointer to where
the full notice is found.

<one line to give the library's name and a brief idea of what it does. >
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or modify it under the
terms of the GNU Lesser General Public License as published by the Free
Software Foundation; either version 2.1 of the License, or (at your option) any
later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or
FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public
License for more detalils.

You should have received a copy of the GNU Lesser General Public License
along with this library; if not, write to the Free Software Foundation,
Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) or your school, if
any, to sign a "copyright disclaimer" for the library, if necessary. Here is a sample;

alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob' (a
library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

Saen
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