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Remote Snapshot Control with CLI/API of DSS V7 0/0@/7'0

The aim of this document is to demonstrate how set up remote snapshot control with CLI/API on
DSS V7. It shows in step-by-step, how to set up DSS V7 and install key generation utility and
command line interface wit use plink program.

To set up remote snapshot control with CLI/API, perform the following steps:

1. Download PuTTYgen and Plink for Windows
2. Create an iSCSI Logical Volume with Snapshot
3. Configure CLI/API on DSS V7

4. Convert key with PUTTY Key Generator

5. Issue the "snapshot_task" command with "start", "status" and "stop" options.
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@ PuTTY Download Page - Moxilla Firefox - a X

1. Download PuTTYgen and Plink for B O pusynlcourioscrn & [ searn He o+ ae

Wi n d OWS P PuTTY Download Page X 4+
{ Home | Licence | FAU | Uocs | Download | Kevs | Links n

Mirrors | Updates | Feedback | Changes | Wishlist | Team

Here are the PuTTY files themselves:

apen-e

o PuTTY (the Telnet and SSH client itself)
® PSCP (an SCP client, i.e. command-line secure file copy)

D ata S erver ( D SS) ® PSFTP (an SFTP client, i.e. general file transfer sessions much like FTP)
o PuTTYtel (a Telnet-only client)
IP Address: 192.168.0.220

Yy TYY FYYY ® Plink (a command-line interface to the PuTTY back ends)

® Pageant (an SSH authentication agent for PuTTY. PSCP, PSFTP, and Plink)
sese 0

e PuTTYgen (an RSA and DSA key generation utility).

LEGAL WARNING: Use of PuTTY, PSCP. PSFTP and Plink is illegal in countries where encryption is outlawed. I believe it 1s legal to use
PuTTY, PSCP, PSFTP and Plink in England and Wales and in many other countries, but I am not a lawver and so if in doubt you should seek legal
advice before downloading it. You may find this site useful (it's a survey of cryptography laws in many countries) but I can't vouch for its
correctness.

Use of the Telnet-only binary (PuTTYtel) is unrestricted by any cryptography laws.

There are cryptographic signatures available for all the files we offer below. We also supply cryptographically signed lists of checksums. To
download our public keys and find out more about our signature policy, visit the Kevs page. If you need a Windows program to compute MD5
checksums. you could try the one at this site. (This MD5 program is also cryptographically signed by its author.)

Download PuTTYgen and Plink from Binaries
i The latest release version (beta 0.62). This will generally be a version I think is reasonably likely to work well. If you have a problem with the

. :
h tt p '// p u tty' n I/d OW n I o a d ° h t m I H release version, it might be worth trying out the latest development snapshot (below) to see if I've already fixed the bug, before reporting it to me.

and InSta” on your PC _ For Windows on Intel x86
: PuTTY: putty.exe (or by FTP) (RSA sig) (DSA sig)
PuTTYtel: puttytel exe or by FTP RSA sig. DSA sig
PSCP: pscp.exe or bv FTP) RSA sig DSA sig
PSFTP: psfip.exe or by FTP) RSA sig. DSA sig
% plink exe or by FTP) RSA sig. DSA sig
Pageant: pageant.exe or bv FTP) RSA sig’ DSA sig
DuTTVeen > puttygen.exe (or by FTP) (RSA sig) (DSA sig) v
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2. Create iSCSI Logical Volume with
Snapshot

apen-e

Data Server (DSS)
IP Address: 192.168.0.220

After logging on the DSS V7, please go to
"CONFIGURATION" tab, select "Volume
manager" and "Volume groups". Next select
the appropriate volume group (vg00) from the
list on the left.

OpCIN-@ | ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V7

SETUP CONFIGURATION MAINTENANCE

STATUS HELP

%mu are here: Configuration » Volume manager b Volume groups » vg00

Vol. groups * ? Volume manager

—> 9 V000

System volumes

Next, select the required size of iSCSI volume.

After assigning an appropriate amount of space
for the iSCSI volume, click the apply button

SWAP 4.00
Reserved for snapshots 0.00
Reserved for system 4.00
Reserved for replication 0.00

Free 290.06
Action: new iSCSI volume ¥,
Options: Just create volume

[J Use volume replication

Vol. replication * ?
O File 10

Initialize

Rate: medium

@ Block I/0

In this eg. aadding 200 GB for the iSCSI volume.

290.06

S
e

Please apply changes or press "reload” button to discard

0
| add: |200 GB

-

v

# Event Viewer
Data Storage Software V7 - All rights reserved
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gpen-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V7
2 . eee Co n tl n u e SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: Configuration » Volume manager » Volume groups » vg00

Vol. groups H* ?

. == Volume manager
apen-e —3 T e w0

Logical Volume Type Snap. Rep.

iscs!

Data Server (DSS) 10000 B

S|P Address: 192.168.0.220 - g

Reserved for snapshots 0.00
Reserved for system 4.00
Reserved for replication 0.00
Free 90.06

'ol. replication % Action, new snapshot v
After reloading the page in the field Action

’ Assign to volume: Just create snapshot volume v

select "new snapshot " of the required size (in ! l

this example 20 Gb), and click apply button. | o .

90.06

>
-~

Please apply changes or press "reload" button to discard

Snapshot definition

ﬂ Info v

# Event Viewer
Data Storage Software V7 - All rights reserved
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OpECIN-€ | ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V7
2 . oo CO n tl n u e SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: Configuration » Volume manager » Volume groups » vg00 é‘f‘_ti
Reserved for snapshots 20.00 ~
2 !
Vol groups _ #* 1 Reserved for system 4.00
opcjn-e . ® vgoo Reserved for replication 0.00
Free 70.06
Data Server (DSS) Action new NAS volume v

I::::I::::I::::I::::I |P Address: 192-168.0-220 [ Use volume replication

[ WORM

I
4]
0 70.06

add 0.00 GB
Use Snapshot definition to assign an e . |
appropriate logical volume (in this example
IlvO000) , and click apply button. S —

Name Status
> p 0000 v unused
H I NT: Please apply changes or press "reload" button to discard
For additional details about creating targets for the
logical volume and the snapshot volume, please refer 0

# Event Viewer

to the documents in the How-to Resources section :

on the web.
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3. Configure CLI/API on DSS V7

apen-e

Data Server (DSS)
IP Address: 192.168.0.220

Next please go to "SETUP" tab, "Administrator
settings". In CLI/API Configuration function,
check box "Use CLI/API" and in field
"Password", please enter the Password and

button.

retype password. In order to confirm click apply i

ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V7

@ open-e

STATUS HELP

MAINTENANCE

SETUP CONFIGURATION

% You are here: Setup » Administrator setfings

Remote console access

[ Remote access set

CLI/API Configuration

‘—‘—|—) Use CLIAP!

Allow IP:

Set port:

é Password:

) Confirm p:

> Show ad d>>

After reloading page, click on "Show advanced"

Please apply changes or press "reload” button to discard

v

# Event Viewer

Data Storage Software V7 - All rights reserved
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OPECIN-€ | ENTERPRISE CLASS STOR for EVERY BUSINESS DATA STORAGE SOFTWARE V7
3 . LX) Co n tl n u e SETUP CONFIGURATION MAINTENANCE STATUS
You are here: Setup » Administrator seftings QZ_H

CLI/API Configuration

apen-e

M Use CLIAPI
Jeese]ecesfoscc]ecss] Data Server (DSS) Allow IP:
e |P Address: 192.168.0.220 oot oo e

Password:

Confirm password

Hide advanced <<

. Please generate and download a key if you want to use the CLI/API functionality without a
Please click on generate and download button. peesmei

1. Generate and download new key by clicking "Generate and download”

~
> generate and download

2. Download already existing key by clicking "Download”

download

v
Event Viewer

Data Storage Software V7 - All rights reserved
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gpen-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS DATA STORAGE SOFTWARE V7

.
3 . eee Co n tl n u e SETUP CONFIGURATION MAINTENANCE STATUS

You are here: Setup » Administrator settings i
~
{bpening ADD44603_20160725220250 key X
j A0044603_20160725220259.key
Data Server (DSS) Use CLIAPI which is: key File (1,6 KB)
from: https://192.168.0.240
| P Address: 1 92- 1 68-0-220 cHlowds What should Firefox do with this file?
Set port O Openwith | Browse...
(@ Save File
Password:
. Do this automatically for files like this from now on.
Next, save the generated key into a local folder, e
.
e.g. C:\API. Hide advanced << ‘ > Cancel

Please generate and download a key if you want to use the CLI/API functionality without a

password

1. Generate and download new key by clicking "Generate and download"”

2. Download already existing key by clicking “Download”
V-

# Event Viewer

Data Storage Software V7 - All rights reserved
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4. Convert the key with PUTTY Key
Generator

apen-e

X o e x| Data Server (DSS)
—r—— 0 |P Address: 192.168.0.220

g PuTTY Key Generator
; File Key Conversions Help

%uc, Import key

No key.
i Export OpenSSH key

Export ssh.com key

Please run puttygen.exe and select Conversions
and Import Key in the main menu.

www.open-e.com

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(O SSH-1 (RSA) (® SSH-2RSA (O SSH-2DSA

Number of bits in a generated key: 1024

open-e
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4, ...Continue

File Key Conversions Help
| = L .
‘ B Load private key: X
> > ThisPC > System (C}) > API v & | Search AP P
Data Server (DSS) |
o Organize v New folder - v [H 0
T [P Address: 192.168.0.220 ! . .
YT FYTY FYYY] P T # Quick sccess Name Date modified Type
. | ] A0044603_20160725220259.key 2016-07-25 22:04 KEY File
¢& OneDrive - -
EP plink 2016-07-25 22:11 Application
Next, load key from e.g. C:\API. — || @ ThisPC B puttygen 2016-07-2522:12  Application
s Local Disk (E:)
¥ Network
*& Homegroup
< >
File name: | AD044603_20160725220259.key V| All Files (*.%) v

www.open-e.com 1
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4. ...Continue
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized _keys file:

sshisa A
AAAAB3NzaC 1yc2EAAAADAQABAAABAQCS1BSOXbCsfck 59Dq58yuF 6rW BtfwamaBz
Data Server (DSS) hwp5c232XEKa35b4Z62vAzQq Irs472YXGBVIHIYFDQIDANAC7TCmBAX«GPZRCu g
. UBEBJeXeWChems 3xdN&DhS6rdW 129)Jadf UoAFAASURWDFwXaGPN2Km6oVi8la

IP Address: 192.168.0.220 dCiph2j7wfHFHR33Lp20C9/wm 7qIASWol 4 GMezwM75UJ 7VEEXUXimiBeYvedV. v

Key fingerprint: [ssh-rsa 2048 93:4c:1e:4e:8f fd:4d:65:5b:1c:17:92:48:b7:87:7d

Key comment: limportedopensshkey

Key passphrase: [
Confirm passphrase: |

Then, click on Save private key button.

Actions
Generate a public/private key pair Generate

Load an existing private key file Load
~
Save the generated key Save public key | Save private key

Parameters

Type of key to generate:
(O SSH-1 (RSA) (® SSH-2RSA (O SSH-2DSA

Number of bits in a generated key: 1024
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4, ...Continue

File Key Conversions Help
Key
op e/n-e Public key for pasting into OpenSSH authorized _keys file:
ssh1sa A
AAAAB3NzaC 1yc2EAAAADAQABAAABAQCS1BS0XbCsfck 59Dg58yuF6rW BttwamaBz
o0 o o | Data Server (DSS) hwp5cz32XEKa35b4Z62vAzQq Trs472YXGBVHIYIDQIOANAC7TCmBAXKGPZRCu Tg
. uB8E8JeXeWCbcms3xdN8rDhi6rd W 129JJadif Uo AFAIAsUhWDFwXgGPN2Km6o i 8lg
hiddd RAAA) LA LARL lP Address' 1 921 680220 dCfph2tj 7wfHFHR3r3Lp20C3/wm7qIASiWol4GMezwM75UJ 7VBEXuXjmljBeYve3dV v
sessjossejesssjenan
Key fingerprint PuTTYgen Warning :’:87:7d
; Key comment:
Next. click on YES button Key passphras | Are you sure you want to save this key
! H " ithout a passphrase to protect it? ‘
: Confirm passph s wit passp P
Actions [
Generate a pu % Yes No ;aa(e
| | =
Load an existing prvate key file T Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(O SSH-1 (RSA) (® SSH-2RSA (O SSH-2DSA

Number of bits in a generated key: 1024
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4, ...Continue

& rur
Fi|§ Key Conversions Help |
B Save private key as: X
N > ThisPC > System (C:) > API v O Search AP| yel
Data Server (DSS) o S o
° rganize v ew folder gz »
el |P Address: 192.168.0.220 —— ~ -
YT FYYYI YT FETT) | Pictures i Name Date modified Type
Screenshots
No items match your search.
| . k k C \APl Screenshots
Please save new private_key.ppk on C: i
fO l d er. Screenshots
¢@& OneDrive
= ThisPC
— Local Disk(E) v < %
'——————> File name: | private_key.ppk &
Save as type: | PuTTY Private Key Files (*.ppk) N

A Hide Folders Cancel
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Syntax examples for the plink command using the key:

plink -i path_to_the_downloaded_key -2 -p 22223 -| api ip_address command

« option: -i sets the path to the downloaded key file,

« option: -2 sets the version of the SSH protocol used for the connection,

« option: -p sets the connection port (default: 22223),

« option: -l sets the user (the user must be api),

« option: ip_address sets the IP address of the storage server you want to connect to,

« option: command; the command consist of the command name and optional parameters
and optional object names.

NOTE:
Plink uses capital "P" and the ssh use small "p" in the command line

HINT:

In order to list the full command set, please issue the 'help’ command. If you enter a command with missing parameters or missing
object name, the system will prompt with full syntax of the command. Once complete command is entered, it will run at once and
non- interactive. A user script with API commands must be executed first on a testing system, not on a production system.

www.open-e.com 15



Please run the DOS command prompt box and

. change directory to the directory where you have
| saved the key, e.g.: C:\AP :

5. Issuing "snapshot_task" command with
"start", "status" and "stop" options.

Command Prompt

C:\API>plink.exe -1i /.ppk -
ed

r
h

2 -P 22223 -1 api 192.168.0.220 snapshot_task start snap@0000
in the re
is the compute

s rsa2 key fingerprint is:
a:0e:b8:7f: 6:de:32:7a:bc:fe:98:e3:e0:f4
u trust this host, enter add the key to
‘s cache and carry on connecting.

r on connecting just once, without
he cache, enter "

u do not trust this host, press Return to abandon the
ction.

wv N

tore key in cache? (y/n) y

i Please enter the "snapshot_task" : .
. CLI/API command with "start" . HINT:

. option. Entering the command line, please use the tab key for auto-complete of the

......................................................................... i program and key path or name
www.open-e.com
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OPeN-€ | ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V7

.
5 . eee Co n tl n u e SETUP CONFIGURATION MAINTENANCE STATUS HELP
% You are here: Status ) Tasks

Opc’ﬂ't’ _ JR— Name Start time
& RS ’ ° snap00000 Snapshot 2016-07-25 22:52:29
= estore from backup
Data Server (DSS) - @ Dsta Fie) Repicaton v 000
Jeese]ecesfoscc]ecss] )
. i~ @ Antivirus
T |P Address: 192.168.0.220 — S ———
sssefocscojoscssjocss ~ @ \Volume Replication
— ® Snapshots e AR
Usage 0.00%

Please use "STATUS" tab, and "Tasks". In — Rsisiog

Running tasks function to check snapshot Time
status. It should be in use/active. M i snantooo Snapshot oK sated |

# Event Viewer

Data Storage Software V7 - All rights reserved
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5. ...Continue You can check the snapshot status with the
: following APl command: "snapshot_task" with
i option "status".

>plink.exe -i private_key.ppk -2 -P 22223 -1 api 192.164£0.220 snapshot_task status snap@0000

: The APl command "snapshot_task
: status" returns status: "active" i HINT:

; . Entering the command line please use tab key for auto-complete of the program
and key path or name

www.open-e.com 18
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5. ...Continue In order to stop the snapshot remotely, please
: issue the "snapshot_task" command with option
”StOp”.

Command Prompt — O X

C:\API>plink.exe -i private key.ppk -2 -P 22223 -1 api 192.168.0.220 snapshot_task stop snap0000e

C:\API>

HINT:
Entering the command line, please use tab key for auto-complete of the program
and key path or name.

www.open-e.com 19
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5. ...Continue

apen-e

X o e x| Data Server (DSS)
—r—— 0 |P Address: 192.168.0.220

Now go to the "STATUS" tab, and "Tasks ".
Running tasks fonction show no active snapshot.

gpen-e

SETUP CONFIGURATION

+ You are here: Status ) Tasks

ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS

MAINTENANCE STATUS HELP

DATA STORAGE SOFTWARE V7

— @ Backup

~ @® Restore from backup
— @ Data (File) Replication
— @ Antivirus

~ @ Volume Replication

L @ Snapshots

www.open-e.com

Running tasks

‘ o Info

% No running tasks!

Tasks log
Time
2016-07-25
M 23.16:55 $nap00000 Snapshot OK  Stopped
2016-07-25
M 225239 snap00000 Snapshot OK  Started

# Event Viewer

Data Storage Software V7 - All rights reserved
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Thank You!




