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The aim of this document is to demonstrate an example setup of an Advanced Metro High Availability Cluster.

The Advanced Metro High Availability Cluster is using an Ethernet link for Disk Exports instead of SAS. It can work
with JBOD-less hardware, so that disks are present in both cluster nodes and are mirrored via an Ethernet path.

The Advanced Metro HA Cluster uses the same Ring-Ping design for Cluster Management as the Open-E JovianDSS
Standard HA Cluster. But it enables an additional functionality - the “Remote disks mirroring paths for Cluster
over Ethernet” - in order to configure a special Ethernet link for disk exports.

In this example, a bond of 2 NICs is used for iSCSI Targets and SMB, NFS share exports. The bond is preferred for
NFS and SMB shares, but for iSCSI path redundancy MPIO is the better choice. If Open-E JovianDSS works as a
Unified Storage Appliance, providing NAS and SAN (iSCSI ,NFS, SMB), and all services need path redundancy, it will
be required to configure 2 bonds. In this case, the first iSCSI path is set up via the first bond and the second iSCSI
path via the second bond. In this example we show a single bond for simplicity, so that iSCSI is not redundant.

In this document, the pool is created with 4 (2-local + 2-remote) disks in every mirror group. In case of other node
reboots or failure the mirror groups are still redundant with 2 disks in every mirror.

The 4-way mirror provide limited storage efficiency of only 25%. For increased storage efficiency, a hardware RAID
controller and just a simple mirror over 2 disk units with a RAID array behind, can be used. JovianDSS includes
built-in all RAID tools and drivers for Broadcom (LSI) and Microsemi (Adaptec). In case of Areca, a driver is
included as well but the WebGUI has to be accessed via the controller’s ETH-port.
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To set up an Advanced Metro HA Cluster, perform the following steps:

1. Hardware configuration 8. Enter Virtual IP

2. Network Configuration: 9. Critical I/0 handling setup
2.1. Create Ring and Management Bond. 10. Start the Cluster Service
2.2. Create Storage Export bond. 11. System Monitoring Setup
2.3. Select Default gateway 12. Failover test

2.4. Second cluster node
3. Time and date settings
4. Nodes Binding
5. Ping Nodes
6. Mirroring path
7. Create new Pool

www.open-e.com 3



Open-E JovianDSS Advanced Metro High Availability Cluster

open-e

Client-1:
ESXi, XEN, Hyper-V

1.

Bond0 (activ backup)

bond0: 192.168.0.32 (Ping Node)

bond0: 192.168.21.101 (SMB, NFS or iSCSI) eth0 {

Hardware configuration

Client-2:
ESXi, XEN, Hyper-V

X

JovianDSS
node-a

Switch 1

Port used for WEB GUI management
Ring, Ping node [

Bond0 (activ backup) eth0 |

1]

Bond0 (activ backup) E

eth0 (SMB, NFS or iSCSI) bond0: 192.168.21.102

eth1

(Ping Node) bondo: 192.168.0.42

Switch 2

JovianDSS
node-b

LA A Ad LJ
Port used for WEB GUI management

Ring, Ping node
eth0 Bond0 (activ backup)

1P:192.168.0.220 {
-

Storage Client Access,
Bond1 (activ backup) eth2 |[

1P:192.168.0.221
-

- Storage Client Access,
eth2 Bond1 (activ backup)

1P:192.168.2.220 {

\

>
Pl

et R

Remote Disks
1P:192.168.4.220

\ o

Virtual IP Address:
192.168.21.100

=

IP:192.168.2.221

Remote Disks,
IP:192.168.4.221

eths IR

\ Remote disks mirroring paths for Cluster over Ethernet
NOTE: ?-_C\‘_ NOTE :

Ring path (heartbeat) and Ping nodes must
run on Active-Backup bonding. Ring and
Ping IP must be configured in the same
network subnet.

T < ch

It is strongly recommended to use direct point-to-point
and if possible 10Gb connection for the remote disks
paths. The Remote Disks connection can work over the
switch, but the most reliable is a direct connection.
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2.

Network Configuration

JovianDSS: node-a

IP Address: 192.168.0.220

Select System Settings from main

menu and next select Network tab.
Click on the Create bond interface
button.

« node-220 X | «3 node-221 X

& C | A Notsecure | bapz//192.168.0220

open-e o
JovianDSS

System Settings

@% User Management

£ - o Em
w

B

@ About (@ Help

www.open-e.com

»ﬂ:g Failover Settings Administration Network MPIO System Settings management Update
=14
A Interfaces ]
Storage Settings
583 oo s
> = Create bond interface
3 System Settings Name P DHCP  Vendor Negotiated speed  Cable Status
eth0 192.168.0.220 No VMware VMXNET3 Ethernet Co. 10000 Mbps ~ cable Active (@ Options
Di U
[D% s @ eth! 1921681220  No VMuware VMXNET3 Ethemet Co. 10000 Mbps  cable Active [ Options v
@ eth2 192.168.2.220 No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Active [# Options
@ eth3 192.168.3.220 No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Active [# Options
@ ethd 192.168.4.220 No VMware VMXNET3 Ethemet Co. 10000 Mbps  cable Active [# Options
—_— A Default gateway [E
Interface
Interface details
Gateway
[# Change
A Settings o

Server & Host name

Notifications @ 0 A0 @0
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2.1. Network Configuration. Create

Ring and Management Bond

JovianDSS: node-a
IP Address: 192.168.0.220

Enter all required details of the Bond
and click on the Apply button.

«3 node-220

&

c

X

A Not secure

«3 node-221 X

b#r75://192.168.0.220

open-e

%

Create new channel bonding interface 7 [x] ‘

Available interfaces

Name P DHCP  Interface details Cable Active  Bond Select
eth0 192 168 0 220 No VMware VMXNET3 Ethemet Contr cable o [V
7
eth1 192.168.1.220 No VMware VMXNET3 Ethemet Contr. cable Yes %)
eth2 192.168.2.220 No VMware VMXNET3 Ethemet Contr. cable Yes
eth3 192.168.3.220 No VMware VMXNET3 Ethernet Contr cable Yes
ethd 192.168.4.220 No VMware VMXNET3 Ethernet Contr cable Yes
Bonding options
Type: Active-backup V]
~
Primary interface: " ethd v
Primary reselect policy failure (default) v
MAC: Custom v
2e:33:d2:4c:cb:10 Generate MAC
Intemet protocol DHCP
® Static
>~ 192.168.0.220
”

Netmask: 255.255.255.0

Broadcast

Gateway 192.168.0.1

~
=

www.open-e.com 6



Open-E JovianDSS Advanced Metro High Availability Cluster open-e

«3 node-220 X '\ «3 node-221 X
< C | A Notsecure | b#ps//192.168.0.220 A4

reate new channel bonding interface X ‘

Available interfaces

2.2. Network Configuration. Create
Storage Export Bond

Name P DHCP  Interface details Cable Active  Bond Select

gpen-e

J Ovia n DSS: nod e-a ath? 192 168 2 220 No VMware VMXNET3 Ethemat Contr cable y
....I....I....I IP Address. 1 92 1 68 2 220 eth3 192.168.3.220 No VMware VMXNET3 Ethemet Contr.. cable Yes 2]

ethd 192.168.4.220 No VMware VMXNET3 Ethemet Contr. cable

Bonding options

Type: Active-backup v
Primarv interfa SN eth2 v
e
Primary reselect policy failure (default) v
MAC. Custom v
Next, enter all required details for the ——— ———
second Bond and click on the Apply R e
button. | e -
H 7 192.168.2.220
Netmask 255.255.255.0
Broadcast:
Gatewav b

x>
www.open-e.com 7
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2.3. Network Configuration. Select

Default

gateway

JovianDSS: node-a
IP Address: 192.168.0.220

field.

Both Bonds are created properly.
Overview is shown in the Interfaces

Next, in the Default gateway field,
click on the Change button.

www.open-e.com

«3 node-220 X | «3 node-221 X

< C | A Notsecure | bu75//192.168.0.220

open-e &

open-e

%

JovianDSS @About @ Help v
a% Sizteage System Settings
;@% User Management
p—} A istratio MPIO System Settings management Update
2 e Administration Network AP Syster Settings management pdate
=
A Interfaces e
x% Storage Settings
< Create bond interface
a System Settings Name P DHCP  Vendor Negotiated speed  Cable Status
bond0 192.168.0.220 No Ethemet Bonding Driver 10000 Mbps  cable Active [® Options
[% %ﬂ bond1 192.168.2.220 No Ethernet Bonding Driver 10000 Mbps  cable Active [# Options
eth0 (bond0) NA No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Bond slave L4 v
eth1 (bond0) NA No VMware VMXNET3 Ethemet Co... 10000 Mbps  cable Bond slave L4 v
eth2 (bond1) NA No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Bond slave ®, v
eth3 (bond1) NA No VMware VMXNET3 Ethemnet Co... 10000 Mbps  cable Bond slave L4 v
ethd 192.168.4.220 No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Active [# Options
A Default gateway el
Interface
Interface details
Gateway
% [# Change
1= Y

Notifications @ 0 A0 © 14
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2 node-220 X \ «2 node-221

2.3. Network Configuration. Select o O A =
Default gateway

gpen-e

JovianDSS: node-a
IP Address: 192.168.0.220

Select default gateway (]
Available interfaces

Interface Interface details Gateway Active Select

1 ethd VMuware VMXNET3 Ethemet Controller (rev 01)  static Yes
2 bondy Ethemel Bonding Drver . stalc = 2 e
3 bond Ethemet Bonding Driver static Yes

Select proper interface and click on
the Apply button.
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2.4. Network Configuration
(second cluster node)

JovianDSS: node-b
IP Address: 192.168.0.221

accordingly.

Go to the second cluster node and
create both Bond interfaces

The screenshot shows properly
created Bonds and default gateway
on the second node.

=, '« node-221 x
7>

(5 C | A Notsecure | b#ps://192.168.0.221

open-e

*

www.open-e.com

open-e £
JovianDSS @ About @ Help v
E% Sitane System Settings
@% User Management
e —1 A istratio MPIO System Settings management Update
O e s Administration Network AP Syster Settings management pdate
=
A Interfaces e
x% Storage Settings
<+ Create bond interface
&  System Settings Name P DHCP  Vendor Negotiated speed  Cable Status
% bond0 192.168.0.221 No Ethemet Bonding Driver 10000 Mbps ~ cable Active [# Options
[% Diagnostics > 7 =
bond1 192.168.2.221 No Ethemet Bonding Driver 10000 Mbps  cable Active [# Options
eth0 (bond0) NA No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Bond slave L4 v
eth1 (bond0) NA No VMware VMXNET3 Ethemet Co.... 10000 Mbps ~ cable Bond slave 4 v
eth2 (bond1) NA No VMware VMXNET3 Ethernet Co 10000 Mbps  cable Bond slave L4 v
eth3 (bond1) NA No VMware VMXNET3 Ethernet Co... 10000 Mbps  cable Bond slave L4 v
ethd 192.168.4.221 No VMware VMXNET3 Ethemet Co 10000 Mbps  cable Active [# Options
A Default gateway el
Interface bond0
Interface details Ethernet Bonding Driver
Gateway static
[# Change
=1==1 Y

Notifications @ 0 A0 @0
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«2 node-220 X '\ «2 node-221 x
. . & C | A Not secure | b#p%//192.168.0.220 *
3. Time and date settings
open-e &9
JovianDSS @About @ Help v

E% Storage System Settings

@% User Management

| J OVi an DSS: n Od e-a 263 Failover Settings Administration Network MPIO | | System | Settings management Update
L] (=3
ssos|eocecfocceosce IP Address. 192.168.0.220 A Time and date settings e
x% Storage Settings
0 0 o oo
Time zone Europe/Beriin v
Q’% System Settings
Set time and date: Manual
[% Diagnostics
> ® Conti NTP synchronization
NTP server. 0.pool ntp.org, 1.pool.ntp.org,2.|

In System tab, in Time and date
settings, select Continuous NTP —
synchronization and click apply.

= > T3

A Boot medium e
Repeat this step for the second - o s
cluster node as well. e el

Notifications @ 0 A0 @ 18
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«2 node-220 X '\ «2 node-221 x
H . < C | A Notsecure | bu75//192.168.0.220 +r
4. Nodes Binding e
=
JovianDSS @ About @ Help v

E% Storage Failover Settings

@% User Management

JOVlanDSS node a ‘%‘:’é e ST Failover status
IP Address: 192.168.0.220

/1\ Note:
In main menu select Failover £ sysem setungs e
Settings and enter IP address of the e Node binding
Bond interface of the second node | 122160021
and enter current administrator ——— "
password (default: admin) and click
on the Connect button. — >
The Bond interface will function as
ring path (heartbeat) and ping-path.
It MUST go via network switch and
ping-nodes must be external to
storage nodes. It is NOT allowed for
the ring to use nodes point-to-point
connection. Rodicsions: W50 i @l

www.open-e.com
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2 node-220 X | «3 node-221 X

(5 C | A Notsecure | b#ps://192.168.0.220 e

5. Ping Nodes

| JovianDSS: node-a
IP Address: 192.168.0.220

Ping nodes | ]x]

+ Add ping node

IP Local status Remote status

192.168.0.32 Reachable Reachable X Delete

\1
el
~
/2

192.168.0.42 Reachable Reachable b Delete

In Failover settings click on the Edit
button in Ping nodes section and
enter at least two ping nodes.

Ping nodes IP addresses must be X Close
reachable from Ring interfaces. So —
the ping node must use the same
network subnet as ring interfaces.

www.open-e.com 13
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«3 node-220 X '\ «3 node-221 X

< C | A Notsecure | bu75//192.168.0.220 *

open-e &2
JovianDSS @ About @ Help v

S% Storage Failover Settings

6. Mirroring path

gpen-e

;@% User Management Rings 1 configured

I I I I I JOVianDSS: nOde-a AE‘:'-_:‘ Failover Settings peae
el Aol ool D = Ping nodes 2 of 2 reachable
e eeee] |P Address: 192.168.0.220 ’
ssssfecccfocscefecce x% Storage Settings Edit
'@ﬁ System Settings
% Advanced failover settings
Diagnostics

Remote disks mirroring paths for Cluster over Ethernet

@ Remote disks mirroring paths for Cluster over Ethernet

In order to connect remote disks, add a mirroring path. You can configure one mirroring path

)‘  Add mirroring path

Local node interface Remote node interface Local status Remote status

No path added.

SCSI-3 Persistent Reservation Synchronization

Next, please click Add mirroring
i path button.

(D Enable Persistent Reservation Synchronization

Status Not running

Apply

Notifications @ 0 A0 © 19
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«2 node-220 X | «3 node-221
. . & C | A Notsecure | b#p%//192.168.0.220 hig
6. Mirroring path
| JovianDSS: node-a
] |P Address: 192.168.0.220
.

Add mirroring path HER
Local node interface ethd (192.168.4.220) v
Remote node interface ethd (192.168.4.221) v

X Cancel

In Add mirroring path select proper
interfaces and click Apply button.

www.open-e.com 15
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«3 node-220 X '\ «3 node-221 X

< C | A Notsecure | bu75//192.168.0.220 *

open-e &

JovianDSS @ About @ Help v

6. Mirroring path

a% Siztage Failover Settings
open-e Fallover resources 7%
;@% User Management
Zpool name Active on node Status

J ovian DSS . n Od e'a 3 Failover Settings Information about failover resources is not available until failover is started

ey [ Address: 192.168.0.220
Details
System Settings iy e 2 of 2 reachable
Edit

Diagnostics

Advanced failover seftings

Remote disks mirroring paths for Cluster over Ethernet

Mirroring path shows Connected _
status. —|

You can configure one mirroring path. If you want to change the path, remove the existing one and add a new one

Local node interface Remote node interface Local status Remote status

)— ethd (192.168.4.220) ethd (192.168.4.221) Connected Connected X Remove

SCSI-3 Persistent Reservation Synchronization

(T Enable Persistent Reservation Synchronization

Status Not running

Apply

Notifications @ 0 A1 © 20
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7. Create new Pool

=d JovianDSS: node-a
-+ |P Address: 192.168.0.220

Go to menu Storage. In the Local
disks tab, all local disks are listed.

www.open-e.com

«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220

apen-e o
JovianDSS

E% Storage

User Management

Storage

3 Failover Settings
-

Zpools available for import

Storage Settings Rescan required
Press Rescan storage button above to scan disks for new zpools

System Settings

Unassigned disks

Diagnostics

Local disks Remote disks

Name Serial number
1 sdb 6000c29fa673852¢4549a72393465df5
2 sdc 6000c2901342d6ba30792c2a3babadbd
3 sdd 6000c29495d1f91ffcd2f200d99de968
4  sde 6000c29107546e7d49efadd24fd89280
5 sdf 6000c291598c75606c9b32901b04bdc0
6 sdg 6000c29094a80262ac36e412bfe2f6a
7 sdh 6000c29729c1910755bb835492724eb5
8 sdi 6000c291d209881b5e57fc23876b2935

Size
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB

838.00 GiB

open-e

B

{) Rescan < Addzpool

@ About (@ Help

(i) No local zpools have been found on the system. To create a zpool on this node please select an "Add zpool" button

Model Blink

Virtual disk

Virtual disk
Virtual disk
Virtual disk
Virtual disk
Virtual disk

Virtual disk

Virtual disk

Notifications @ 0 A1 © 20
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«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220 e

open-e &

JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool

7. Create new Pool

User Management

== JovianDSS: node-a sy
=T |P Address: 192.168.0.220

(i) No local zpools have been found on the system. To create a zpool on this node please select an "Add zpool" button

Zpools available for import

Storage Settings Rescan required
Press Rescan storage button above to scan disks for new zpools

System Settings

Unassigned disks

Diagnostics

Remote disks

Name Serial number Size Model Blink

. . 1 sdj (remote) 6000c29a1dd7e19869265069bc08ae67 838.00 GiB  Virtual disk [ ]

| n t h e Re m Ote d I S ks ta b, a | | d | S ks fro m 2 sdk (remote) 6000c2970263eae887647a4babf35ffe 838.00 GiB  Virtual disk ®
remote no d e are | | Sted . 3 sdl (remote) 6000c298671b85bf27f1b1fb81eb9276 838.00 GIB  Virtual disk ®
4 sdm (remote) 6000c29647d12bdd0bbe593de32f0154 838.00 GiB  Virtual disk L ]

5 sdn (remote) 6000c29feb65abc68e076db16e1997b2 838.00 GiB  Virtual disk ®

6  sdo (remote) 6000c29f8231edaff27b3cc880639d8b 838.00 GiB  Virtual disk ®

7  sdp (remote) 6000c296d1653f4cf5a46823e2800a22 838.00 GiB  Virtual disk ®

8 sdq (remote) 6000c2981aaec5a1d1437245dfe297¢c3 838.00 GiB  Virtual disk ®

Notifications @ 0 A1 © 20
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7. Create new Pool

d JovianDSS: node-a

IP Address: 192.168.0.220

In menu Storage and click on Add
zpool button. Add data groups by
selecting 4 (or 2) disks and select
Mirror (single group) from the pull-
down menu and click on Add group
button, then click on the Next button.

NOTE: It is recommended to set

4 (2-local + 2-remote) disks in every
mirror group. In case of other node
reboots or failure the mirror groups
are still redundant with 2 disks in
every mirror.

«3 node-220 X 2

< C | A Not secure

node-221 X

| betpt://192.168.0.220

Zpool wizard

é 1. Add data group

Name

sdb

B E

sdc
sdd
sde
sdf
sdg
sdh

sdi

sdj (remote)

B E

sdk (remote)

www.open-e.com

sdl (remote)
sdm (remote)
sdn (remote)

sdo (remote)

Available disks

Select redundancy for group:

) Show only unused disks

Id
wwn-0x6000c29fa673852c4549a723
wwn-0x6000c2901342d6ba30792c2a
wwn-0x6000c29495d1f91ffcd2f200d

wwn-0x6000c29107546e7d49efadd2

wwn-0x6000c291598c75606c9b3290....

wwn-0x6000c29094a80f262ac36e41

wwn-0x6000c29729¢1910755bb8354.

wwn-0x6000c291d209881b5e57fc23. .

wwn-0x6000c29a1dd7e19869265069.
wwn-0x6000c2970263eae887647a4db.
wwn-0x6000c2986f1b85bf27f1b1fb8
wwn-0x6000c29647d12bdd0bbe593d.
wwn-0x6000c29feb65abc68e076db1

wwn-0x6000c29f8231edaff27b3cc88

Mirror (single group)

v

> Rescan disks

Size  Blink

838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB
838.00 GiB

838.00 GiB

838.00 GiB

838.00 GiB

<+ Add group

=ilbc dizke o
lect redundancy
Add group” button

Data groups

Zpool storage capacity: 0.00 B

Used licensed storage capacity: 0.00 B

Other groups

X Cancel

open-e

%

Size

Size
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«3 node-220 X '\ «3 node-221 X

< C | A Notsecure | bu75//192.168.0.220 *

7. Create new Pool

Zpool wizard BB
——> FUUTERERAN Available disks L3 9o 2l
H . B Miror X
.I J OVIa n DSS' nOd e-a ) Show only unused disks > Rescan disks 7 sdb 838.00 GiB
T |P Address: 192.168.0.220 — " R " 53,00 GiB
Seecjecccjeccnjecce 7 sdd wwn-0x6000c2949541191cd21200499d 8380068 @ 20 (temats) 838,00, 6B
. @ sde wwn-0x6000c29107546e7d49efadd24fd 83800GB @ % sdk (remote) 838.00 GiB
N eXt, add the second mirror g rou p . sdf wn-0x6000c291598¢75606c9632901b... 83800 GIB @
sdg wwn-0x6000c29094a80262ac36e412bF 8380068 @
N OTE: sdh vn-0x6000c29729¢ 1910755bb835492.. 8380068 @
A 4-wa y mirror p rovide lim ite d sto rage sdi wn-0x6000c291d209881b5e57fc23676..  838.00 GTB e ﬁ‘;‘;‘é’.TéZL‘;%Zi?ﬁ?:;Zcﬁﬁic?&"é?soo =
o i @ sdl(remote)  wwn-0xB000c2986f1bB5bf27f1b1fb81eb 83800GE @ .
effici en Cy of on |y 25%. For increase d [ sdm (remote) wwn-0x6000c29647d12bdd0bbe593de3..  83800GIB @ | CUergroups Size
StO rage efﬂ C | e n Cy, a h a rd wa re RA' D sdn (remote)  wwn-0x6000c29feb65abc68e076db16e1 838.00 GiB :
. . . sdo (remote) wwn-0x6000c29f8231edaff27b3cc8806. 838.00 GiB
Co ntro' Ie r a n d J u St a SI m p I e m I rro r ove r 2 sdp (remote) wwn-0x6000c296d1653f4cf5a46823e28 ... 838.00 GiB [ ]
d |S k un |tS W|th a RAl D a rray be h | n d , can sdq (remote)  wwn-0x6000c2981aaec5a1d1437245dfe. 838.00Gi8 @
be used. JovianDSS includes built-in all
RAID tools and drivers for Broadcom (LSI)
. . Select redundancy for group: Mirror (single group) Vv <+ Add group
and Microsemi (Adaptec). In case of
Areca, a driver is included as well but the X Corcel |
WebGUI has to be accessed via the
controller’s ETH-port.

www.open-e.com 20
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«2 node-220 X '\ «3 node-221 x “
< C | A Notsecure | h#ps//192.168.0.220 A4

7. Create new Pool

gpen-e
. ; Dat; si
LR CTETTRTT Available disks pihiilis i
JovianDSS: node-a T “
'Y I YY) I * ) Show only unused disks * Rescan disks 7 sdb 838.00 GiB
T |P Address: 192.168.0.220 — u S o et s
seee Seccjecee sdh wwn-0x6000c29729¢ 1910755bb835492 8380068 @ % sdj (remot 838.00 GiB
sdi wwn-0x6000c291d209881b5€57fc23676. 83800GE @ 5ok (emo = 635.00.618
sdp (remote)  wwn-0x6000c296d1653f4cf5a46823e28 833.00GE @ E3--| Mirror X
sdq (remote) wwn-0x6000c2981aaec5a1d1437245dfe. 838.00 GiB ® =dd H35.00GiH
7 sde 838.00 GiB
Zpool storage capacity: 2.46 TiB
Used licensed storage capacity: 2.46 TiB
Other groups Size
<+ Add group
> Cancel g Next >

e
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«3 node-220 X '\ «3 node-221 X

7. Create neW POOI (S C | A Notsecure | b#p%://192.168.0.220 e

opc:n-e Zpool wizard BB
(VTR RIS Available disks E oimies il
H . B Miror X =
Jeeselosesfococfesee] JOVIanDSS' nOde a 2. Add write log 0 show only unused disks * Rescan disks # sdb 838.00 GiB
T |P Address: 192.168.0.220 e S - 5300 6B
Seecjecccjeccnjecce 7 s wwn-0x6000c29729¢1910755bb835492 8380068 @ B sdiamat B R ULGO
sdi wwn-0x6000c291d209881b5€571c23676. 83800GE @ 5 dx(emo = 836.00.G1B
@ sdp(remote)  wwn-0x6000c29601653f4cf5a46823¢28 essoocs @ 5 Mimor x
sdq (remote) wwn-0x6000c2981aaec5a1d1437245dfe. 838.00 GiB ® = el
3 sde 838.00 GiB
Zpool storage capacity: 2.46 TiB
Used licensed storage capacity: 2.46 TiB
Select 2 disks (local + remote) for the Other groups Size
write log and click on Add group
button, then click on the Next button.
Select redundancy for group: Mirror v <+ Add group
¥ Cancel Next >

www.open-e.com 22
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«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220 e

7. Create new Pool

opc:n-e Zpool wizard 7 ]
(VTR RIS Available disks E oimies il
H B Miror X
vianDSS: n -

Jeeoofosesfosccfesse] JO d SS Ode a 2. Add write log 0 show only unused disks * Rescan disks # sdb 838.00 GiB
T T |P Address: 192.168.0.220 e S - #3006
Secsjesccjocccjocce sdi wwn-0x6000c291d209881b5e57fc23876 8380068 @ sdj (remot 838.00 GiB

sdq (remote)  wwn-0x6000c298 1aaec5ald1437245dfe 83800GE @ 5ok (emo = 635.00.618
B Mirror X
sdd 838.00 GiB
7 sde 838.00 GiB
Zpool storage capacity: 2.46 TiB
Used licensed storage capacity: 2.46 TiB
Other groups Size
B Mirrored write log X
7 sdh 838.00 GiB
sdp (remote) 838.00 GiB
Click Next button.
<+ Add group
X Cancel < Back \
D ——
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«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220

%

7. Create new Pool

Zpool wizard /]
1. Add data group Available disks Data groups Size
. . & Miror =
a| J ovian DSS- nOd e-a 2. Add write log D show only unused disks (> Rescan disks sdb 838.00 GiB
rYYYY P Y Y YY) I Y IP Address: 192.168.0.220 Name Id Size Blink sdc 838.00 GiB
3. Add read cache = ’
LIIX] EXXX) XXX CXXX) M sd Wwin-0x6000c291420988 1b5e577c23876 83800GE @ Sth ((emot R 825,00 GIB
sdq (remote)  wwn-0x6000c2981aaec5ald1437245dfe 83800GB @ % sdk (remo  838.00 GiB
B Miror X
sdd 838.00 GiB
sde 838.00 GiB >
Zpool storage capacity: 2.46 TiB
Used licensed storage capacity: 2.46 TiB
Other groups Size
H & Mirrored write log X
Select local SSD disk for level-2 read - S
St 1l
cache and click on the Add group 5 st (omote) 838006
button, then click on the Next button. :
Select redundancy for group: Single v -+ Add group
X Cancel m\
rg
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«3 node-220 X '\ «3 node-221 X

Open-E JovianDSS Advanced Metro High Availability Cluster open-e

7. Create neW POOI (S C | A Notsecure | b#p%://192.168.0.220 %

opc;n_e Zpool wizard [ 1]x]
1. Add data group  AVEYIET NSNS Detn droups Size
. . & Miror =
o JOVIanDSS’ nOde-a 2. Add write log D) show only unused disks * Rescan disks sdb 838.00 GiB
YT YT OTTY [T IP Address: 192.168.0.220 Name 1d S0y sde 836.00 GiB
3. Add read cache = a
soecjecesjecccjeccs sdq (femote)  wwn-0x6000c2981aecsald 437245de...  838.00GB @ sdifemol 838,00, GiB
= sdk (remo 838.00 GiB
B Miror X
sdd 838.00 GiB
sde 838.00 GiB -

Zpool storage capacity: 2.46 TiB
Used licensed storage capacity: 2.46 TiB

Other groups Size
& Mirrored write log X
% sdh 838.00 GiB
+ sdp (remote) 838.00 GiB
. B Read cache X
Click Next button. - 80068

-+ Add group

X Cancel < Back,
A —
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2 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220 e

7. Create new Pool

Zpool wizard 7 ]

1. Add data group Please set properties for zpool

| JovianDSS: node-a
IP Address: 192.168.0.220

2. Add write log Zpool name: Pool-0

Zpool name: Defines name of the zpool in the system.

3. Add read cache

4. Add spare disks

5. Zpool properties

6. Summary

To confirm the pool name click on the
Next button then click on the next
screen, and click on the Add zpool
button.

X Cancel < Back
>~

www.open-e.com
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«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220 e

7. Create new Pool

opc’n -@ Zpool wizard mE

1. Add data group

Zpool configuration

JovianDSS: node-a

2. Add write log

. Data groups Redundancy Size
e eee] P Address: 192.168.0.220 _ : .
3. Add read cache @ Mirror Mirror ™
ssssfecscsfocssefecnse
@ Mirror Mirror L4
4. Add spare disks @ Mirror Mirror I
. Data group total capacity: 2 TiB
5. Zpool properties Used licensed storage capacity: 2.46 TiB
6. Summary Other groups Redundancy Size
@ Mirrored write log Mirror L4
@ Read cache L4

Zpool properties

Zpool name: Pool-0 ™

 Click Add zpool button.

X Cancel < Back \
e

27

www.open-e.com



Open-E JovianDSS Advanced Metro High Availability Cluster open-e

«3 node-220 X | «3 node-221 X

< C | A Notsecure | bu75//192.168.0.220 *

open-e &

JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool

7. Create new Pool

@% User Management

. . ~
| JovianDSS: node-a > Pool-0 [ opons |v
=14
IP Address: 192.168.0.220 . .
x% Storage Settings ae o Status: Zpool is functioning correctly.
Zpool 1D: 17476578527970846996 Action: None required.
;@ﬂ System Settings Total storage: 2.44TiB @
Disks: 16
[% Diagnostics
Status Disk groups iISCSI targets Snapshots Shares Virtual IPs
Q Groups <+ Add Group v
- . V' mirror-0 Redundancy: mirror Disks: 4
The Pool-0 is created
Vv mirror-1 Redundancy: mirror Disks: 4
V' mirror-2 Redundancy: mirror Disks: 4
v Write logs Disks: 2
V' Read caches Disks: 2
A~

Zpools available for import

Notifications @ 0 A1 © 21
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«3 node-220 X '\ «3 node-221 X

8. Enter Vi rtual IP < C | A Notsecure | b#17%//192.168.0.220 i g
open-e o

JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool
gpen-e
;@% User Management
[EEERIEXEEIEEECIEERE] JovianDSS: node-a S-FOWN o Pool-0 @ Optons v
=< |P Address: 192.168.0.220 - e
ssss|esssosscssse )(% Storage Settings o Status: Zpool is functioning correctly.
Zpool 1D: 17476578527970846996 Action: None required.
;@ﬁ System Settings Total storage: 2.44TiB @
Disks: 16
[% Diagnostics
Status Disk aroups iSCSI targets Snapshots Shares o | Virtual IPs
”
Q Virtual IPs
. o + Add virtual IP
Click on Virtual IPs tab.
Virtual IP Name Netmask Network interface Remote network interf: State Options
No virtual IPs found
N

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

Unassigned disks

| ocal disks Remote disk:

Notifications @ 0 A1 © 21
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2 node-220 X \ «2 node-221 X

8. Enter Virtual IP < C | A Notsecure | h#ps//192.168.0.220 A4

gpen-e

[Feeefecse]esccleccel JovianDS5: node-a
T |P Address: 192.168.0.220

Add virtual IP [ Joix]

= Virtual IP address 192.168.21.100
”

Itis recommend to set a Virtual IP that s in a different
subnetwork than other physical and Virtual IPs on this

In main menu Storage, select Virtual - 21

IPs tab then click on the Add virtual Netmsk 2552552550

IP button and enter the virtual IP Network nerface bondt (192.168.2.220 v
address and assign it to the required ! RS | v

interfaces. Next, click Apply button.

7
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9. Critical I/0 handling setup

gpen-e

JovianDSS: node-a
IP Address: 192.168.0.220

«2 node-220

\ «2 node-221 X

< C | A Not secure | b#p%//192.168.0.220

apen-e o
JovianDSS

S% Storage

@% User Management

P — <
=3 Failover Settings
=

x% Storage Settings

) ﬂ System Settings

% Diagnostics

System Settings

v/ Apply

”  Remote Log Server

%

2]

(D Log events to a remote server
v Apply

A Critical /0 errors

2]

Reboot procedure

a critical I/0 error.

It is strongly recommended to select
Immediate option in order to

> o

System may require reboot when critical I/O errors occur. Please select how such errors should be handled:

e

execute immediate reboot in case of

www.open-e.com

System will reboot the machine immediately after a pool has 1/0 suspended state. No event will be recorded about the reason of it
This option is for cluster i ions because it i diately triggers the failover and therefore it's the fastest wa
to restore the access to the data

Automatic

System will restart in 30 seconds from when the errors appear.

Manual

System will prompt for manual restart

Notifications @ 11 A1 @ 46
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«3 node-220 X '\ «3 node-221 X

10. Start the Cluster Service € G lhtom LwRpsmeR B
open-e &

JovianDSS @ About @ Help v

E% Storage Failover Settings

apen-e
p (;%_! User Management

eses]esss]sseel JOVianDSS: node-a 253 Failover Settings FaloUECStatls
— T T |[P Address: 192.168.0.220

Failover status Ready to start

e 3+ Start Failover

- Storage Settings

'@ﬁ System Settings

Failover nodes

[% Diajoosnes Node Connection status Failover status
node-220 (IP: 192.168.0.220, node ID: 2224e8b0) Reachable N/A
node-221 (IP: 192.168.0.221, node ID: d4f88fb1) Reachable NA

Now, the Cluster is ready to start.
In order to start the cluster please
click on Start Failover button.

Disconnect nodes

Failover resources

Zpool name Active on node Status

Information about failover resources is not available until failover is started

Rings 1 configured
Details
Ping nodes 2 of 2 reachable
Edit

Notifications @ 0 A1 © 21
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10. Start the Cluster Service

gpen-e

JovianDSS: node-a
IP Address: 192.168.0.220

After a while the HA-cluster is started.
The Failover status shows: Started.

«3 node-220 X '\ «3 node-221 X

(S C | A Notsecure | b#p%://192.168.0.220

apen-e o
JovianDSS

E% Storage Failover Settings

@% User Management

] Failover status
=2 Failover Settings
(=14

www.open-e.com

Eailover status > Started
g

Stop Failover |v

%

'@ﬂ System Settings

Failover nodes

[% DR joosnes Node Connection status
node-220 (IP: 192.168.0.220, node ID: 2224e8b0) Reachable
node-221 (IP: 192.168.0.221, node ID: d4f88fb1) Reachable

Disconnect nodes

Failover resources

Zpool name Active on node

Information about failover resources is not available until failover is started

Rings 1 of 1 active
Details
Ping nodes 2 of 2 reachable
Edit

Failover status
Online

Online

Status

Notifications @ 0 A1 © 25
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«3 node-220 X '\ «3 node-221 X

<« C | A Not secure | b#p%//192.168.0.220 %

open-e &

JovianDSS @ About @ Help v

S% Storage System Settings

11. System Monitoring Setup

apen-e
p @% User Management

A E-mail notifications e

) ) Enable e-mail notifications

= JovianDSS: node-a
e P Address: 192.168.0.220

— X% ST S E-mail name@example.com
Use authentication:
ﬁ Sia=me SMTP server. smtp.example.com
% Disgrostics SMTP port 25
Encryption
Destination e-mail ® Use default e-mail address

Use altemative e-mail address

Send test message

A Remote Log Server [E

Setup proper E-mail notifications. —

(CD Log events to a remote server
v/ Apply

A Critical /0 errors oE

Reboot procedure

Notifications @ 0 A0 @0
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11. System Monitoring Setup

gpen-e

JovianDSS: node-a
IP Address: 192.168.0.220

It is recommended to setup the
system monitoring with Remote Log
Server or SNMP.

www.open-e.com

«2 node-220 X | «2 node-221 X

< C | A Notsecure | b#p%://192.168.0.220

open-e &

JovianDSS
5% Sitisge System Settings
@% User Management Encryption
Destination e-mail ® Use default e-mail address
‘g‘:é Failover Settings Use alternative e-mail address

Send test message

x% Storage Settings

ﬁ System Settings v/ Apply

*

% Disgnostics A~ Remote Log Server

Reboot procedure

Criat,

System may require reboot when critical I/O errors occur. Please select how such errors should be handled

Reboot policy: ® Immediate

oE
> L\ Log events to a remote server
IP address:
Set port 514
Communication protocol ® TCP
UDP
v Apply
A Critical I/O errors @[

Notifications @ 11 A2 © 9%
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«2 node-220 X\ - 9 node-221 x
. & C | A Notsecure | bs#p%//192.168.0.220 hd
12. Failover test e
=
JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool

@% User Management

JovianDSS: node-a S IR o Pool-0 e

. ¥ Delete Zpool
T |P Address: 192.168.0.220
& State: ONLINE . 4 S 4+ Export Zpool
TYYI PYTY [YYY YT x% Storage Settings Status: Zpool is functioning correctly. -_— B P
Zpool ID; 17476578527970846996 (:) Action: None required 4# Clear error counters
Total storage 2.44TiB 1 ~, = Move
rd
Disks 16
% Diagnostics
. . Status Disk groups iSCSI targets Snapshots Shares Virtual IPs
Now, in order to test failover, select -
Storage from main menu and in the + AEaE
0 pt I o n S d ro p_d oWn m e n u S e | e Ct Virtual IP Name Netmask Network interface Remote network interface State Options
Move. 119216821100 vip21 255.255.255.0 bond1 (192.168.2220)  bond1 (192.168.2.221) Active Options | v

A~

The pool will be exported on the
current node and will be imported on
the second node.

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

Unassigned disks

Notifications @ 0 A1 © 21

www.open-e.com 36




Open-E JovianDSS Advanced Metro High Availability Cluster open-e

«3 node-220 X | «2 node-221

< C | A Notsecure | b#p%://192.168.0.220 *

12. Failover test

| JovianDSS: node-a
=1 |P Address: 192.168.0.220

Confirmation
you sure you ve the resource?

Click on Move button to start the
failover.
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«3 node-220 X | «2 node-221 x
. & C | A Not secure | b#p%//192.168.0.220 hid
12. Failover test e
=
JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool

@% S il () o local zpools have been found on the system. To create a zpool on this node please select an "Add zpool” button

JOVia nDSS: nOd e-a é:é Failover Settings

:::: :::: :::: :::: IP Address. 192.1 68.0.220 Pool-0 /' Active on node node-221 « - Movetothis node
”
stem Settings St i atus. ool is ready to impo
- : : Zpool ID: 17476578527970846996 @ :tc(:on_ i)zn:requir:: l -
[% Diagnostics
The Pool was exported from Node- =
220 and imported on Node-221. Zpools available for import
Node—220 (node—a) GUl ShOW the (i) No extemal zpools available for the import have been found
Pool-0 is active on node-221 (node-b).
Unassigned disks

In order to move pool activity back to wcacsrs | [JERERE
node-220 (node-a), please click on
Move to this nOde bUtton' Name Serial number Size Model Blink

No unassigned disks found

Notifications @0 A1 @ 30
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«2 node-220 X \ «2 node-221

12- FailoVer test < C | A Not secure | b#p%//192.168.0.220 o

| JovianDSS: node-a
=1 |P Address: 192.168.0.220

Confirmation
re you sure you ve the resource?

Click on Move button to start failover. =
It will start exporting the pool at
Node-221 (node-b) and next it will be
importing back on Node-220 (node-
a).
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«3 node-220 X '\ «2 node-221 x
. & C | A Notsecure | b#p%//192.168.0.220 g
12. Failover test e
JovianDSS @ About @ Help v

E% Storage Storage {) Rescan < Addzpool ‘

@% User Management

d JovianDSS: node-a © Pool-0 @ opons |+
IP Address: 192.168.0.220 (
X% Storage Settings SIEE e Status:  Zpool Is functioning correctly.
PO ... N e | @
Now, the failover test is completed. S v ot °
The Pool-0 is active back on Node-
220 (node-a) -
Please create iSCSI target or NFS, Zpools available for import
SMB shares and connect Stor‘age (@) No extemal zpools available for the import have been found

clients. Once storage clients are
connected, run one more failover test
with reboot of the first node and next
after successful failover, with reboot
of the second node.

Unassigned disks

Local disks Remote disks

Name Serial number Size Model Blink

No unassigned disks found

Notifications @ 0 A1 @ 35 ‘
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NOTE:
The step-by-step guide is based on configuration from page 4, use VIP's addresses on bond1 for storage
access this will work with SMB, NFS or iSCSI.

Next on page 42 will show setup with two storage access paths and two virtual IPs. This setup can be
used for iSCSI Initiators with multipath. It can be used also without multipath, just to separate load on 2
separate network paths.

On page 43 instead of just two storage paths, there are two bonding. This setup can be used also for
iISCSI Initiators with multipath or for mixed iSCSI/SMB/NFS environments.

On page 44, the mirroring path use point-to-point Round-Robin bond instead of single Ethernet
connection. The Round-Robin bond provide better reliability and better mirror performance.
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Client-1: ESXi,
XEN, Hyper-V

=

ethO or eth1:192.168.2.101 (Ping Node)

eth0:192.168.21.101 (SMB, NFS or iSCSI) eth0

eth1:192.168.31.101 (SMB, NFS or iSCSI) eth1 [

Client-2: ESXi,
XEN, Hyper-V

X

eth0 (SMB, NFS or iSCSI) eth0:192.168.21.102

eth1 (SMB, NFS or iSCSI) eth1:192.168.31.102

JovianDSS
node-a

| X EEX X

Switch 1 Switch 2

i
[

(Ping Node) ethO or eth1:192.168.2.102

gpen-e .
JovianDSS

YT OO O e node-b

ssssfecscjecccjecss]

ethO0 Storage Client Access,

Storage Client Access, etho{
eth0:192.168.0.220 (iSCSI-MPIO)

\
eth1:192.168.1.220 (iSCSI-MPI0O)

eth0:192.168.0.221 (iSCSI-MPIO)

eth1:192.168.1.221 (iSCSI-MPIO)
eth1

N /,
N /

Port used for WEB GUI

Port used for WEB GUI
management, Ring, eth2

\
Ping node {
ech KR

Bond (active backup)

>
<

eth2 management, Ring,
Ping node
eth3 Bond (active backup)

bond0:192.168.2.220

Virtual IP Address:
192.168.21.100

192.168.31.100

Remote Disks
IP:192.168.4.220 eth4

www.open-e.com

NOTE:

Ring path (heartbeat) and Ping nodes must
run on Active-Backup bonding. Ring and
Ping IP must be configured in the same
network subnet.

bond0:192.168.2.221

Remote Disks,
eth4 IP:192.168.4.221

Remote disks mirroring paths for Cluster over Ethernet
——— NOTE :

i aaue

It is strongly recommended to use direct point-to-point
and if possible 10Gb connection for the remote disks
paths. The Remote Disks connection can work over the

switch, but the most reliable is a direct connection.

42



Open-E JovianDSS Advanced Metro High Availability Cluster

Client-1: ESXi,
XEN, Hyper-V

=

eth0:192.168.21.101 (SMB, NFS or iSCSI) ethom

eth1:192.168.31.101 (SMB, NFS or iSCSI) eth1 E3) [
ethO or eth1:192.168.4.101 (Ping Node) -

NOTE:

Ring path (heartbeat) and Ping nodes must
run on Active-Backup bonding. Ring and
Ping IP must be configured in the same

netw

ork subnet.

open-e

Client-2: ESXi,
XEN, Hyper-V

X

JovianDSS
node-a

open-e

Storage Client Access
bond0:192.168.0.220
(iSCSI-MPIO)

Storage Client Access
bond1:192.168.2.220
(iSCSI-MPIO)

Port used for WEB GUI
management, Ring,
Ping node,

Bond (active backup)
bond2:192.168.4.220

Remote Disks
1P:192.168.6.220

e KO

Switch 1

>

=

eth0 (SMB, NFS or iSCSI) eth0:192.168.21.102

eth1 (SMB, NFS or iSCSI) eth1:192.168.31.102
(Ping Node) ethO or eth1:192.168.4.102

Switch 2

open-e

JovianDSS
node-b

etho

eth1

Virtual IP Address:
192.168.21.100

eth2

>

|
et (R

Virtual IP Address:
192.168.31.100

eth3

eth4

|
et
\
\
|

>

eth5

|
|
eers R

\

www.open-e.com

Remote disks mirroring paths for Cluster over Ethernet

eth6

qaaaa e

Storage Client Access
bond0:192.168.0.221
(iSCSI-MPIO)

Storage Client Access
bond1:192.168.2.221
(iSCSI-MPI0)

Port used for WEB GUI
management, Ring,
Ping node

Bond (active backup)
bond2:192.168.4.221

Remote Disks,
1P:192.168.6.221
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Client-1: ESXi,
XEN, Hyper-V

=

eth0:192.168.21.101 (SMB, NFS or iSCSI) ethom

eth1:192.168.31.101 (SMB, NFS or iSCSI) eth1 E3) [
ethO or eth1:192.168.4.101 (Ping Node) -

NOTE:

Ring path (heartbeat) and Ping nodes must
run on Active-Backup bonding. Ring and
Ping IP must be configured in the same
network subnet.

open-e

Client-2: ESXi,
XEN, Hyper-V

X

JovianDSS
node-a

Storage Client Access
bond0:192.168.0.220
(iSCSI-MPIO)

Storage Client Access
bond1:192.168.2.220
(iSCSI-MPIO)
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