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The aim of this document is to demonstrate how set up a baCKUﬁ of data residing on both JovianDSS High-Availibility Cluster nodes
to local-backup and to a remote backup-server over the LAN with Off-Site Data Protection Service.

Off-Site Data Protection Service creates rotational auto-snapshots of a dataset or zvol according to a retention-interval plan, and
optionally asynchronously replicates snapshots delta to the local or remote destinations.

Asynchronous replication of rotational-auto-snapshots delta to local or remote destinations, where destination is:
1. Another dataset or zvol within the same ZFS pool.
2. Dataset or zvol on different ZFS pool.
3. Dataset or zvol on a remote node.

Retention plans:

The ODPS retention-interval plan consists of a series of retention periods to interval associations:
"retention_every_interval,retention_every_interval,retention_every_interval,...".

Example: Thour_every_10min,3day_every_Thour,Tmonth_every_1day

Both intervals and retention periods use standard units of time or multiples of them, with full names or a shortcut according to the
following list: second |sec|s, minute | min, hour | h, day|d, week|w, month|mon|m, year|y

Rotational auto-snapshots on both source and destination are created according to retention plans. It is possible to have different
retention plans for source and destination pool.
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To set up a JovianDSS Off-site Data Protection and HA, perform the following steps:

1. Hardware configuration 8. Issuing odps commands

2. Create new Pools: 9. Odps commands examples
2.1. Create new Pool on node-a. 10. Testing of auto-snapshot functions
2.2. Create new Pool on node-b. 11. Testing data restore
2.3. Create new Pool on backup-local server 12. Disable the running tasks using odps
2.4. Create new Pool on backup-remote server commands

3. Create new shares

4. Create new target

5. Create new NAS volume (dataset)
6. Create new iSCSI volume (zvol)

7. Configure CLI access
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1. Hardware configuration High-Availability Open-E JovianDSS
production server

Backup on local pool

toclsite Remotesite | Backup on system in same location

Existing company’s IT infrastructure

E@l E@l 5@{ EJ@ gJ@ §|J§| o soes Backup on remote site

NFS, SMB, iSCSI gpen-e &<y

1P:192.168.0.60 | IP:192.168.0.61 IP:192.168.0.62 : JovianDss . N
were o e s pore oo i — Risks Counter measure Restore time
/ioviangSS ﬁovlan‘[’;‘SS gnvlamﬁSS e .

ol oft-ste N Virus attack Snapshots Instant
- B39 — A Data corruption Self-healing Instant
Data storage as High Availability Cluster Backup server J D|Sk fallure RAID Insta nt

,,,,,,,,,,,,,,,,,,,,,,, L °‘| Rebuild failure Second RAID Instant
System failure Backup server Instant

| | .
1 Natural disaster Remote server Hours

Storage Management Entglrﬂail?:ring mgaii‘teoring

------------------------------- | T e Theft Remote server Hours
glzl B @ 5@ — @ Human error Remote server Hours
S DR Downtime High Availability Instant
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2.1. Create new Pool on node-a

open-e

(JovianDSS - node-a)
IP Address: 192.168.0.60

Go to menu Storage on node-a and
create Pool-0.

NOTE:

The focus of this document is ODPS.
This is why it will not show Pool
creation step-by-step. Please refer to
the JovianDSS Quick Start Guide for
details.

This document also does not show
the HA-Cluster setup step-by-step.

2 node-a X | «2 node-b X <2 backup-local

(D #  hitps://192.168.0.60

open-e &3
JovianDSS

é% Storage Storage

{;}% User Management

-~ -

%T—'; Failover Settings © POOI 0

}% Storage Settings State ONLINE
Zpool ID: 14295336180778377705

«é—] System Settings Total storage: 39.75 GiB
Disks: 1

% Diagnostics

Zpools available for import

®

Rescan required

Status:

@ Action:

Press Rescan storage button above to scan disks for new zpools.

¥« backup-remote x
C || Q search
@ About (D Help

& Trial version is valid for 255 days.

Zpool is functioning correctly.

None required.

s IEN
wB 94+ 4B =

—'.‘—........} 4+ Add zpaol

[®* oOptions v

Unassigned disks

Please refer to the Open-E JovianDSS e e e e A

High Availability Cluster (SAS, FC) T

Step-by-Step Guide ;
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https://www.open-e.com/site_media/download/documents/Jump-Start-JovianDSS.pdf
https://www.open-e.com/site_media/download/documents/Open-E-JovianDSS-High-Availability-Cluster-Step-by-Step.pdf
https://www.open-e.com/site_media/download/documents/Open-E-JovianDSS-High-Availability-Cluster-Step-by-Step.pdf
https://www.open-e.com/site_media/download/documents/Open-E-JovianDSS-High-Availability-Cluster-Step-by-Step.pdf
https://www.open-e.com/site_media/download/documents/Open-E-JovianDSS-High-Availability-Cluster-Step-by-Step.pdf
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+3 node-a % [ 3 node-b % |« backup-local % o backup-remote x|+

2.2. Create new Pool on node-b Of 216008 ¢ ][Q s

gpen-e o9
JovianDSS © About (@ Help

é% Storage Storage _."_.......} 4+ Add zpool

. 5}% User Management
| (JovianDSS - node-b)
L]
. matol s © Pool-1 [# oOptons v
T T |P Address: 192.168.0.61 52 Feilover Setsings
0 X o oo
}% Storage Settings S SRS Status: Zpool is functioning correctly.
Zpool ID: 6183680434300579748 @ Action: MNone required.
«é—] Seam e Total storage: 39.75 GiB
Disks: 4
% Diagnostics
N
Zpools available for import
Rescan required
Press Rescan storage button above to scan disks for new zpools.
Unassigned disks
Please create Pool-1 on node-b
Name Serial number Size  Model Blink
No unassigned disks found
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2.3. Create new Pool on backup-
local server

open-e

o o | (JovianDSS - backup-local)
T |P Address: 192.168.0.62

<2 node-a

(D #  hitps://192.168.0.62

open-e o
JovianDSS

g Storage
{;}% User Management

==
=23 Failover Settings
ailover q:

}% Storage Settings

@ About (D Help Trial version is valid for 254 days. v

& i System Settings

% Diagnostics

Please create Pool-0 on the backup-
local server.

X | <3 node-b <2 backup-local % | <2 backup-remote
e
Storage
© Pool-0
State ONLINE S
Zpool ID: 10175652553137950093 @ o
\; 109.00 GiB
Disks: 1
S

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

o - o mEm
Q Search wBe 9% A4 B =

I} Reca ) 4 Add zpool

[#* oOptions v

Zpool is functioning correctly.

None required.

Unassigned disks

Name Serial number Size  Model Blink
1  sdp 6000c29163dbdef1de51af816bb338db 10.00 GiB  Virtual disk [ ]
2 sdg 6000c29afaa%6d9e901525be61a41317 10.00 GiB  Virtual disk L]
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<3 node-a X | 3 nodeb % | o backup-local % |« backup-remote x|+

2.4. Create new Pool on backup- Ok a2 o808 ¢ ][ s

remote server open-¢ &9
JovianDSS © About (@ Help

Opc’ﬂ-c’ é% Storae Storage —'2"’%4‘ Add zpaol

{;}% User Management

(JovianDSS - backup-remote)

=] = L
T |P Address: 192.168.0.64 253 rutove seuings ([ & Optons |v
0 X o oo
}% Storage Settings e SRS Status: Zpool is functioning correctly.
Zpool ID: 12723450185866645702 @ Action: e
"-—] System Settings ‘; 109.00 GiB
Disks: "
% Diagnostics
~

Zpools available for import

: @ E:::Tl::;qnu:tr;ge button above to scan disks for new zpools.
Please create Pool-0 on the -
backu p—l’emote server. Unassigned disks

Name Serial number Size  Model Blink

1 sdp 6000c29613fe3c18fa6f078e5e50b0ca 10.00 GiB  Virtual disk L]
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<2 node-a X | <2 node-b ¥ | <2 backup-lecal ¥ | <9 backup-remote X | +

3. Create new share D6 o et e ][Q s

open-e o
JovianDSS © About (@ Help

é% Storage Storage ) Rescan = Add zpool

{;}% User Management

(JovianDSS - node-a)

0|
= = # Options v
Tl |P Address: 192.168.0.60 253 ruove seuinss ([ £
0 X o oo
}% Storage Settings e SRS Status: Zpool is functioning correctly.
Zpool ID: 14295336180778377705 @ Action: MNone required.
«t';—] S mmne: Total storage: 39.75 GiB
Disks: "
% Diagnostics
=tat Dick =Co! = lalail. " Shares Virtual IPs
-

C Shares —_— + Add dataset

No datasets found

Zpools available for import
In the pool menu select Shares and

click on the Add dataset button.

Rescan required
Press Rescan storage button above to scan disks for new zpools.

Unassigned disks

www.open-e.com
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3 node-a % | <2 node-b % | < backup-local % | < backup-remote x| + - g

3. Create new share . T e [a 48 9+ aBS =

open-e

Add new dataset HER

esss|escsesss] (JOVianDSS - nOde_a) Dataset properties
=== IP Address: 192.168.0.60 o

Deduplication Disabled (default) v

Copies 1 (default) v

MNumber of copies ofthe data.

Compression Iz4 (default) v
Sync: Standard \'t\efau\t_;\ ~
Log bias: Latency (default) W
Primary cache All (default) v
Secondary cache: All (default) ~
Access time Disabled (default) v

In Add new dataset, enter the name
vol00 and click on the Apply button.

[ D Enable quota

D Enable reservation

www.open-e.com 10
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3 node-a % | <2 node-b % | < backup-local % | < backup-remote x| + - g

3. Create new share 0 ipeeeieni 1 [Q st #e 9+ amS =
open-6 <3

JovianDSS © About (@ Help Trial version is valid for 255 days v

opc:n-e Storage Storage ¥) Rescan = Add zpool

User Management

(JovianDSS - node-a)

& #  Opti
T T~ |P Address: 192.168.0.60 52 Faiove senss [ Bt Oetors |v
0 X o oo

Storage Settings SRS HhELIE Status: Zpool is functioning correctly.
x
Zpool ID: 14295336180778377705 @ e None required.
@ﬁ System Settings Total storage: 39.75 GiB
Disks: 1
[% Diagnostics
Status Disk groups iISCS targets Snapshots Shares Virtual IPs
.
-
C Shares + Add dataset
-~ vol00 — Sharess0 — All active

[# Editdataset X Delete dataset .\-j- Add share
-

Share name Path Access protocc Comments Status Options

No shares found

In the pool menu select Shares and
click on the Add share button.

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

www.open-e.com
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3. Create new share

(JowanDSS node-a)

IP Address: 192.168.0.60

2 node-a

@ B | hitps:/

X | <2 node-b x

£192.168.0.60

Share wizard

1. Share properties 9
Share properties
iName

> backup-loca

Next, in Share wizard enter the
name of share, and click Next button.

www.open-e.com

Path

-

data

vol00/

% | < backup-remote X

C || Q search

Ifyou wantto share whole dataset leave this input empty.

+

g
wle @ ¢ &# B S

S

-
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3 node-a % | <2 node-b % | < backup-local % | < backup-remote x| + - g

3. Create new share 0 ipeeeieni 1 [Q st #e 9+ amS =

open-e

seefeeesleess] (JovianDSS - node-a) S e -
e Teee] |P Address: 192.168.0.60 i

NFS

2. Access protocols

(D Enable NFS service

SMB

—é L )Enable SMB service

Read only

Visible

In Access protocols, please set
Enable SMB service, and click Next

Handling large directories

b User access permisions ® Guest (anyone without password)
Utto n . Users with password
Advanced Inherit owner

Inherit permissions

v
X Cancel < Back \
-

www.open-e.com
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3 node-a % | <2 node-b % | < backup-local % | < backup-remote x| + - g

3. Create new share 0 ipeeeieni 1 [Q st #e 9+ amS =
open-6 <3

JovianDSS © About (@ Help Trial version is valid for 255 days v

opc)ﬂ-e Storage Storage ¥) Rescan = Add zpool

User Management

(JovianDSS - node-a)

: © Pool-0 [# oOptions v
. 1 Eailoeis P
T T~ |P Address: 192.168.0.60 Failover Sestings
0 X o oo
Storage Settings State OHLIE Status: Zpool is functioning correctly.
Zpool ID: 14295336180778377705 @ e None required.
@ﬁ System Settings Total storage: 39.75 GiB
Disks: 1
[% Diagnostics
Status Disk groups ISCSI targets Snapshots Shares Virtual IPs
C Shares + Add dataset
-~ vol00 — Shares:1 —— All active

NeW Share data Wlth the SMB Seerce Z Editdataset X Delete dataset + Add share

iS a Ctive . : Share name  Path Access protocols Comments Status Options
1 data ! SMB Active Options | v

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.
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< node-a % | o node-b % | > backup-local % | < backup-remote x|+ - g

4. Create new target Of e etee & ][ s TEEEEEE
apen-e &

JovianDSS © About (@ Help i\ Trial version is valid for 248 days v

opc:n-e Storage Storage ¥) Rescan = Add zpool

User Management

(JovianDSS - node-b)

= #  Opti
T T |P Address: 192.168.0.61 2 raiove sens: (LSRR Bt Oetors |v
0 X o oo
}(% Storage Settings SRS HhELIE Status: Zpool is functioning correctly.
Zpool ID: 6183680434300579748 @ Action: Naone required.
@Fﬁ System Settings Total storage: 39.75 GiB
Disks: 4
[% Diagnostics
Status Disk groups ISCSl targets Snapshots Shares Virtual IPs
O iscCsltargets > 4+ Add new target

No targets found.

In the pool menu select iSCSI targets
and click on the Add new target
button.

~  Zvols not attached to targets Zvols: 0

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

‘ lInaccinned dicks ‘

www.open-e.com
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2 node-a ¥ | <2 node-b ¥ <2 backup-lecal ¥ | <9 backup-remote X | + -

4. Create new target Of e etee & ][ s TEEEELE

| (JovianDSS - node-b) Target Wizard um |
IP Address: 192.168.0.61 TS

ign.2017-02:ha targeto| Generate default name

Target name )

Enter the Target name and click the
Next button.

-~

www.open-e.com
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4. Create new target

open-e

(JovianDSS - node-b)

IP Address: 192.168.0.61

In order to create a new volume
assigned to the target click on the
Add new zvol button.

2 node-a

(D #  https://192.168.0.61

X [ +2 no

de:

-b

% | > backup-local

e

<2 backup-remote

C || Q search

x

+

Target Wizard

1. Target name

2. Ivols

Zvols available for target

Name

Zvols available for target

www.open-e.com

Type

Logical size  SCSI ID

X cowe

~
> + Add new zvol

LUN  Access mode

o
o~
B
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3 node-a % | <3 node-b % | <2 backup-local % | < backup-remote X | + - g

4. Create new target Of e etee & ][ s TEEEEEEE

Add new zvol HEEBR

] (JovianDSS - node-b) Zuol propertes '
oo |P Address: 192.168.0.61 Name. L

e
Size: 1000] GiB

14.53 GiB physical available

Provisioning: Thick provisioned |I
® Thin provisioned (default)

Deduplication Disabled (default) v

Copies 1 (default) ~

MNumber of copies ofthe data.

Compression Iz4 (default) v

Volume block size 128 KiB (default) ~

Enter the zvol name zvol00 and size ‘
and click on the Add button. e e N

Log bias Latency (default) v
Primary cache: All (default) W
Secondary cache All (default) v

cocs NN |
-
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2 node-a ¥ | «2 node-b ¥ <2 backup-lecal ¥ | <2 backup-remote X | + =

4. Create new target Of e etee & ][ s TEEEEEEE

(JovianDSS - node-b) Target Wizarg am |

| IP Address: 192.168.0.61

2. Ivols

Zvols available for target

+ Add new zvol

Name Type Logical size  SCSI ID LUN  Access mode

zvol00 zvol 1000.00 GIB  h4rdnmJ6i85pkRbD 0 Read-write (default)

Now, click on the Next button.

2 Cancel < Back
.

-
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<2 node-a X, <2 node-b x |~ 2 backup-local % | «2 backup-remote X + - g
4. Create new target Of s 808 & ][ ser TEREEEE
open-e
LT CEEEIERAE] (JovianDSS - node-b) Target Wizard b
hbdd b LAALS LA lP AddreSS: 1 921 68061 Lilmastiane CHAP user access authentication
2l (D Enable CHAP users authentication
3. Access Mutual CHAP user
(“D Enable mutual CHAP user
A Target IP access restrictions
(D Enable target IP access restrictions
In Access tab, click on the Next
button.
3 Cancel < Back \
-
20
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3 node-a % | <3 node-b % | <2 backup-local % | < backup-remote X | + - g

4. Create new target Of e etee & ][ s TEEEEEEE

I (JovianDSS - node-b) Target Wizard ug |
L]
. Target name 2
T T |P Address: 192.168.0.61 e v
0 X o oo L]
2 Zvols Name: ign.2017-02:ha.target0
3. Access Zvals attached to target
]
4. Summary
Name SCSIID LUN  Access mode
zvol00 hdrdnmJGig5pkRbD 0 Read-write (default)
CHAP users
®
CHAP user access authentication is disabled.
Mutual CHAP user
In Summary, click on the Add button. -
Mutual CHAP user is disabled
Target IP access restrictions
®
v
-

www.open-e.com 21
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4. Create new target

open-e

[Feselescs]esesleess] (JovianDSS - node-b)
T T |P Address: 192.168.0.61

New iSCSI target with the assigned
zvol00 is up and running.

www.open-e.com

<2 node-a ¥ | <2 node-b ¥ <2 backup-lecal ¥ | <9 backup-remote *

(D #  https://192.168.0.61

open-e o9
JovianDSS

Storage Storage

User Management

3 Failover Settings © Pool-1
}(% Storage Settings HEL ONLINE
Zpoal ID: 6183680434300579748
& i System Settings Total storage: 39.75 GiB ( : )
Disks: 4
[% Diagnostics
Status Disk groups ISCSl targets Snapshots

Q iscsitargets

%”\ ign.2017-02:hatarget0 —— Status: Active ——  Zvols: 1

Name Type SCSIID
1 zvol00 zvol hdrdnmJ6i85pkRbD
™ Zvols not attached to targets Zvols: 0

Zpools available for import

- o E

+
e || Q search wBa @ ¢+ 4 B X =
(@) About (3 Help Trial version is valid for 248 days v
T) Rescan = Add zpool
~
[# oOptions v
Status: Zpool is functioning correctly.
Action: MNone required.
Shares Virtual IPs
+ Add new target
[# oOptions v
LUN Logical size Physical size Compression  Provisioning
0 1000.00 GiB 93.00 KiB 1.00  thin *
~



Open-E JovianDSS Off-site Data Protection and HA 0/06”/7'0

3 node-a % | <3 nodeb % | < backup-local % | < backup-remote X | + - g

5. Create new NAS volume (dataset) - o@ v e[ Qs R B

Add new dataset [ {ClX] [
2l (JovianDSS - backup-local) Dataset propertes
—r—1—7— IP Address: 192.168.0.62 G
e Deduplication - Disabled (default) “
Copies 1 (default) v

MNumber of copies ofthe data.

Compression Iz4 (default) v

Sync: Standard (default) ~

Log bias: Latency (default) W

Primary cache All (default) v

Secondary cache: All (default) ~

In Dataset properties, enter the name =— st Disabied (efau v

vol00 and click on the Apply button.

[ D Enable quota

D Enable reservation

-
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< node-a % | o node-b % | <= backup-local % | > backup-remote x|+ - g

5. Create new NAS volume (dataset) - o@ wmime e[ N
open-6 <3

JovianDSS © About (@ Help Trial version is valid for 254 days v

Storage Storage ¥) Rescan = Add zpool

User Management

| (JovianDSS - backup-local)
IP Address: 192.168.0.62 TS © Pool-0 [ optons

}(% Storage Settings SRS HLELEE Status: Zpool is functioning correctly.

Zpool ID: 10175652553137950093 @ St Pt
@ﬁ System Settings Total storage: 109.00 GiB

Disks: 1
[% Diagnostics

Status Disk groups ISCSI targets Snapshots Shares Virtual IPs
C Shares + Add dataset
> A~ vol00 — Shares:0 —— All active
[# Edtdataset X Delete dataset + Add share
N eW Vo I 00 IS a Ct Ive ° Share name Path Access protocc Comments Status Options

No shares found

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

www.open-e.com 24
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<2 node-a ¥ | <2 node-b ¥ | 2 backup-local ¥ | <2 backup-remote bdr| g

6. Create new iSCSI volume (zvol) D8 e i e ][ s

open-e &3
JovianDSS © About (D Help

é% Storage Storage ¥) Rescan = Add zpool

o]
{;jj User Management

a (JovianDSS - backup-local)
—TToT |P Address: 192.168.0.62 SLEEEEE  © Pool-0 2 Optors Iv

}(% Storage Settings SR HHELEE Status: Zpool is functioning correctly.
Zpool ID: 10175652553137950093 Action: None required.
@ﬁ System Settings Total storage: 109.00 GiB @
Disks: 1
[% Diagnostics
Status Disk groups ISCSl targets Snapshots Shares Virtual IPs
If the zvol details are not shown, & e Bl Fap—
please click on the arrow icon.
No targets found.
Inthe pool menu selectiSCSIitargets | NIl = @ @
and C||Ck on the Add new ZVOI - Zvols not attached to targets ——  Zvols: 0
> [# ions v
button. >E
~. - Addnew zvol
-
No wolumes found

Zpools available for import

25
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3 node-a % | <3 nodeb % | < backup-local % | < backup-remote x| + - g

6. Create new iSCSI volume (zvol) O s 21680% e[ Qs R B

Add new zvol 7 ]c]x]

4 (JovianDSS - backup-local) - .
—r—a—— |P Address: 192.168.0.62 ) -

5000
-

76.31 GiB physical available
Provisioning Thick provisioned
® Thin provisioned (default)
Deduplication: Disabled (default) W

Copies 1 (default) v

MNumber of copies ofthe data.

Compression Iz4 (default) v
Volume block size 128 KiB (default) v
Enter the zvol name zvol00 and size e Disabld g
and click on the Add button. Lo Lateny (dfat) v
: Primary cache Al (default) v
Secondary cache Al (default) ~

(D Attach to target

www.open-e.com 26
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< node-a % | o node-b % | <= backup-local % | > backup-remote x|+ - g

6. Create new iSCSI volume (zvol) O s 21680% e[ Qs R B
open-6 <3

JovianDSS © About (@ Help Trial version is valid for 254 days v

Storage Storage T) Rescan = Add zpool

User Management

| (JovianDSS - backup-local)
IP Address: 192.168.0.62 =R © Pool-O [ optons

Storage Settings SRS HhELIE Status: Zpool is functioning correctly.
x
Zpool ID: 10175652553137950093 @ St e
@ﬁ System Settings Total storage: 109.00 GiB
Disks: 1
[% Diagnostics
Status Disk groups ISCSl targets Snapshots Shares Virtual IPs
O iscCsltargets + Add new target
No targets found.
N ew zZvo | OO h as bee n Created ° - Zvols not attached to targets ——  Zvols: 1
[# oOptions v
Name = Type Logical size Physical size Compression  Provisioning
> 1 zvol00 zvol 488 TiB 146.25 KiB 100  thin ™
A~

Zpools available for import

27
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| <2 nedea % |« node-b % < backup-local % < backup-remote X+ - g

7. Configure CLI access Of s mae e ][Q s
open-e &

JovianDSS © About (D Help

S% Storage System Settings

o
. &) User Management
2l (JovianDSS - node-a) © q D
esss|sses]esss]sssse IP AddI’ESSZ 192.1 68.0.60 A%:?; Failover Settings ) use CLl access

Allowed adresses

}(% Storage Settings

Allowed network addresses:

M Settings Port: 22223

[% Diagnostics 95335"“”"1 -----

Password confirmation: ~ eesss

Advanced options

Next, go to System Settings. In CLI |
access enter password and click :
Apply button. Please make these
settings the same for all nodes.

Please generate and download a key if you want to use the CLI Access functionality
without a password.

1 Generate and download new key by clicking "Generate and download”

'ﬁ' Generate and download

2 Download already existing key by clicking "Download”

&, Download

]
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8. Issuing ODPS commands

gpen-e

esss|sscsfesss]| (JovianDSS - nOde'a)
oo P Address: 192.168.0.60

BT P P P P P PP P PP PR PPEPPIPP

In Command Prompt run plink.exe
i (ssh Windows-client from putty.org)

. Please refer to the JovianDSS Quick

: Start Guide for details.

i In order to check proper CLI

i configuration, please issue same
command for all nodes accordingly:
plink.exe -pw admin -P 22223 -| cli 192.168.0.60
i plink.exe -pw admin -P 22223 -| cli 192.168.0.61
i plink.exe -pw admin -P 22223 - cli 192.168.0.62
plink.exe -pw admin -P 22223 -| cli 192.168.0.64

www.open-e.com

Administrator: Command Prompt

:\CLI>pTlink.exe -pw admin -P 22223 -1 c1i 192.168.0.60 help

] -
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8. Issuing ODPS commands

gpen-e

o o e | (JovianDSS - node-a)
e |P Address: 192.168.0.60

The help command output show all
. currently available JovianDSS cli-
i commands

: In order to list odps command syntax
i and examples, enter:
plink -pw admin -P 22223 -| cli 192.168.0.60 odps

www.open-e.com

C:\CLI> ]
:\CLI>plink.exe -pw admin -P 222

Administrator: Command Prompt

23 -1 c1i 192.168.0.60 help

lAvailable commands:

Run:

attach_volume_to_iscsi_target
check_mk_agent
create_clone_for_given_snapshot
create_iscsi_target

create_pool

create_snapshot

create_volume

delete_cTone
delete_iscsi_target

delete_pool

delete_snapshot

delete_volume
detach_volume_from_iscsi_target
get_clones_for_given_snapshot
get_iscsi_targets_for_given_pool
get_pools
get_snapshots_for_given_volume
get_volumes_assigned_to_iscsi_target
get_volumes_for_given_pool

help

node_bind

node_unbind

odps

reboot

shutdown

command_name --help
to see help for selected command

C: \CLI>
<
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8. Issuing ODPS commands

gpen-e

o o e | (JovianDSS - node-a)
e |P Address: 192.168.0.60

i The command odps set show current

 settings of
: the Off-site Data Protection Service.

. Node-a (192.168.0.60)

: show already attached backup nodes
: 192.168.0.62 (backup-local)

1 192.168.0.64 (backup-remote)

. Node-b (192.168.0.61)

i show already attached backup nodes
: 192.168.0.62 (backup-local)

: 192.168.0.64 (backup-remote)

www.open-e.com

= Administrator: Command Prompt
C:\CLI>

C:\CLT>

C:\CLI>

C:\CLI>

C:\CLI>

C:\CLI>

C:\CLI>

C:\CLI>

C:\CLI>

C:\CLI>plink.exe -pw admin -P 22223 -1 c1i 192.168.0.60 odps set
Current ODPS settings:

Backup nodes:
192.168.0.62
192.168.0.64

ask defaults:
Default retention plan: lh_every_5min,3d_everyllh,1m_every_1d

asks:

No tasks found.

C:\CLI>plink.exe -pw admin -P 22223 -1 c1i 192.168.0.61 odps set
Current ODPS settings:

Backup nodes:
192.168.0.62
192.168.0.64

Default retention plan: lh_every_5min,3d_every_1lh,1m_every_1d

No tasks found.
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9. Odps command examples

## plink (ssh) using key file with ,-i” option (please refer to Quick Start Guide in order to learn how to generate
the key)
plink.exe -i node-a.ppk -P 22223 -I cli 192.168.0.60 odps (it will list all available commands and usage examples )
## plink (ssg) using password with ,,-pw" option
plink.exe -pw admin -P 22223 -| cli 192.168.0.60 odps
## node 192.168.0.60
plink.exe -pw admin -P 22223 -| cli 192.168.0.60 odps attach-backup-node 192.168.0.62 node-password admin
plink.exe -pw admin -P 22223 -| cli 192.168.0.60 odps attach-backup-node 192.168.0.64 node-password admin
## node 192.168.0.61
plink.exe -pw admin -P 22223 -I cli 192.168.0.61 odps attach-backup-node 192.168.0.62 node-password admin
plink.exe -pw admin -P 22223 -I cli 192.168.0.61 odps attach-backup-node 192.168.0.64 node-password admin
## NOTE: the following command must be entered as single line. The vol and zvol on destination mode must be
created before creating the odps task.
plink.exe -pw admin -P 22223 -| cli 192.168.0.60 odps create-task source=Pool-0/vol00
plan=4h_every_1min,2w_every_1h destination=192.168.0.62:Pool-0/vol00
plan=1d_every_1min,2w_every_5min,3m_every_1h
destination=192.168.0.64:Pool-0/vol00 plan=3w_every_5min,ém_every_1d mbuffer
Task has been successfully created

www.open-e.com 32
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8. Issuing ODPS commands

gpen-e

o o e | (JovianDSS - node-a)
e |P Address: 192.168.0.60

i The odps set on node-a

1 (192.168.0.60) show attached backup-
: local server and configured backup-

: task with source: Pool-0/vol00 and 2

i destinations:

: 192.168.0.62:Pool-0/vol00

: 192.168.0.64:Pool-0/vol00

www.open-e.com

o] Administrator: Command Prompt
CINELT>

C:\CLI>pTlink.exe -pw admin -P 22223 -1 cT1i 192.168.0.60 odps set
Current ODPS settings:

Backup nodes:
192.168.0.62
192.168.0.64

ask defaults:
Default retention plan: lh_every_5min,3d_every_1ih,1lm_every_1d

asks:
Source: Pool1-0/vo100
Enabled: yes
Retention plan: 4hours_every_lminute,2weeks_every_lhour
Destination: odp@192.168.0.64:Pool1-0/vo100
Retention plan: 3weeks_every_5minutes,6months_every_lday
Destination: odp@192.168.0.62:Pool1-0/vo100

open-e

Retention plan: lday_every_lminute,2weeks_every_5Sminutes,3months_every_1lhour

Mbuffer: on
Mbuffer size: 1G

33
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8. Issuing ODPS commands

o) Administrator: Command Prompt & =]
gpen-e 4

—> C:\CLI>pTlink.exe -pw admin -P 22223 -1 c1i 192.168.0.60 odps status
; Service running: Yes
| XX CO0 Crrn o) (JOVIanDSS nOde a) il 1?955 [debug] cleaning up snapshots on Pool1-0/vo100
. H o =1
I e rmm IP AddreSS. 192168060 :18: 2 [info] running post snapshot command on Pool1-0/vo100
I o o :18: . [info]l done with backupset Poo1-0/vo100 in 10 seconds
[debug] send/receive worker for Poo1-0/vo100 done (4424)
[debug] snapshot worker for Pool-0/vol00 spawned (8190)
[info] creating snapshot on Pool- O,vo'lOO
[info] running post snapshot command on Pool1-0/vo100
[debug] snapshot worker for Pool1-0/ 0 done (8190)
[debug] send/receive worker for Pool /0100 spawned (8199)
[info] starting work on backupSet Pool vo100
[debug] sending snapshots from Pool1-0/vo100 to odp@192.168.0.64:Pool1-0/vo100
[debug] cleaning up snapshots on odp@lg" 168.0.64:Poo1-0/vo100
[info] running post snapshot command on Pool1-0/vol100
[debug] sending snapshots from Pool1-0/vo100 to odp@192.168.0.62:Pool1-0/vo100
[debug] cleaning up snapshots on odp@192.168.0.62:Poo1-0/vo100
[info] running post snapshot command on Pool1-0/vo100
=019 . [debug] cleaning up snapshots on Pool1-0/vo100
: : [info] running post snapshot command on Pool-0/vo100

‘1o: fo] done with backupset Pool-0/vo100 in 10 d
The odps status command show | _ a1 qoar] fanrad done whi Backipler beot"oioti 1h 0 seconse
most recent Odps events. H
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8. Issuing ODPS commands

o] Administrator: Command Prompt et =]
C:\CLI>

(JovianDSS - node-b) :\CLI>pTlink.exe -pw admin -P 22223 -1 c1i 192.168.0.61 odps set
Current ODPS settings:

el b A ddress: 192.168.0.61
Backup nodes:

sseofescefeccefecee 192.168.0.62

192.168.0.64

TR ask defaults:
; f Default retention plan: lh_every_5min,3d_every_1lh,1lm_every_1d

i The odps set on node-b il

: (192.168.0.61) show attached backup =RUERES PIgln e el

: i : Retention plan: 4hours_every_1lminute, 2weeks_every_lhour

ﬂOdeS and Conflgured baCkUp_taSk Destw’nat‘ioﬁ: odp@lg%.lGS.O.gi:Poo'I—O,-"‘zvo'IOO . : .

: ; . g Retention plan: 3weeks_ever ninutes,6months_every_lda

Wlth source. POO|'1/ZVO|OO and 2 Destination: oc_ip@lg_lz.les.g.GZ:Poo'I—O,-‘z_vo'IOO " y Y I ;

: ; ; . i Retention plan: lday_every_lminute,2weeks_every_Sminutes,3months_every_lhour
: destinations: B o P VEVERy y y

: 192.168.0.62:Pool-0/zvol00 MRULTer Slecs AY

: 192.168.0.64:Pool-0/zvol00 b
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<2 node-a ¥ | <2 node-b ¥ | 2 backup-local ¥\ <" backup-remote X | +

10. Testing of auto-snapshot Oh [ mominmissos @ ][ s

functions gpen-e o
JovianDSS © About (D Help

E% Storage Storage T) Rescan = Add zpool

o]
@‘3 User Management

(JovianDSS - backup-local)

0|
fad =] - # Options v
T T |P Address: 192.168.0.62 252 Fuiover seuinss (Y = o
0 X o oo
Storage Settings tatus: pool is functioning correctly.
X < Serti State ONLINE s Zpool is fn I
Zpool ID: 10175652553137950093 @ e None required.
@Fﬁ System Settings Total storage: 109.00 GiB
Disks: 1
[% Diagnostics
Status Disk groups ISCSI targets Snapshots Shares Virtual IPs

Q Snapshots
Once odps task is running, in the pool

menu in Snapshots tab, a @ icon
show that snapshots are created.
Please click on the = icon in order to
list created snapshots.

#~  Snapshots of zvols

Name

B zvol00 + Add new snapshot

~  Snapshots of datasets

Name

%E val00 =+ Add new snapshot

www.open-e.com
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- o
3 node-a % | <3 nodeb % | < backup-local % |« backup-remote x| + o

10. Testing of auto-snapshot ©8 s i & |[@ seow EERLEE
functions open-e &3

JovianD S S (@ About (3 Help s Trial version is valid for 251 days = v
Storage T) Rescan = Add zpool

VUSRS Ve 1REU TOuY Upuons e -
(J ovianDSS ba CkU p |Oca |) e T Zvol00@autosnap. 2017-02-13-201900 Options v
[eceefececfoccc]ooee] I00@autosnap_2017-02-13-202000 Options v

IP Address: 192.168.0.62 . "
bl Eedhdhdid * zvol00@autosnap_2017-02-13-202100 Options v
0 o
Storage Settings zvol00@autosnap_2017-02-13-202200 Options i
zvol00@autosnap_2017-02-13-202300 Options v
System Settings 2vol00@autosnap_2017-02-13-202400 Options v
zvol00@autosnap_2017-02-13-202500 Options e
Diagnostics

zvol00@autosnap_2017-02-13-202600 Options b
% zvol00@autosnap_2017-02-13-202700 Options v
zvol00@autosnap_2017-02-13-202800 Options W
zvol00@autosnap_2017-02-13-202900 Options v
zvol00@autosnap_2017-02-13-203000 Options v
AUtO-Sna pShOtS Created On baCku p- zvol00@autosnap_2017-02-13-203100 Options v
local server (192.168.0.62) 2vol00@autosnap_2017-02-13-203200 Options v
zvol00@autosnap_2017-02-13-203300 Options v
zvol00@autosnap_2017-02-13-203600 Options v
zvol00@autosnap_2017-02-13-203700 Options v

- Snapshots of datasets
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10. Testing of auto-snapshot
functions

(JovianDSS - backup-local)
IP Address: 192.168.0.62

Auto-Snapshots created on backup-
local server (192.168.0.62)

www.open-e.com

<2 node-a % | o node-b % | = backup-local % |« backup-remote X |+ - g
OB hitps//192.168.0.62 & || Q Search w8 O +F 4 B 5 =
open-¢ &2
JovianDSS © About (@ Help Trial version is valid for 251 days = v
Storage T) Resean = Add zpool
vol00@autosnap_2017-02-13-201600 Options W ~
User Management
vol00@autosnap_2017-02-13-201700 Options v
0 el B vol00@autosnap_2017-02-13-201800 Options v
vol00@autosnap_2017-02-13-201900 Options v
ge Settings vol00@autosnap_2017-02-13-202000 Options v
vol00@autosnap_2017-02-13-202100 Options v
System Settings
vol00@autosnap_2017-02-13-202200 Options v
= % vol00@autosnap_2017-02-13-202300 Options v
Diagnostics
vol00@autosnap_2017-02-13-202400 Options L4
vol00@autosnap_2017-02-13-202500 Options v
vol00@autosnap_2017-02-13-202600 Options il
vol00@autosnap_2017-02-13-202700 Options v
vol00@autosnap_2017-02-13-202800 Options W
vol00@autosnap_2017-02-13-202900 Options v
vol00@autosnap_2017-02-13-203000 Options W
vol00@autosnap_2017-02-13-203100 Options v
vol00@autosnap_2017-02-13-203200 Options ™
vol00@autosnap_2017-02-13-203300 Options v
vol00@autosnap_2017-02-13-203400 Options v
vol00@autosnap_2017-02-13-203500 Options v
vol00@autosnap_2017-02-13-203600 Options b
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- o
<3 node-a % | «2 node-b % | < backup-local % | <2 backup-remote X\ + =l

10. Testing of auto-snapshot ©8 s etisos & |[@ s TEEERLEE
functions open-e &3

JovianDSS @ About () Help . Trial version is valid for 252 days =

Storage T) Resean = Add zpool

User Management

(JovianDSS - backup-remote)
IP Address: 192.168.0.64 32 Failover Settings & 2l + Addnew snapshot

Name

YYY] [T Y Y zvol00@autosnap_2017-02-13-192600 Options v
ge Settings zvol00@autosnap_2017-02-13-193000 Options v
zvol00@autosnap_2017-02-13-193500 Options v
System Settings
zvol00@autosnap_2017-02-13-194000 Options v
Diagnostics zvol00@autosnap_2017-02-13-194500 Options v
zvol00@autosnap_2017-02-13-195000 Options v
. 2vol00@autosnap_2017-02-13-195600 Options v
zvol00@autosnap_2017-02-13-200000 Options v
zvol00@autosnap_2017-02-13-200500 Options W
AutO—Sna pShOtS Created On backu p_ zvol00@autosnap_2017-02-13-201000 Options v
zvol00@autosnap_2017-02-13-201600 Options ™
rem Ote server ( 1 92 ‘ 1 68 ‘ O 64) 2vol00@autosnap_2017-02-13-202000 Options v
zvol00@autosnap_2017-02-13-202500 Options v
zvol00@autosnap_2017-02-13-203000 Options v
zvol00@autosnap_2017-02-13-203600 Options b
zvol00@autosnap_2017-02-13-203700 Options v

- Snapshots of datasets
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10. Testing of auto-snapshot
functions

(JovianDSS - backup-remote)
IP Address: 192.168.0.64

<2 node-a ¥ | <2 node-b ¥ | <2 backup-local

(D # | https://192.168.0.64

gpen-e &3
JovianDSS

Storage

User Management

2 Failover Settings

ge Settings

System Settings

Diagnostics

Auto-Snapshots created on backup-
remote server (192.168.0.64)

www.open-e.com

vol00@autosnap_2017-02-13-191000
vol00@autosnap_2017-02-13-191500
vol00@autosnap_2017-02-13-182000
vol00@autosnap_2017-02-13-192500
vol00@autosnap_2017-02-13-193000
vol00@autosnap_2017-02-13-193500
vol00@autosnap_2017-02-13-194000
vol00@autosnap_2017-02-13-194500
vol00@autosnap_2017-02-13-195000
vol00@autosnap_2017-02-13-195500
vol00@autosnap_2017-02-13-200000
vol00@autosnap_2017-02-13-200500
vol00@autosnap_2017-02-13-201000
vol00@autosnap_2017-02-13-201500
vol00@autosnap_2017-02-13-202000
vol00@autosnap_2017-02-13-202500
vol00@autosnap_2017-02-13-203000
vol00@autosnap_2017-02-13-203500

vol00@autosnap_2017-02-13-203700

Trial version is valid for 252 days

) Rescan

Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options
Options

Options

- o EN

wBe 9+ & B3 =

+ Add zpool
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<2 node-a X | <2 node-b ¥ | 2 backup-local ¥ | <" backup-remote X | +

11. Testing data restore Oh [ mominmiisos @ ][ s
open-6 <

JovianDSS @ About () Help
E% Storage Storage ¥) Resean = Add zpool
. qo User Management is ‘S.W‘ﬂgg- —— . )
a (JovianDSS - backup-local) o q e :
B D |P AddreSS: 1 92'1 68'0'62 %:lé ileer TRt Status Disk groups iSCSl targets Snapshots Shares Virtual IPs
sssesfescofecccfecce ‘)% e O iscsl targets + Add new target
{}ﬁ S S - ign.2017-02;dss62 target) ——  Status: Active ——  Zvols: 0
% [# oOptions v
Diagnostics
. Name Type SCSIID LUN Logical size Physical size Compression  Provisioning
In case of required data restore or a B
disaster recovery of aniSCSlvolume, | | = @
go to backup-local server and select
. . - Zvols not attached to targets ——  Zvols: 1
Attach to target function in order to ”
. Options v
make the zvol00 available on the >
k Name = Type Logical size Physical size Compression  Provisioning
networ ° 1 zvol00 zvol 1000.00 GiB 216.00 KiB 1.00  thin L4
> ¥ Attach to target
. [# Edit
X Delete

Zpools available for import

Rescan required
Press Rescan storage button above to scan disks for new zpools.

41
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3 node-a % | <3 nodeb X | 2 backup-local % |« backup-remote x| + - g
11. Testing data restore D6 s 2E0R & | [ o w6 9+ 4 WI =
| (JovianDSS - backup-local)
IP Address: 192.168.0.62
Attach zvol0O to target HE
> Target name ign.2017-02:jds 562 target(| v }
SCSlD Generate
LUN

Access mode Read-write (default) ~

Select previously created target. —
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11. Testing data restore

(JovianDSS - backup-local)

1 IP Address: 192.168.0.62

In case of required data restore or a
disaster recovery of an NAS volume,
go to backup-local server Shares tab
and select Add share function in
order to make the dataset available
on the network.

<2 node-a ¥ | <2 node-b ¥ | = backup-local ¥ | <2 backup-remote X | +
@8 hitps://192.168.0.62 & | search

open-e &3

JovianDSS @ bt @ Help
E% Storage Storage ¥) Resean = Add zpool

B Zpour: U TOITATIOTILI TS @ g i Mane required. y
@j User Management Total storage: 9.94 GiB l
P Disks: 2
%3 Failover Settings

2 —~ Z
. Status Disk groups e Shares Virtual IPs
X Storage Settings -
C Shares 4+ Add dataset
& ] System Settings
~ vol00 — Shares:0 -|— All active
% Diagnostics [# Editdataset X Delete datasel a4+ Add share
e
L3 = Access protocc Comments Status Options
No shares found
Py
Zpools available for import

www.open-e.com

Rescan required
Press Rescan storage button above to scan disks for new zpools.

Unassigned disks

Local disks
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11. Testing data restore

| (JovianDSS - backup-local)
IP Address: 192.168.0.62

! Enter required share name. —_—

www.open-e.com

<2 node-a ¥ | <2 node-b

(D8 https://192168.0.62

Share wizard

1. Share properties

¥ | 2 backup-local X | «2 backup-remote *

Share properties

Path

—
e

C || Q search

tlata—backud

vol00/

Ifyou wantto share whole dataset leave this input empty.

+
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< node-a % | o node-b % | <= backup-local % | > backup-remote x|+ - g

11. Testing data restore CINESETT & [ s TEEELEIE

- (JOVianDSS - backup—IOcaI) Share wizard [ ]
e Toeee] |P Address: 192.168.0.62 ose morenes D I -

[ DEnable NFS service

2. Access protocols

SMB

D Enable SMB service

Read only

Visible

Handling large directories

User access permisions ® Guest (anyone without password)

Users with password

Click Next button.

Advanced Inherit owner
Inherit permissions
Map ACL inherit

v

X Cancel < Back \

-
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- o ER
*B8 9 ¥ &+ B 5 =

<2 node-a ¥ | <2 node-b ¥ | 2 backup-local ¥ <9 backup-remote X | +

11. Testing data restore O om0 o[ Qs

(JovianDSS - backup-local) Share wizard oo

] =
T T |P Address: 192.168.0.62 1. Sharo propertics [[RSRTRENS mE
0 X o oo
2. Access protocols @ Guest user access enabled
User access configuration is not available because Guest user access is enabled for SMB protocol.
3. Userigroup
access
i Click Next button. Next, in Summary,
i click on the Add button.
H A Group access [
Guest user access enabled
Group access configuration is not available because Guest user access is enabled for SMB protocol.
v
3 Cancel < Back \
-
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12. Disable the running tasks using
odps commands

gpen-e

= Administrator: Command Prompt = =

o o e | (JovianDSS - node-a)
e |P Address: 192.168.0.60

C:\CLI>
\CLI>
INELD
\CLI>
\CLI>
\CLI>
INELD>
\CLI>
\CLI>plink.exe -pw admin -P 22223 -1 cl1i 192.168.0.60 odps disable-task Pool1-0/vo100
ask Pool1-0/vo100 has been disabled.

C
C
C
C
C
C
C
C

BT P P P P P PP P PP PR PPEPPIPP

C:\CLI>

While testing data restore, please
i disable the running tasks using odps
. disable-task command.
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