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TOSETUPVOLUMEREPLICATIONWITHFAILOVERWITHMULTIPATH, 

PERFORMTHEFOLLOWINGSTEPS:

1. Hardware configuration:  

ÅSettings server names, ethernetports on both nodes.

2. Configure the Secondary node:

ÅCreate a Volume Group, iSCSI Volume

ÅConfigure Volume Replication mode (destination mode) ïsettings mirror IP address

3. Configure the Primary node

ÅCreate a Volume Group, iSCSI Volume

ÅConfigureVolumeReplicationmode (source mode) ïsettings mirror IP address, creatingVolumeReplicationtask and start 

replication task.

4. Create new target on Secondary node

5. Create new target on Primary node

6. Configure iSCSIFailover(primaryand secondarynode, unicast)

7. Configure virtualIP and Auxiliary connection

8. StartFailoverService

9. Test FailoverFunction

10. Run FailbackFunction

11. Configure MPIO on XenServer(49õ74 slides)

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Data Server (DSS1)

Primary node
IP Address:192.168.0.230

iSCSIFailover/Volume Replication

PING NODEs

IP Address : 192.168.1.106; 192.168.1.107

IP Address : 192.168.2.106; 192.168.2.107

Storage Client Access, Multipath

Auxiliary connection(Heartbeat)

IP:192.168.1.230 eth1

Switch1 Switch2

Volume Replication , 

Auxiliary connection(Heartbeat)

IP:192.168.3.230 eth3

Port usedfor WEB GUI  management 

Auxiliary connection(Heartbeat)

IP:192.168.0.230 eth0

Note: Directpoint-to-pointconnectionisrecommendedforthevolumereplication.

Port usedfor WEB GUI  management

Auxiliary connection(Heartbeat)

eth0 IP:192.168.0.240

Multipath, StorageClient Access, 

Auxiliary connection(Heartbeat)

eth1    IP:192.168.1.240

Volume Replication ,

Auxiliary connection(Heartbeat)

eth3 IP:192.168.3.240

StorageClient

IP Address : 192.168.10.251

IP Address : 192.168.20.251

(Multipath  - Round Robin)

Storage Client Access, Multipath

Auxiliary connection(Heartbeat)

IP:192.168.2.230 eth2

VirtualIP Address:

192.168.10.250 (iSCSITarget)

VirtualIP Address:

192.168.20.250 (iSCSITarget)

Multipath, StorageClient Access, 

Auxiliary connection(Heartbeat)

eth2    IP:192.168.2.240

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

After logging on theDSS V6 

pleasego to ăSETUPótab, 

ănetworkó and ĂInterfacesò. In 

ĂServer nameó functionenter 

Server name, in this  example

Ădss2ó and clickapplybutton. 

(All connectionswill be 

restarted)

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Next selecteth0interfaceand 

change  IP Address from 

192.168.0.220 in field IP address

to 192.168.0.240, andclickapply

button. (This will restart network 

configuration).

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Now selecteth1interfaceand 

changeIP address from 

192.168.1.220 infield IP address

to 192.168 .1.240and clickapply

button. 

Next change IP addressfor eth2 

and eth3from192.168.2.220 and 

192.168.3.220 to 192.168 .2.240

and 192.168 .3.240 accordingly.

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS1)

Primary node
IP Address:192.168.0.230

After logging on the primary 

node please go to ăSETUPó

tab, ănetworkó and 

ĂInterfacesò. In ĂServer nameó 

function  enter Server name. In 

this  example enter dss1 and 

click applybutton. (All 

connection will be restarted).

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS1)

Primary node
IP Address:192.168.0.230

Next selecteth0interfaceand 

change  IP Address from 

192.168.0.220 in field IP address

to 192.168.0.230, andclickapply

button. (This will restart network 

configuration).

SynchronousVolumeReplication withFailoverwith Multipath
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1. Hardware Configuration
Data Server (DSS1)

Primary node
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath

Now selecteth1interfaceand 

changeIP address from 

192.168.1.220 infield IP address

to 192.168 .1.230and clickapply

button. 

Next change IP addressfor eth2 

and eth3from192.168.2.220 and 

192.168.3.220 to 192.168 .2.230

and 192.168 .3.230 accordingly.
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2. Configure the Secondary node
Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Volume Groups(vg00)

In Unit managerfunctionadd 

the selected physical units 

(Unit MD0or other) to create a 

new volume group (in this case, 

vg00) and clickapplybutton.

Under the ăCONFIGURATIONó

tab, select ăvolumemanageró 

and nextVol. Groups.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Select the appropriate volume 

group (vg00) from the list on 

the left and create a new iSCSI

volumeof the required size. 

This logical volume will be the 

destination of the replication 

process.

After assigning an appropriate 

amount of space for the iSCSI

volume, click the applybutton

2. Configure the Secondary node

Next check the boxwithUse 

volume replication

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

2. Configure the Secondary node

The destination iSCSIVolume

Block I/O is now configured.

iSCSIvolume(lv0000)

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

2. Configure the Secondary node

Next, under Mirror Server IP

function, enter the IP address of 

the Primary node (in our 

example, this would be 

192.168.3.230) and click the 

applybutton

Now, select the Vol.replication

and check the box  under 

Destinationand click the apply

button

NOTE:
TheMirrorserverIPAddressmustbeonthesame

subnetinorderforthereplicationtocommunicate.

VPNconnectionscanworkprovidingyouarenot

usingaNAT. Pleasefollowexample:

ÅSource: 192.168.3.230

ÅDestination:192.168.3.240 

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

Volume Groups(vg00)

Add the selected physical units 

(Unit S001or other) to create a 

new volume group (in this case, 

vg00) and clickapplybutton

SynchronousVolumeReplication withFailoverwith Multipath

Under the ăCONFIGURATIONó 

tab, select ăvolume manageró 

and nextăVol. Groupsó
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

Select the appropriate volume 

group (vg00) from the list on 

the left and create a new iSCSI

volumeof the required size. 

This logical volume will be the 

destination of the replication 

process

NOTE:
The source and destination volumes must be of 

identical size.

Next ,checkboxUse volume 

replication

After assigning an appropriate 

amount of space for the iSCSI

volume, click the applybutton

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

The source iSCSIVolume Block 

I/O is now configured.

iSCSIvolume(lv0000)

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

Next , under Mirror Server IP

function, enter the IP address of 

the Secondary node(in our 

example this would be 

192.168.3.240) andclick the 

applybutton

Now, select Vol. replication,

and check the box  under 

Sourceand click the apply

button

SynchronousVolumeReplication withFailoverwith Multipath
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Enter the task name in field 

Task namenextclick on the 

button

Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

In the Destination volume

field select the appropriate 

volume (in this example, 

lv0000) and click create to 

confirm.

SynchronousVolumeReplication withFailoverwith Multipath

http://www.open-e.com/
http://www.open-e.com/


19www.open-e.com

Now, inthe Replicationtask

manager function, clickon 

buttonunderto start the 

Replication task on the Primary 

node

Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

In the Replication tasks 

managerfunctioninformation

is available about  the current  

running replication task.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

3. Configure the Primary node

Click on the buttonwith 

task name (in this case

MirrorTask) to display detailed 

information on the current 

replication task

Under the ăSTATUSótab, 

select ătasksóand Volume 

Replication

NOTE:
Please allow the replication task to complete 

similar to above with status being ñConsistentò 

before writing to the iSCSILogical Volume.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

4. Create new target on the Secondary node

ChooseăCONFIGURATIONó,

ăiSCSItarget manageró and 

ĂTargetsófrom themenu

NOTE:
Bothsystemsmust have the same Target name.

iSCSI targets

In the Create new target 

function,uncheckthe box 

Target Default Name, and 

enter a name for the new target 

in the Name field and click 

apply to confirm.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Select  target0within the 

Targetsfield.

To assign a volume to the 

target, click thebutton

located under Action

4. Create new target on the Secondary node

NOTE:
Bothsystemsmust have thesame SCSI ID and LUN#

WARNING:
Please do not switch on the write back(WB)cache !

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

ChooseăCONFIGURATIONó

and ăiSCSItarget manageró 

andăTargetsófrom the menu

NOTE:
Bothsystemsmust havethe same Target name.

iSCSI targets

5. Create new target on the Primary node

In the Create new target 

function, uncheck the box 

Target Default Name, and 

enter a name for the new target 

in the Namefield and click 

apply to confirm

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

Select the target0within the 

Targetsfield

To assign a volume to the 

target, click thebutton

located under Action

5. Createnewtarget on thePrimarynode

WARNING:
Please do not switch on the write back cache(WB)! 

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

6. Configure iSCSIFailover

Now,  select iSCSI Failover

In theFailover configuration 

function, check the box Enable 

iSCSI failoverfunctionality. 

SelectNetwork connection 

mode (in this example Unicast) 

andselectNetwork interface

for unicast(192.168.0.230). 

Nextenter the Secondary node 

IP and the Ping Node IP(must 

be on the same subnet) and 

click the applybutton.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

6. Configure iSCSIFailover

Now,  select iSCSI Failover

Now, in Failover 

configuration function , check 

the box Enable iSCSIfailover 

functionality. Select Network 

connection mode (in this 

example Unicast) andselect 

Network interface for unicast

(bond0).After  choose 

Secondary node on localhost

enter Primary node IPaddress 

and click the applybutton

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

7. Configure VirtualIP and Auxillaryconnection

SynchronousVolumeReplication withFailoverwith Multipath

Now,  select  the eth0within

iSCSIFailover.

In the Auxiliary connection 

function check box Use this 

networkinterfaceto 

communicate between the 

nodes next enter IP address for 

Unicast remote IP and click 

the applybutton.

http://www.open-e.com/
http://www.open-e.com/
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

7. Configure VirtualIP and Auxillaryconnection

SynchronousVolumeReplication withFailoverwith Multipath

Now,  select  the  eth1within

iSCSIFailover. In the Virtual

IP Settingsfunctioncheckbox

EnablevirtualIP andenter IP 

address, Netmask,

Broadcast, and click the apply

button.

By setting the address of the 

secondary node in a Failover 

configuration, automatic 

detection of the interface for 

communication. This step is 

necessary to complement the 

destination IP address used in 

unicast.

NOTE:
Thereneedto be at leasttwoauxiliaryconnections. The

interfacewiththevirtualIP canalsoserveas oneof the

auxiliaryconnections. PleasesettheVirtualIPAddressina

differentnetworksubnetthenthephysicalIP Address. To

haveadditionaliSCSIFailoversystems,pleasesetthispair

in a differentnetworksubnetfromtheotheriSCSIFailover

systems.Thislimitationwillberemovedinthefuture.

http://www.open-e.com/
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Data Server (DSS1)

Primary node
IP Address:192.168.0.230

7. Configure VirtualIP and Auxillaryconnection

Now,  select  the  eth2within

iSCSIFailover. In the Virtual

IP Settingsfunctioncheckbox

EnablevirtualIP andenter IP 

address, Netmask,

Broadcast, and click the apply

button.

By setting the address of the 

secondary node in a Failover 

configuration, automatic 

detection of the interface for 

communication. This step is 

necessary to complement the 

destination IP address used in 

unicast.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

Now,  select  the eth3within

iSCSIFailover.

In the Auxiliary connection 

function check box Use this 

networkinterfaceto 

communicate between the 

nodes next enter IP address for 

Unicast remote IP and click 

the applybutton.

7. Configure VirtualIP and Auxillaryconnection

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Now,  select  the  eth0within

iSCSIFailover.

In the Auxiliary connection 

function enter IP address for 

Unicast remote IPand click 

the applybutton.

7. Configure VirtualIP and Auxillaryconnection

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Now,  select  the  eth1within

iSCSIFailover.

In the VirtualIP Settings

functionchecktheboxEnable

virtualIP andenter IP 

address, Netmask,

Broadcast, and click the apply

button.

7. Configure VirtualIP and Auxillaryconnection

By setting the address of the 

primary node in a Failover 

configuration, automatic 

detection of the interface for 

communication. This step is 

necessary to complement the 

destination IP address used in 

unicast.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

Next,  select  the  eth2within

iSCSIFailover.

In the VirtualIP Settings

functionchecktheboxEnable

virtualIP andenter IP 

address, Netmask,

Broadcast, and click the apply

button.

7. Configure VirtualIP and Auxillaryconnection

By setting the address of the 

primary node in a Failover 

configuration, automatic 

detection of the interface for 

communication. This step is 

necessary to complement the 

destination IP address used in 

unicast.

SynchronousVolumeReplication withFailoverwith Multipath
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Now,  select  the eth3within

iSCSIFailover.

In the Auxiliary connection 

function check box Use this 

networkinterfaceto 

communicate between the 

nodes next enter IP address for 

Unicast remote IP and click 

the applybutton.

7. Configure VirtualIP and Auxillaryconnection

SynchronousVolumeReplication withFailoverwith Multipath

Data Server (DSS2)

Secondary node
IP Address:192.168.0.240
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Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

Move the iSCSI Tasks to be 

used for the failover service to 

the Failover Tasksarea by 

clicking        button

and click apply

8. StartFailoverService

SynchronousVolumeReplication withFailoverwith Multipath

Next,  select iSCSI Failover
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At this point both nodes are 

ready to start the Failover 

service

8. StartFailoverService
Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath
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8. StartFailover Service

After clickingthe startbutton 

configurationof bothnodeswill 

be complete

NOTE:
Youcannowconnectvia youriSCSIinitiatoranduse

your targets via the Virtual IP address e.g.

192.168.10.250 (Forexample,in a MicrosoftWindows

environment,downloadMicrosoftiSCSIInitiatorver2.0

orlater).

Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath

http://www.open-e.com/
http://www.open-e.com/


39www.open-e.com

After startFailover,  check the 

status in Failover status

function. All must read OK. In 

the task status, the destination 

volume must be consistent

8. StartFailover Service

iSCSIFailover/Volume Replication

Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath
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9. Test Failover Function

In order to test Failover in 

Manual Failover,  function, 

clickon theManualfailover

button.

Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath
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Afterclickingon theManual

failoverbutton, primary node 

enters suspend mode

9. Test Failover Function
Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath
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The Failover status function 

shows the Global status of the 

primary node. Status service is 

in suspendmode and the node 

is inactive.

9. Test Failover Function
Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

In Failover status function 

Global status shows the status 

of thesecondary node. The 

service status is degradedand 

Node status isactive.

9. Test Failover Function

SynchronousVolumeReplication withFailoverwith Multipath

http://www.open-e.com/
http://www.open-e.com/


44www.open-e.com

Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

10. Run FailbackFunction

In order to runFailback in 

Failover managerfunction 

click on theSync volumes

buttonfirst.

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

After synchronizationthe task 

status of the destination volume 

must be Consistent

10. Run FailbackFunction

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS2)

Secondary node
IP Address:192.168.0.240

In order to return the active 

server state to the Primary 

server click on theFailback

button

10. Run FailbackFunction

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

Afterclicking on Failback

button (in Failover manager 

function on Secondary node) 

Primarynode is now active.

10. Run FailbackFunction

SynchronousVolumeReplication withFailoverwith Multipath
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Data Server (DSS1)

Primary node 
IP Address:192.168.0.230

Primary nodeisactive again

and ready for Failover.

The configuration and testingof 

iSCSIFailover/Failback is now

finished.  

10. Run FailbackFunction

iSCSIFailover/Volume Replication

SynchronousVolumeReplication withFailoverwith Multipath
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Step 1
Navigate in the XenCenterand 
click on ăAdd New Serveró.

Configure MPIO on XenServer

http://www.open-e.com/
http://www.open-e.com/
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Step 2

ConfigureMPIO on XenServer

Enter Maintenance Mode

http://www.open-e.com/
http://www.open-e.com/
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Step 3

Configure MPIO on XenServer

In the Maintenance Mode in 
General tab please click on the 

ăPropertiesóbutton.

http://www.open-e.com/
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Step 4

Configure MPIO on XenServer

In the Multipathingsection click on
the ăEnable multipathingon this 

serveróand the ăOKóto 

http://www.open-e.com/
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Step 5

Configure MPIO on XenServer

Exit Maintenance Mode

http://www.open-e.com/
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Step 6

Configure MPIO on XenServer

Navigate to the Network tab  and 
click on ĂConfigure éóbutton.
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Step 7

Configure MPIO on XenServer

In ăManagement Interfacesó
menu, please click on ăNew 

Interfaceóbutton.
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Step 8

Configure MPIO on XenServer

Next, please enter IP address and 
Subnet mask of the first path and 

click on the ăOKóbutton.
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Step 9

Configure MPIO on XenServer

Next, please enter IP address and 
Subnet mask of the secondpath 

and click on the ăOKóbutton.
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Step 10

Configure MPIO on XenServer

In the ăManagement Interfacesó
section there are two interfaces 

configured.
In this example: 
192.168.10.251

192.168.20.251

http://www.open-e.com/
http://www.open-e.com/


59www.open-e.com

Using XenServer CLI

Edit the multipath configuration file:

/etc/multipath.conf

and add blue lines into ñdevicesò section.

nano /etc/multipath.conf

é

## some vendor specific modifications

devices {

device {

vendor                  "SCST_FIO|SCST_BIO"

product                 "*"

path_selector "round-robin 0"

path_grouping_policy multibus

rr_min_io 100        }

é

Exit the nano editor with save:  ctrl-x -> Y -> enter to confirm

http://www.open-e.com/
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Using XenServer CLI ðedit /etc/multipath.conf
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Using XenServer CLI

In order to disable the phisiclal IP network subnet please edit rc.local file:

nano /etc/rc.local

And add the line:

iptables -I INPUT -s 192.168.0.230 -j DROP

Exit the Nano with save:  ctrl-x -> Y -> enter to confirm

Run the rc.local script with:

/etc/rc.local

NOTE: it is not nessesary to disable the secondary NIC: 192.168.0.240 becouse it is not 

exported while XenServer connecting to the SR.

In order to test the settings please run:

iptables -L

In order to add or remove directly from command line please use followinng commands:

Enter ñDROPò action for 192.168.0.230

iptables -I INPUT -s 192.168.0.230 -j DROP

Remove the ñDROPò action for 192.168.0.230

iptables -D INPUT -s 192.168.0.230 -j DROP
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http://www.open-e.com/


62www.open-e.com

Using XenServer CLI ðedit /etc/rc.local
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Using XenServer CLI 

In order to check the 
settings, please run the 

list command:
Miltipath ïv3

Miltipath -ll 

Now:

pgpolicy= multibus
minio=100 

And both paths are 

[ active] [ ready ]
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Step 11

Configure MPIO on XenServer

Next, in the ăStorageótab click 
on ăNew SR ...óbutton.

http://www.open-e.com/
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Step 12
Now, select the ăSoftware iSCSI ó 
and click on the ăNext >óbutton. 

Configure MPIO on XenServer
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Step 13

Configure MPIO on XenServer

In the Target Hosts field please 
enter IP address of the first NIC of 

iSCSI targets  and click on the 
ăDiscover IQNsóbutton.

http://www.open-e.com/
http://www.open-e.com/


67www.open-e.com

Step 14

Configure MPIO on XenServer

Now, please select the target 
showing on the first NIC 

iqn.2011-02:xen.demo 
(192.168.10.250).
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Step 15

Configure MPIO on XenServer

Next, please click  ăDiscover 
LUNsóbutton and select the LUN.

http://www.open-e.com/
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Step 16

Configure MPIO on XenServer

Next, please click  ăFinishóbutton .
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Step 17

Configure MPIO on XenServer

Next, please format the disk.
Please read the warring message.
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Step 18

Configure MPIO on XenServer

In the ăStorageótab, new ñiSCSI 

virtual disk storageò appear.
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Step 19

ConfigureMPIO on XenServer

In order to check Multipath settings, 
please select the ñiSCSI virtual disk 

storageò and in the ñGeneralò tab 
Multipathingsection must show ñ2 

of 2 paths activeò.
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