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» Data is copied in real-time, and every change is immediately mirrored from the primary server to the secondary storage
server.

* In case of a failure, scheduled maintenance of the primary server, or loss of the primary data source, failover automatically
switches operations to the secondary storage server, so processes can be continued as usual.
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VOLUME REPLICATION WITH FAILOVER BETWEEN TWO SYSTEMS WITHIN ONE LAN

= Recommended Resources

* Key Hardware (two systems)

v' x86 compatible

v RAID Controller with Batery Backup Unit

v HDD's

v" Network Interface Cards

v" Ping Node (ping node it is any permanently (24/7) available host in the network. In particular
case the ping node function can be performed by the server storing the data on the iSCSI
failover volume).

« Software
v" Open-E DSS, 2 units

= Benefits
* Eliminate business disruption
+ Data Redundancy over a LAN
*  Switch Redundancy

= Disadvantages
* High cost of solution
* Natural disasters (earthquake, fire, flood...) can destroy local systems
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Synchronous Volume Replicat

» Data is written and read to System 1 (primary)

* Data is continually replicated to System 2 (secondary)
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* In case of raid array or disk drive error on System 1(primary), the server will send an e-mail notification
to the administrator
* iISCSI Auto Failover determines there is no connection between the servers

« After a few seconds Automatic Failover is executed and users are switched to System 2 (secondary)

gpen-e open-¢
__ Heartbeat
RAID System 1 RN = f RAID System 2
Primary Secondary
PING NODE
_____ Control ____ Write Data

Read Data
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» After switching, the replicated volume
is available on System 2 (secondary)
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TO SET UP VOLUME REPLICATION WITH FAILOVER, PERFORM THE FOLLOWING STEPS:

1. Hardware configuration

2. Configure the Secondary node
* Create a Volume Group, iSCSI Volume

+ Configure Volume Replication mode (destination mode) — settings mirror IP address
3. Configure the Primary node

* Create a Volume Group, iSCSI Volume

+ Configure Volume Replication mode (source mode) — settings mirror IP address,
creating Volume Replication task and start replication task.

Create new target on Secondary node
Create new target on Primary node
Configure virtual IP and Auxiliary connection
Configure iISCSI Failover

Start Failover Service

SORS OOl CoR OIR

Test Failover Function
10. Run Failback Function
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1. Hardware Configuration
Hardware Requirements:
To run the Volume Replication with Failover, two DSS systems are required.
Both servers must be located and working in the Local Area Network.
See below for the example configuration :

PING NODE
Address IP: 192.168.0.106

B S

Control

LAN

Data Server (DSS1)
Primary node
Address IP:192.168.0.220

Data Server (DSS2)
Secondary node
Address 1P:192.168.0.240

RAID System 2
Secondary

Switch 1

Switch 2

RAID System 1
Primary

eth0, eth1

eth? 4 Heartbeat

Volume Groups (VG00) E ; ) 4 Virtual Address IP:192.168.10.230

iSCSI volume (LV00 7
(LV00) 48

iSCSI targets 29

iSCSI Failover/Volume Replication

iSCSI volume (LV00)

_____ > 9 iSCSl targets

g Volume Groups (VG00)
P4
b
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Data Server (DSS2)

Secondary node 2. Configure the Secondary node
Address 1P:192.168.0.240

DSS DATA STORAGE SERVER open-e
5 m CONFIGURATION I MAINTENANCE T STATUS T HELP ]
ggdesgrgstsssglﬁzgtjnzﬁzlgoet{’ q NAS settings T NAS resources I iSCSI target manager I FC target manager ]
' ? L ﬁr Vol. groups } . Unit rescan ] ;.
|. rescan i

Size (GB) Serial number Status

Zl_ Unit 5001 230.08 M8 available

"
g Action: | new volume group v|
Volume Groups (vg00) o & Vvol. replication ) Name: |

>

Add the selected physical units
(Unit S001 or other) to create a
new volume group (in this case,
vg00) and click apply button

Event Viewer:
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Data Server (DSS2 .
Secondary ot 2. Configure the Secondary node

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

[~ e adppropriaie vo c Q ﬁl Vol. groups ‘ T Volume group: vgoo T
Jroup guU O C O vo00 Yolume manager ] -1
o |left and nate 3 ne

System volumes

N 0 0 A req A a
Reserved Pool 4.00 lij
0(JICd O C DE C
Reserved for snhapshots 0.00
0[c dllOll O e 1epPIlCalio
Reserved for system 1.00
PDIroce
Reserved for replication 0.00

\ Free 295,03
P——
Action: |new iSCSI volume Li_']

) é-j vol. replication ‘ Options: [Just create volume &

Next check the box with Use

V0|ume replication ¥ Use volume replication

 File 1/0
¥ Initialize
& Block 1/0

|
U

225,032

After assigning an appropriate o
amount of space for the iSCSI W) ada: GB  (+0.12 GB for replication)

volume, click the apply button —>__ o |

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS2) .
Secondary node 2. Configure the Secondary node
Address 1P:192.168.0.240

DSs DATA STORAGE SERVER open-e
SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]
volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Q ﬁ Vol. groups l I Volume group: vgoo0 T

L vgoo

Blocksize  Size

Logical Yolume Type Snap. Rep. (bytes)  (GB)

MAA 10.00 @

System volumes

Reserved Pool 4.00 @
Reserved for snapshots 0.00
. . . Reserved for system 1.00
The destination iSCSI Volume
, . Reserved for replication 0.13
Block 1 S ISTOW C@““gt" ed. 0 .9 vol. replication [ Free 214,91
Action: new NAS wolume &

™ Use volume replication

ﬁ:{ iSCSI volume (Iv0000) ™ WORM

214,91

[ apply .

Event Wiewer:

Data Storage Server, All rights reserved




Synchronous Volume Replication with Failover over a LAN gpen-e

ot apen-e
_ ’

Data Server (DSS2) .
Secondary node 2. Configure the Secondary node
Address 1P:192.168.0.240
DSS DATA STORAGE SERVER gpen-e
[ SETUP T CONFIGURATION T MAINTENANCE T STATUS I HELP
about Data Storage Server 1 I

Volume replication mode ]

® ﬁ} Vol. groups
Now, select the Vol. replication e
and check the box under

Logical Yolume

. . . Iv0000 done I []
Destination and click the apply —
button )
\ Mirror server IP ]
NeXt, Under MII'I‘OI‘ Server IP . éﬁ o repli.cation [ i:zg?res& ||_192.16EI.D.220

function, enter the IP address of

the Primary node (in our / oy |

example, this would be
1 921 680220) and ClICk the Create new volume replication task ]

apply button e
Mo volumes with replication functionality found or all volumes have a task
assigned already.

Event Wiewer:

NOTE:
The Mirror server IP Address must be on the same subnet in order for the replication to communicate. VPN connections can work
providing you are not using a NAT. Please follow example:

* Source: 192.168.0.220

» Destination: 192.168.0.240
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Data Server (DSS1 . .
Primary i 3. Configure the Primary node

Address [P:192.168.0.220

DSs DATA STORAGE SERVER open-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

oy, VOlume manager NAS settings I NAS resources T iSCSI target manager I FC target manager ]

|

Under the ,,CONFIGURATION” ¢ & voloroups | ]

tab, select ,,volume manager” s
Unit manager ]
v Unit Size (GB) Serial number Status
O Unit MDO 465,77 M8 available
' q Action: ‘ new volume group v|

Add.the selected physical units o & Vol replication | - oo |

(Unit MDO or other) to create a a

new volume group (in this case, -

vg00) and click apply button ey

Serial number

O Unit S000 YE3I6RAME

|£

Event Wiewer:

Volume Groups (vg00)



Synchronous Volume Replication with Failover over a LAN

ot apen-e
_ ’

Primary node

Select the appropriate volume
group (vg00) from the list on
the left and create a new iSCSI
volume of the required size.
This logical volume will be the
destination of the replication
process

Next , check box Use volume

Data Server (DSS1)

Address [P:192.168.0.220

3. Configure the Primary node

open-e

DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINT|

ENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

;. vg00

Q é/ Vol. groups ‘ T Volume group: vg00 T

VYolume manager ]

System volumes

\

\

Qé‘-ﬁ vol. replication ‘

Reserved Pool 4.00 EJ

Reserved for snapshots 0.00

Reserved for system 1.00

Reserved for replication 0.00
~~Eree 460,72

ActiN new iISCSI volume [i_]

Options: |Just create volume LQ_]

replication

After assigning an appropriate

amount of space for the iSCSI
volume, click the apply button

M Use volume replication

NOTE:

" File 1/O

¥ Initialize
& Block /O
—n

U
u] 460,72
[Z]E| add: GB  (+0.12 GB for replication)

9[ apply )

Event Wiewer:

The source and destination volumes must be of identical size.

Data Storage Server, all rights reserved

14
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Primary i 3. Configure the Primary node

Address [P:192.168.0.220

DSS DATA STORAGE SERVER

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

open-e

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ]

Q ﬁ Vol. groups l T Volume group: vgoo

vgoo
4G VYolume manager

Blocksize  Size
(bytes)  (GB)

Logical Yolume Type Snap. Rep. Init.

System volumes

Reserved Pool 4.00 E|
Reserved for shapshots 0.00
Reserved for system 1.00

The destination iSCSI Volume T o

Block 1/ is now configured. A o el

Action: new NAS valume [.i]

" Use volume replication

4€ iSCSI volume (Iv0000) ™ woRM

450.59

[I apply J

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS1 . .
Primary i 3. Configure the Primary node

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e
CONFIGURATION MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ] I

v
i
Qﬁ Vol. groups [ Logical Yolume Source Destination Clear metadata

o vgoD Iv0000 done __3F O O

Now, select Vol. replication,
and check the box under

Destination and click the apply P " |
button

IP address:
WA

192.168.0.240

[ aw ]

,éﬁ vol. replication [
- —

. e Create new volume replication task ]
Next , under Mirror Server IP /

function, enter the IP address of e | =
; ource yolume: [ Ivoooo -
the Secondal‘y nOde (|n (0]V]3 Destination volume: | =
example thls WOUld be Bandwidth for Syncsource (MB): [40 |
0 h I r
192.168.0.240) and click the rneenes e

apply button

Event Wiewer:

Data Storage Server, All rights reserved
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Enter the task name in field
Task name next click on the
button =

In the Destination volume
field select the appropriate
volume (in this example,
Iv0000) and click create to
confirm

Data Server (DSS1)
Primary node
Address IP:192.168.0.220

open-e

3. Configure the Primary node

DATA STORAGE SERVER

SETUP CONFIGURATION

MAINTENANCE T STATUS T HELP ]

volume manager | NAS settings T NAS resources T iSCSI target manager T FC target manager ] I

0 ﬁ/ vol. groups ‘
L& wgon

Mirror server IP

,éﬁ Vol. replication ‘

Event Wiewer:

IP address: [ 192.168.0.240
WAN r
| oy |
Create new volume replication task ]
> Task name: [ Task-01 | =

Source volume: [Ivooon =1
/ Destination volume: [ Ivoooo Ed |

Bandwidth for SyncSource (MB): [40 |

Asynchronous protocol: r

|\. create .

Replication tasks manager

Mo tasks have been found.

Lo~

Data Storage Server, all rights reserved
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Data Server (DSS1 . .
Primary i 3. Configure the Primary node

Address IP:192.168.0.220

DSs DATA STORAGE SERVER open-e
SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]
volume manager | NAS settings T NAS resources T iSCSI target manager I FC target manager ]
o £ vol. groups [ e |
e ' | apply |
Mirror server IP ]
IP address: [192.168.0.240
WA O

( apply .

] ® éﬁ Vol. replication l
NOW, in the Repllcatlon task Lo Task-01 Create new volume replication task ]
manager function, click on @ o - o
u button under to Star‘t the gsos;.rgorlzgnzfrg;zIrepllcatlon functionality found or all volumes have a task

Replication task on the Primary

nOde Replication tasks manager ]

Start time

E| Task-01 n/a EJ [:| |XJ

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS1 . .
Primary i 3. Configure the Primary node

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP l CONFIGURATION | MAINTENANCE T STATUS T HELP ]
volume manager | NAS settings I NAS resources T iSCSI target manager T FC target manager ]

Q ﬁ Vol. groups \ -4

Lo wgoo ﬂ Mirror server IP ]
IF address: [ 192.168.0.240
WAR [

l apply J

In the Replication tasks — ]
functlon Informatlon = Create new volume replication task

manager :

. ) Infa

IS avallable abOUt the Current , g vol. replication ‘ n o Mo wolumes with replication functionality found or all volumes have a task

o o o assigned already,
running replication task e

‘}ﬂ Replication tasks manager ]

[~ Task-01 2009-03-27 23:26:30 | | [m][3¢]
Source volume: lvOooo

Destination volume: lvoooo

Destination IP: 192,168.0.240

Protocal type: Synchronous

Event Wiewer:

Data Storage Server, All rights reserved
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Data Server (DSS1 . .
Primary i 3. Configure the Primary node

Address IP:192.168.0.220

Dss DATA STORAGE SERVER open-e

[ SETUP T CONFIGURATION I MAINTENANCE T STATUS I HELP ]
[“networc | togical votume | connections | system | hardvwares]. tasis | SMART. |

Under the ,,STATUS” tab,
select ,,tasks” and Volume —

Re|lcatI0n Restore from backup f
icati Running tasks ]

Data Replication

—

Q m_ Tasks | T Tasks: Volume Replication

Antivirus
¥olume Replication L o
p MName ype ‘Start time
Snapshots et ¥ P art t
| ~| Task-o1 valume replication 2009-03-27 23:26:30
Protocal type: Synchronous
Connection: Connected
Source info:
Logical volume: lvOooo
. 1 . Consistency: Consistent
Click on the [B button with Destination info:
, " Logical volume: lvoooo
task name “n thls case Consistency: Consistent
IP address: 192,168.0.240

Task-01) to display detailed
information on the current -
Tasks log

replication task

Status  Action

[>] S lEe T e volume replication  OK  Started

=l 23:26:39

Event Wiewer:

Data Storage Server. all rights reserved

NOTE:
Please allow the replication task to complete similar to above with status being “Consistent” before writing to the iSCSI Logical Volume.

20
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Data Server (DSS2
Secondary Lk 4. Create new target on the Secondary node

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resources T iSCSI tggget manager | FC target manager
B Q;“ Targets lj/

Create new target ]

[T Target Default Mame
/Name: ‘ mytarget |

/ Alias: targetD |

CHAP user target access

Choose ,,CONFIGURATION”
and ,,iSCSI target manager”
from the menu

apply J

In the Create new target |
function, uncheck the box o A7 crap users -

[T Enable CHAP user access authentication
enter a name for the new target / oy )

in the Name field and click
apply to confirm

Event Wiewer:
iSCSI targets 9

NOTE:
Both systems must have the same Target name.

pA
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Data Server (DSS2
Secondary Lk 4. Create new target on the Secondary node

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resources T iSCSI target manager | FC target manager
929 Targets \ T Target: mytarget T
- 4
* targetD
Target volume manager ]

0 Info

There are logical volumes selected as mirror destination. There is no
direct access to mirror destination volume. In order to access such
volume, you can stop mirror task and switch destination mode to source
mode or create a snapshot on the destination volume and assign the
snapshot to a new target.

Select target0 within the
Targets field.

Yolume wWB Action

o f7 capusers | =] oo F]l © rC 5@E

Yolume replication: Destination
Size (GB): 10.00

—

To assign a volume to the /ccess ]
tal’get, CliCk the button ™ Enable CHAP user access authentication

located under Action 3 —

Event Wiewer:

NOTE: Data Storage Server, all rights reserved
Both systems must have the same SCSI field name.

WARNING:
Please do not switch on the write back (WB) cache !
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Data Server (DSS1 .
Primary node( ) 5. Create new target on the Primary node

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP | CONFIGURATION I MAINTENANCE T STATUS T HELP ]

[ volume manager T NAS settings T NAS resources 1 iSCSI tggget manager | FC target manager
® &“ Targets m/

Create new target ]

[T Target Default Name
/Name: | mytarget |

/ Alias: [targeto |

CHAP user target access

Choose ,,CONFIGURATION”
and ,,iSCSI target manager”
from the menu

L ey ]
In the Create new target .
function, uncheck the box FAU T

/ [T Enable CHAP user access authentication
enter a name for the new target oy

in the Name field and click
apply to confirm

Event Wiewer:
iSCSI targets 9

NOTE:
Both systems must have the same Target name.

23



open-e

Synchronous Volume Replication with Failover over a LAN

P apen-¢
_al ’

Data Server (DSS1 .
Primary node( ) 5. Create new target on the Primary node

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP CONFIGURATION | MAINTENANCE T STATUS T HELP ]
[ volume manager T NAS settings T NAS resources T iSCSl target manager | FC target manager

Select the target0 within the o &9 targers | ! Target: mytarget ]

Targets field S _ | 2

Target volume manager

Volume LUN RO WB  Action

& woooo F] r _comE

Yolume replication: Source
Size (GB): 10.00
—

o .i? CHAP users M CHAP user target access ]

—

/ I Enable CHAP user access authentication

To assign a volume to the —

target, click the button E3
located under Action Target IP access ]

Deny access: | |

Allow access: | |

Event Wiewer:

Data Storage Server, All rights reserved

WARNING:
Please do not switch on the write back cache (WB) !
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Data Server (DSS1) . . . .
Primary node 6. Configure Virtual IP and Auxillary connection

Address IP:192.168.0.220

Choose ,SETUP” and DSS DATA STORAGE SERVER gpen-e |
!!network” from the menu L SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]

*network | administrator T HAW RAID T SAW RAID [ Fibre Channel T iSCS| Initiator T hardware T Ul ]

Now, select the eth0 within ol Trteriaces |
iISCSI Failover. o _ _
In the Virtual IP Settings Vil P setings )
function check box Enable = A PR
virtual IP and enter IP IP address — [152.168.10.230 |
address, Netmask, Netmask | 255.255.255.0 |
Broadcast, and click the apply rosdeest iezncenois: '
button. o & iscsl Failover ‘ o

B ¢ ethD
In the Auxiliary connection S Auxiliary connection ]
function check box Use this =P se this network interface to communicate betweer the nodes,
network interface to )
communicate between the
nodes and click the apply

bUtton Event Viewer:

NOTE:
There need to be at least two auxiliary connections. The interface with the virtual IP can also serve as one of the auxiliary connections.

Please set the Virtual IP Address in a different network subnet then the physical IP Address. To have additional iSCSI Failover systems,
please set this pair in a different network subnet from the other iSCSI Failover systems. This limitation will be removed in the future.
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Data Server (DSS1) . . . .
Primary node 6. Configure Virtual IP and Auxillary connection
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAN RAID T SAN RAID [ Fibre Channel T iSCS| Initiator T hardware T GUI ]

Q ﬂ Interfaces ‘
':Z ZEET Yirtual IP Settings
MAC: 00:04:23:6%: 86 b
" Enable virtual IP
. apply |
Now, select the eth1 within
. . P uxiliary connection
iSCSI Failover. o & iscet ralover | (] auirary connect ]
|n the Auxiliary Connection - = /W Use this network interface to communicate between the nodes.
ethod
function check box Use this ;”’1/ oy |
network interface to
communicate between the
nodes and click the apply
button.

Event Viewer:
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Data Server (DSS2 \ . . .
Secondary ande ) 6. Configure Virtual IP and Auxillary connection

Address [P:192.168.0.240

logout DSS DATA STORAGE SERVER gpen-e '

ChOOSG, ”SETUP” and SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network” from the menu twork Iministrator T HAW RAID T SAW RAID T Fibre Channel T iSCS| Initiator T hardware T Ul ]
" —
|

0 ## Interfaces

Now, select the m within tgiﬁﬂf virtual IP Settings ]
iSCSI Failover. MAC: 00:19:5b:5d:24: a1

In the Virtual IP Settings W Enable virtual [P

function check the box Enable —— i :
virtual IP and enter IP Broadcast [192.168.10.255 |
address, Netmask, o
Broadcast, and click the apply g & iscstFalover | e
button. s

Auxiliary connection ]

In the Auxiliary Connection / W Use this network interface to communicate between the nodes,
function check box Use this / oy
network interface to

communicate between the

nodes and click the apply
button.

Event Viewer:
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Data Server (DSS2 \ . . .
Secondary ande ) 6. Configure Virtual IP and Auxillary connection

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e |

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCS| Initiator T hardware T Ul ]
o ## Interfaces ‘

tz etho
ethl

Virtual IP Settings

AT 00:03:1d:02:91:71
" Enable virtual IP

Now, select the eth1 within ey )
iSCSI Failover.

ili i <7 iscsi Fail 7
|n the AUX|I|ary Connecu?n s i el ‘ ./W Use this network interface to communicate between the nodes,

~function check box Use this e S
network interface to V oy

communicate between the
nodes and click the apply

Auxiliary connection ]

button.

Event Viewer:
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Data Server (DSS1 . . .
Primary node( ) 7. Configure iSCSI Failover

Address [P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e |

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCS! Initiator T hardware T Gl ]

? ﬂ Interfaces \ Failover configuration ]
tho
tg :thl v Enable iSCSI failover functionality
& Primary node on localhost
Secondary node IP: [ 192.168.0.240 |
Ping node IP: [ 192.162.0.106 |
Now, select iSCSI Failover Cretiow advariced
" Secondary node on localhost
\ Primary node IP:
® ﬁ MI Failoverﬂ ™ show advanced
= y 4
tg etho =
ethl { anply J
Failover Tasks ]
iSCSI Tasks Failover Tasks
. . H Search | | Search | |
In the Failover configuration o j ‘ . =
Tacl-n1 -~ -~

function, check the box Enable Event Viewer:
iISCSI failover functionality

and enter the Secondary node

|P address and the Ping Node

IP and click the apply button
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P apen-¢
_al ’

Data Server (DSS2 . . .
Secondary ngde ) 7. Configure iSCSI Failover

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e |

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID ]’ SAW RAID T Fibre Channel T iSCS! Initiator T hardware T Gul ]

Qﬂ Interfaces \ =1

tg atho Failover configuration ]
ethl
M Enable iSCSI failover functionality
C Primary node on localhost
Now, select iSCSI Failover Secordary node IP: | |
Fing node IP: | |
™ show advanced

& Secondary node on localhost
® é., iscsI Failover ‘ Primary node IP: 192.168.0.220

7 show advanced
tg etho
ethl

apply |

Failover Tasks ]

Failover Tasks

Now, in Failover
configuration function , check
the box Enable iSCSI failover Event viewsr:
functionality and enter Primary

node IP address and also the

Ping Node IP and click the

apply button

Search Search | i
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Data Server (DSS1 . . .
Primary node( ) 7. Configure iSCSI Failover

Address [P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAN RAID T SAW RAID T Fibre Channel T iSCS| Initiator T hardware T Ul ]

- ) ﬂ Interfaces [ Failover Tasks ] = |
Move the iSCSI Tasks to be pose — —
ethl iSCSI Tasks Failower Tasks

used for the failover service to

Search | Search |

the Failover Tasks area by

clicking =3 button \\
and click apply \;

il

¢ & iscsi Failover }
tg etho
ethl

| apply '|

Event Wiewer:
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Data Server (DSS1)

Primary node 8. Start Failover Service
Address 1P:192.168.0.220

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAN RAID T SAW RAID [ Fibre Channel T iSCS| Initiator T hardware T GUI ]

o @ Interfaces [ J
tg etho ' (=]
ethl E]

DSS DATA STORAGE SERVER open-e h

apply |

¢ & iscsi Failover [
tg etha Failover manager ]
ethl ’

— !

At this point both nodes are

ready to start the Failover

1 Manual failover button, This will initiate a failover event and switch the primar
Service SO

server to suspend mode, while the secondary server will be promoted to active
mode, Please note this will stop the volume replication process,

l J

In order to delegate (switch) active server state to the passive server click the

Event Wiewer:
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ool apen-e
T )

Data Server (DSS1)

Primary node 8. Start Failover Service
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP ] CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAW RAID T SAN RAID T Fibre Channel T iSCS| Initiator T hardware T GUI ]

Qﬂ Interfaces ‘ B |

tg etho
ethl

Info —
(i) - - ¥
Configuration of both nodes finished successfully.

¢ & iscsi Failover ‘

tz etho Failover manager ]
ethil ;

After clicking the start button —> | T

configuration of both nodes will

b I t Manual fallover button, This will initiate a failover event and switch the primary
€ Comp ele server to suspend mode, while the secondary server will be promoted to active
mode, Please note this will stop the volume replication process,

In order to delegate (switch) active server state to the passive server click the

l Manual failover |

Event Wiewer:

Data Storage Server, All rights reserved

NOTE:

You can now connect via your iSCSI initiator and use your targets via the Virtual IP address e.g. 192.168.0.230 (For example, in a
Microsoft Windows environment, download Microsoft iSCSI Initiator ver 2.0 or later).
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ot apen-e
el )

Data Server (DSS1 . .
Primary nodef ) 8. Start Failover Service

Address [P:192.168.0.220

logout DSS DATA STORAGE SERVER gpen-e i

1

SETUP CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAN RAID T SAW RAID T Fibre Channel T iSCS| Initiator T hardware T GUI ]

Qﬂ Interfaces [ Zn Failover status ]

e §
After start Failover, check the e — —
, . Global status
status in Failover status S—— o
function. All must read OK. In R rmaryactive
the task status, the destination T ok
volume must be consistent Communication via:
ethd ok
® éﬁ iSCSI Failover l - ok
tg etrD . Task status
. . . . elhl
iSCSI Failover/Volume Replication (2] Task-01 runring
Connection: Connected
Source info:
Logical volume: lv0ooo
Consistency: Consistent
Destination info:
Logical volume: lv0ooo
Consistency: Consistent
IP address: 192,168.0.240

Event Viewer:

Data Storage Server. All rights reserved
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ot apen-e
_ ’

Data Server (DSS1 . .
Primary nodef ) 9. Test Failover Function

Address [P:192.168.0.220

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCSI Initiator T hardware T GUI ]

o #8 Interfaces ‘ J
tz etho
ethl

DSS DATA STORAGE SERVER gpen-e i

=)
=

o &J iscst Failover ‘
ethd
ethi Failover manager ]

[' J L st |
|n Ol’del’ tO teSt FaI|Over ] In order to delegate {switch) active server state to the passive server click the
. . Manual failover button, This will initiate a failover event and switch the primary
Manual Fallover’ funCt|On, server to suspend mode, while the secondary server will be promoted to active
C||Ck on the Manual failover mode, Flease note this will stop the volume replication process,

. Manual failover |
button —> T

Event Wiewer:

Data Storage Server. All rights reserved
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Data Server (DSS1)

Primary node 9. Test Failover Function
Address 1P:192.168.0.220

DSs DATA STORAGE SERVER open-e
SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCSI Initiator T hardware T GUI ]

o ## Interfaces ‘ -

tz etho
ethl

Info
o Server is entering suspend mode. ..
o &J iscst Failover ‘

tzethu
ethl Failover manager ]
| T

In order to delegate (switch) active server state to the passive server click the
Manual fallover button, This will initiate a failover event and switch the primary

After C|icking on the Manual server to suspend mode, while the secondary server will be promoted to active
. , mode, Flease note this will stop the volume replication process,
failover button, primary node TR

l J
enters suspend mode

Event Viewer:

Data Storage Server. All rights reserved




Synchronous Volume Replication with Failover over a LAN gpen-e
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el )

Data Server (DSS1 . .
Primary nodef ) 9. Test Failover Function

Address [P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e i

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID [ Fibre Channel T iSCSI Initiator T hardware T GUI ]

(Pﬂ Interfaces ‘ Failover status ]

tg etho
. . lobal status
The Failover status function e — S
shows the Global status of the i =
primary node. Status service is FE—— =
in suspend mode and the node g
iS inaCtiVG ethd unknown
hg g erest Fai.louer l ethl unknown
':2 2::2 Task sLalus
E] Task-01 stopped
Failover configuration ]
Info
I 0 While a failover is turned on, you cannot make changes to its I
configuration.

Event Wiewer:
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Data Server (DSS2) . .
Secondary node 9. Test Failover Function

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e i

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID [ Fibre Channel T iSCSI Initiator T hardware T GUI ]

(Pﬂ Interfaces ‘ Failover status ]

etho
SR
. . Global status
In Failover status function — ——
Global status shows the status —— =——
of the secondary node. The T—— =
NOde StatUS iS aCtiVG and Communication via:
service status is degraded etho failed
¢ &J iscst Fai_'°“'e" l eth1 failed
':2 2;:2 Task status
lEJ Task-01_reverse stopped
Failover configuration ]
Info
‘ 0 While a failover is turned on, you cannot make changes to its I
configuration.

Event Wiewer:
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In order to run Failback in
Failover manager function
click on the Sync volumes

it An £
VULwIl

Data Server (DSS2)
Secondary node
Address 1P:192.168.0.240

open-e

10. Run Failback Function

DATA STORAGE SERVER gpen-e i

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCSI Initiator T hardware T GUI ]

(Pﬂ Interfaces ‘ n

tz etho
ethl

—

o &J iscst Failover ‘
tz etho '
ethl

2“ Failover manager ]

|
I = | a -

0 Info

When in secondary mode, the start and stop buttons contraol this node
only. Please use the relevant buttons on the primary node to control
both nodes,

l' ) s

In arder to synchronize data from the secondary/active server to the primary
server, click the Sync volumes button,

> smcwoiumes |

Event Wiewer:

Clicking the Failback button will return the active server state to the primary
server, while the secondary server will return to passive mode. Flease note this is
only possible when the participating volumes are in sync. After the falback has
been completed, the primary server is ready for another failover,

| Faiback |

Data Storage Server. All rights reserved
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Data Server (DSS2) . .
Secondary node 10. Run Failback Function
Address 1P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e i

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID [ Fibre Channel T iSCSI Initiator T hardware T GUI ]

Q ﬂ Interfaces ‘ n Failover status ]
ethd
athl Mames Status

Global status

Service running degraded
Node status secondary/active
Ping node ok

Communication via:

etho failed
® éﬁ iSCSI Failover [ ot failed
. 5 eth . ask status
After synchronization the task e ke
E] Task-01_reverse running

status of the destination volume

. Connection: Connected
must be Consistent Sotice I0o;
Logical volume: lv0ooo
Consistency: Consistent
Destination info:

\$ Logical volume: lw0ooo
Consistency: Consistent
IP address: 192.168.0.220

Event Viewer:

Data Storage Server, all rights reserved
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_ ’

Data Server (DSS2 . .
Secondary ngde ) 10. Run Failback Function

Address [P:192.168.0.240

DSS DATA STORAGE SERVER gpen-e
SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAW RAID T Fibre Channel T iSCS| Initiator T hardware T Ul ]

Q @ Interfaces ‘ B |

Info
etho e Yolume replication process started, Please go to Failover Status to li|
ethl check the status of your tasks.

Failover manager ]
0 Info

When in secondary mode, the start and stop buttons control this node
only. Please use the relevant buttons on the primary node to control

both nodes.
¢ &J iscsi Failover ‘ l ) | S J
tg ethd In order to synchronize data from the secondary/active server to the primary
ethi server, cick the Sync volumes button.

l Sync volumes |

Clicking the Failback button will return the active server state to the primary
server, while the secondary server will return to passive mode. Flease note this is

In order to return the active

server State to the Primary only possible when the participating volumes are in sync, After the failback has
, : been completed, the primary server is ready for another failover,
server click on the Failback —> raback |

bUttOﬂ Event Viewer:

Cata Storage Server. all rights reserved
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Data Server (DSS1) . .
Primary node 10. Run Failback Function
Address 1P:192.168.0.220

DSS DATA STORAGE SERVER gpen-e

SETUP I CONFIGURATION T MAINTENANCE T STATUS T HELP ]

network | administrator T HAN RAID T SAW RAID [ Fibre Channel T iSCS| Initiator T hardware T GUI ]

L_

After cligking.on Failback e | =
button (in Failover manager — :

function on Secondary node) S
Primary node is now active

Info
\‘ o Your node is now active @ ‘
5 5 2
® g iSCSI Failover [
etho . .
ethl Failover manager ]

:

In order to delegate (switch) active server state to the passive server click the
Manual failover button, This will initiate a failover event and switch the primary

server to suspend mode, while the secondary server will be promoted to active
mode, Flease note this will stop the volume replication process,

[I Manual failover J

Event Viewer:

Data Storage Server, &ll rights reserved
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Data Server (DSS1 . .
Primary nodef ) 10. Run Failback Function

Address IP:192.168.0.220

DSS DATA STORAGE SERVER gpen-e i

SETUP | CONFIGURATION T MAINTENANCE T STATUS T HELP ]
network | administrator T HAW RAID T SAN RAID T Fibre Channel T iSCSI Initiator T hardware T Gul ]

Qﬂ Interfaces ‘ Failover status ]

etho
ethl Names Status

Global status

, . , . Service running ok
Primary node is active again N —
and ready for Failover. —— -

Communication via:

etho ok
; ; 2
» =7 iscsI Failover l . s
: aflavarMaliima Banliaatisns etho .
iSCS! Failover/Voluime chh\,atlu i tg athi Toskstotus
E| Task-01 running
Failover configuration ]

While a failover is turned on, you cannot make changes to its
configuration.

i l

Event Viewer:

The configuration and testing of iSCSI Failover/Failback is now complete.
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